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I have read and agree to the Privacy Policy". This can be described as one of the biggest lies in the
current times, and that is all what a service provider needs to acquire what can be called “informed
consent”, which allows it to do as it pleases with your Personal Information (PI). Although many
developed countries have enacted privacy laws and regulations to govern the collection and use of Pl as a
response to the increased misuse of PI, these laws and regulations rely heavily on the concept of
informational self-determination through the ““notice” and " consent/choice” model. This model is
inefficient for acquiring informed consent simply because current mechanisms for presenting the notice
and obtaining the consent are deeply flawed as indicated by many researchers because they are neither
useful nor usable. More specifically, most notices are long and complex [1]; hard to be understood by
ordinary people [2], and do not help much in assessing the consequences and risks related to consenting
[3]. Consequently, most data subjects (DSs), usually, blindly accept such notices [4]. However, if a data
subject did not read, understand and comprehend the consequences and risks of consenting, such consent
cannot be informed [5], accordingly, it is not valid.

The challenge of providing “"usable" privacy notice has been recognized as an open challenge [6], and
suggestions to improve it are scattered over the literature. This thesis aims at answering an important
Research Question (RQ) “"How can we identify potential risks and/or consequences of consenting and
make DSs aware of them", which will result in a more “usable" privacy notice. This thesis will use the
ontology proposed in [7] as a baseline, aiming at extending and refining its concepts to properly
answering the RQ. The developed ontology will be evaluated with the help of some software tools, lexical
semantics experts, and privacy and security researchers.
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Construction and evaluation of a cyber-security-aware user experience measure
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“If the user can’t use it, it doesn’t work” - Susan Dray

Research in the field of usable security has shown that the success of any security mechanism relies
heavily on its usability by its intended users. In other words, a security mechanism has to be simple,
practical, time-saving, and plausible [1], otherwise, users will try to avoid its use. However, it is not
always easy to determine whether a security mechanism is usable or not as some of these mechanisms are
difficult for the average user to understand [2], and there is no agreed-upon tool for such assessment.
More specifically, designing a realistic experience for a laboratory or online study of security is difficult
[3], thus, practitioners, usually, rely on User Experience (UX) measures to perform such assessments even
though such measures partially capture usability aspects [4], and most of the available UX measures are a
self-reporting questionnaire (e.g., user experience questionnaire (UEQ, UEQ+) [5]), which can be highly
subjective depending on the participants and open to the risk of human bias.

This thesis aims at tackling this problem by proposing a cyber-security-aware user experience measure.
This will be achieved by (1) reviewing and analyzing relevant UX and Usability measures to identify key
items to be considered; (2) providing automated means to capture and analyze each of these items; (3)
evaluating the proposed measure with experts and by testing it with end users considering a commonly
used security mechanism (e.g., user authentication).
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Unlike traditional monolith systems, microservice-based architecture is a comparatively new architectural
style that structures a system/application into a set of small, independent microservices [1]. More
specifically, microservice architecture is characterized by building a system/application through the
composition of independent functional units, running its own process, and communicating via message
exchange [2]. Although this new architecture offers new advantages to overcome current issues with
monolith systems like the difficulties of maintenance, scalability, and system evolvement [3], it results in
new challenges such as increased complexity, and typically high release frequency [4]. This makes
adopting a microservice architecture a very challenging decision. What is more challenging is
assessing/evaluating how successful a microservices-based system is when adopted/implemented since
existing evaluating approaches for service-oriented systems are difficult to apply within microservice
architectures [4], and there is no agreed-upon approach for assessing/evaluating microservices-based
systems [4,5].

This thesis aims at tackling this problem by proposing a metrics-based approach for assessing/evaluating
microservices-based systems. This will be achieved by (1) critically reviewing and analyzing relevant
literature to identify key attributes/principles (e.g., scalability, independence, maintainability) of
microservices-based systems architecture; (2) specifying appropriate metric(s)/measure(s) for each
selected attributes/principles; (3) evaluating the proposed approach with experts and by applying it to a
real/realistic case study/scenario.
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Web applications become more complex consisting of various software components, languages, and
interfaces that not only provide stand-alone functions to the end user, but are also integrated with
corporate databases and business applications [1]. Although web applications, like traditional software,
require development processes/ methodologies, existing traditional software methodologies are not
efficient for the development of web applications because they leave out relevant features that this kind of
system has [2]. Specifically, web applications have distinguished characteristics that cannot be captured
properly by existing traditional methods including: volatile requirements, multiple end-users and
stakeholders, short deadlines, and limited resources, etc. [3]. As a result, various development
methodologies have emerged, such as Object-Oriented hypermedia (OO —H method) [4], Scenario-based
object-oriented hypermedia design methodology (SOHDM) [5], Object-oriented hypermedia design
model (OOHDM) [6], UML-based web engineering (UWE) [7], and Web modeling language (WebML)
[8] to mention a few. However, these methodologies did not see the level of adoption that their
counterparts in traditional software applications have seen. A main drawback in most of these
methodologies is their proposed modeling languages that are either too complex to be used, or very
abstract to be practically useful.

To this end, a novel modeling language for web application design is required, and the main aim of this
thesis is to propose it. This will be achieved by (1) critically reviewing available modeling language for
designing web applications; (2) identifying their strength and weaknesses, (3) deriving a set of key
requirements that the modeling language to be developed needs to meet, and (4) developing the modeling
language according to the previously mentioned requirements. The developed modeling language will be
evaluated by peer experts, and validated by applying it to a real/realistic case study/scenario.
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The success of any software system is determined based on whether it meets its users’ and stakeholders'
needs and expectations, where these needs and expectations serve as a key source for specifying the
requirements for the system [1]. In the Requirements Engineering (RE) community, requirements are,
traditionally, classified into functional and non-functional (quality) requirements, and a successful system
should satisfy both types of these requirements [2]. While engineering methodologies have matured to
handle functional and various types of quality requirements (e.g., usability, reliability) [3], emotional
requirements have received relatively less attention from the RE community. Emotional requirements
capture how users should feel when using the system [4]. Consequently, inadequate consideration of such
requirements can result in end-users' reluctance to use the system [5]. Therefore, capturing and addressing
the emotional requirements of end users during the system design is essential for a successful system as it
improves its acceptance and usability. However, this is not an easy task as existing approaches for dealing
with emotional requirements (e.g., motivational goal modeling (MMSs) [3, 4]) are relatively scarce, they
capture emotional requirements at a high abstraction level, they lack a systematic process for the
refinement of emotional requirements, and, most importantly, they do not provide any formal semantics
that allows any kind of automated analysis.

The aim of this research is tackling this problem by proposing a model-based approach for modeling and
analyzing emotional requirements. The contributions of this research include: (1) A UML profile [6] for
modeling emotional requirements along with other requirements (functional and quality) of the system to
be. (2) An automated analysis support that allows for verifying emotional requirements models. More
specifically, several properties of the design, represented as OCL (Object Constraint Language [7]), will
be formulated to verify the models. (3) A tool that allows emotional requirements models to be generated
and verified depending on OCL constraints. (4) An engineering methodology to assist designers while
dealing with emotional requirements.

The approach will follow a Design Science Research (DSR) approach [8], which identifies the problem
that needs to be solved, motivates the development of the solution as a design artifact, and evaluates the
application of the developed solution through a relevant scenario.
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Over the past decades, Enterprise Systems (ESs) (also called Enterprise Information Systems (EISs)) have
emerged as a promising tool for integrating and extending functionalities and services at both intra-
organizational and inter-organizational levels [1]. In particular, ESs are, usually, the result of integrating
two or more existing organizational systems into broader intra/inter-organizational ES [2]. The software
engineering community has always been faced with different challenges in designing and developing
larger complex systems such as ESs. One of these challenges is specifying the requirements for ESs,
especially, the requirements related to the integration aspects of the ES (integration requirements), e.g.,
they may not be easily identified because they may manifest themselves in a vague way within the overall
set of the ES requirements, they might be overlooked, ignored or considered irrelevant, they might exist
in different forms (e.g., functional or non-functional requirements), etc. However, integration
requirements are a vital success factor for any ES, they may have an impact on the overall performance of
the ES since if they are incorrect, incomplete, and/or inconsistent; the ES-to-be is likely to suffer from
serious issues [3]. Although much effort has been devoted to engineering requirements for ESs (e.g., [1, 4,
5]) with a particular focus on “architecturally significant requirements” (e.g., [2, 6]), no specialized
approach has been developed for dealing with “integration requirements”. This results in dealing with
such important requirements in an ad-hoc manner.

The objective of this thesis is to fill the aforementioned gap by developing an approach for identifying
(e.g., eliciting, specifying, and/or deriving), analyzing, and validating integration requirements for ESs.
This objective will be achieved by (1) critically reviewing available literature on ES’s requirements; (2)
reviewing available requirements engineering practices, identifying their strength and weaknesses for
dealing with integration requirements; and based on best practices (3) proposing approach for identifying,
analyzing and validating integration requirements. The approach will be validated by applying it to a
real/realistic case study/scenario.
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It is well acknowledged in Requirements Engineering (RE) community that most requirements are related
to one another [1]. According to Carlshamre et al., [2], only a fifth of the requirements are not related to
or influenced by any other requirements. Requirements interdependencies capture how requirements
relate to and affect each other [3], and it is one of the main problems to be handled for delivering quality
requirements, and in turn, quality system/software. This said, requirements interdependencies cannot be
overlooked or ignored and must be properly handled. In particular, requirements dependencies influence
several design, development, and implementation decisions [4], and inappropriate handling of such
interdependency can lead to software/system development failures [5].

Although various interdependencies among requirements have been considered in the literature (e.g.,
requires, refines, similar, or conflicts [6]), they are not able to cope with the advancement on the
requirements side. More specifically, systems are becoming more complex, leading to more complex
interdependencies among their requirements, which available interdependencies might not be able to
capture them. Moreover, different types of requirements (e.g., emotional, awareness) have been
introduced in the last two decades, and their dependencies cannot be appropriately captured with available
dependencies types. Finally, research on dependencies is mainly focused on general dependencies
overlooking the special types of some requirements.

The objective of this study is to synthesize existing knowledge in available literature  concerning
requirements interdependencies to answer the following three research questions (RQs): RQ1: What are
the available types of requirements interdependencies? RQZ2: How available types of requirements
interdependencies are used among the different types of requirements? RQ3: Which key aspects of
requirements interdependencies (e.g., traceability, prioritization) cannot be captured by available types of
requirements interdependencies? Based on the answers to the aforementioned three questions, a new
taxonomy of requirements interdependencies will be developed.
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