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Disruptive Power of Blockchain on the Insurance Industry

Abstract:

The insurance industry has been a key component of the global ecbypémeyamount of

premiums it generates, the scale of its investment and more fundamentally, the essentiabsocial an
economic role it plays in covering personal and business risk. Over the years, there have been
growing reform in this sector but despite some of these reforms, the insurance industry has
remained much the same in its business model and operatiorsecibehas been dominated by
intermediaries who play the key role of understanding and mattiengeed of the customer with
specific tailored insurance product. A resea
2020: Turning change into opporttny [&], takes into account STEEP (Social, Technology,
Environmental, Economic and Political) drivers all points to the need of the insurance sector to

evolve from the ageneyased distribution model to an usage based bissmedel.

This paper examines the blockchain technology and its disruptive power in the insurance sector by
evaluating the current businga®cess andhodel in the industry and how this technology can
improve this model. This paper concludes by propoaingwprocess flowfor the insurance

industry placing emphasis on better values service to the cusigsmgrblockchain technology

Keywords: Blockchain Technology, Insurance Business Process, Distributed ledger technology.
(DLT)
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1. Introduction

While many have predicted technologies such as big data, social media, cloud computing and
artificial intelligence as the technology that would shape the next decade of business, Blockchain
[2] stand out as the most disrupti{8] of all with disruptive processes in the various sectors of

the global economy including the financial, health, insuraneaufiacturing and food sectors
amongst others. There have also been some skepticism about the true potential of bl¢dkchain
This thesis is focused on explaining the distributed ledger technology and blockchain and to
analyze how it truly it can be disruptive in the insurance industry. The focus would be to review
the sub processes oftlvalue chain, current business model and propose a new model (process
flow) which would incorporate the implementation of blockchain.

1.1. Motivation and Scope

The world economic forum in 20X6fi TheAr e t he Top 10 Emerging T
considers blockchain as one of the top ten emerging technologies. It has already gained the full
attention in the financial industry with investment interest from notable players like JP Morgan

[5], Goldman Sachs,-Prime Capital, and Thomson Reutets. [6] and a prediction thaits

market value would exceed $3.1 trillion by 20B0.

Despite these growing interest, there has been a diverse view from different global organization
and government with most recent comment cgnfitom the world bank president, Jim Yong Kim
[8]who has hailed the technglp but cast doubts about the true value of bitcoin price.

The head of thinternational Monetary Fund (IMF) also speaking during the IMF 2017 annual
meeting in London, warned financial institutions on the potential disruptive nature of
cryptocurrencieq 9Jowing to the lower cost of financial transaction and trusteberiology
provides. She had though voiced her support for blockchain and how it would promote trust in
business transactionid/hile many believe this technology would revolutionize the technological
and business world, some still hold fears as to how utldvivuly be implemented or maybe there
could be some other technology to consiffed] and wth known cases of hackers attack with the
most recent being in 2016 were about $50 million worth of digital currency was stolen from the
Decentralized Autonomous Organization (DAQO) project, there are unanswered questions about
the security of blockchairethnology. Some have argued that the attack was a result of trying to
re-centralize a decentralized technology, giving it a greater point of fgjlLkg

By 2020, Accenture strategy estimates that the use of modern technology could bring about a more
disruptive model and create a digital platioior about 20% of the Property and Casualty

Insurance markef12]. | aim to analyze the current value chain pnatessnodel (As- Is

ProcesdModel) of the insurance ingtry and propose a ngwocessnodel which would integrate

the blockchain technology. The greatest waemainsthe ability of blockchain implementation

to eliminate the middlemen like brokers and agents sooner or later from the business process
model ofthe insurance industry. While thdravebeen many previougeratureson what

bl ockchain could do, there has been few or n
explain how this would affect t he wouddbeatheanc e
goal of this thesis.


https://paperpile.com/c/NqkV2A/MdnG

1.2. Research Problem

Implementation of the blockchain technology has a-@mnm horizon and while the financial

institutions seem to be taking the lead, there are already some use cases in the insurance

companies. Rickchain is expected to find a lasting solution to some of the common problems

[13] faced in the insurance sector including reducing operational cost, increasing efficiency and

service delivery throughethnological innovations and growing the customer base through trust

The Major Research QuestitfajorRQ: A How coul d the Bl ockchain
i nnovation within the I nsurance I ndustry?o

To answer thisesearchguestion the following sufjuestions are defined:

1. SUB RQ1 What processes of the insurance industry can be innovated (enabled by
blockchain technology)

2. SUB RQ2 What are the blockchain use cases relevant for the Insurance Industry?

3. SUB RQ3 What value could blockchain based innawatof processes within the
insurance company deliver?

4. SUBRQ@: Whatii nnovation patternso can be disce

5. SUB RQ5 What are the possible limitation in the implementation of Blockchain
technology?

1.3 Summary of Contribution

The paper provides a sgshatic review and feasibility study of practical use cases in the
implementation of blockchain technology in the Insurance industry, using guidelines for
performing Systematic Literature Reviews in Software Engineering by Kitchenham as an oracle.

Currertly, only consultant firms likdcKinney, PwWC, Deloitte Cognizanetc.have proposed

possible ways blockchain could disrupt the insurance market. There has beenrlitle or
publication that has conducted a detailed analysis and providead @ocessnodel of the
implementation of blockchain specifically for the insurance market. | aim to conduct a careful
review of both products, services and value chain currently driving the insurance industry by first
analyzingthe current state, evaluate and iderdifgas in the value chain that could be disrupted

by blockchain implementation and propose a hew business model for the insurance industry
which would be driven by blockchain technology and increase the organization efficiency
including a better return onvestment.

1.4 Structure

This paper is organized as follows. In Section 2, | would present the background and foundation of
the thesis by explaining the insurance industry and gains themegh the usaformation

technology in driving servicky taking aholistic lookof how the industry hasmbraced

technology and provide sonmesightto show that when an organization is innovative in their
business, they get the full benefit of the underlying technology.



In section 3, | wouldarry outa literature review of the existing research, reports, protosfoes

and used case while anal y-£$ 6 gbasidmedelandfnend ¢ @ g
pr es e n tB etpoessfiodebin Chapter éxplaining thennovative processes blockchain

would introduceThis would answer the research question. Chapter 5 would provide a conclusion
and futurefor blockchain.

15 Related Work

Blockchain is still a relatively new technology and huge investment is being made yearly to fully
explore its pantial. Somevell-definedareas of blockchain includes bitcoji4], technological
implementation of blockchain for the financial industry, sgguwoncerns etc. From the over 1000
papers hit during the search on Google scholar before 2016albmiy45 % covered the
Distributed Ledger technology and explained&tailits implementation. Most related work
before 2016 were skeptical as to itggntial as there was little or no clarity about DLT at the
time. Past comparisdmasbeen done between centralized databases and DLT. Leading related
research had been championed by the Big tfiMe&insey & Company, Boston Consulting

Group and Bain & Copany) with various yearly reports and whitepapers showing possibilities
on the use cases and area were blockchain can be disruptive. The banking industrythas been
focus area of such reports. The most promissory use case for the insurance indugioutvas a
smart contract focontract agreements and claims management.

2. Background

This chapter would provide us with a background of blockchain and the explain the Insurance
business domain.

2.1Blockchain Technology

Blockchain is an electronic ledg@ither public or privateljke a relational database that uses a
global peeito-peer network in providing an open platform in which transactions are recorded
chronologically. In comparison to conventional databases, rules about a transaction (business
logic) that are tied to the transaction itself, and not at the entire database level, or in the
application can be set with interest in various industries with the financial industry leading the
way. Other includes sectors like asset management, healtmsanance, different form of supply
chain and logistics, housing and government. it allows a distributed transaction to be distributed
thereby creating a chain of transactions where all parties trust the system. It is one of the most
important technology temerge and analyst belief this would change our world like the internet
did two decades ago more importantly if there is a strong collaboration among players in the
industry[15].

The human mind has been known to be so inquisitive and since the evolution of information
technology up until the information age, we have seen numerous technological advancement.
Most remarkable has been the transition froerttechanical age to the electrical and digital age.
From the beginning of telecommunication, telegraph and telex messages enabling communication
between computers to the floppy disk allowing for data storage and sharing among computers
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[16] and then the internet, eihavorld wide web explosion and social media. The huge amount

of information been generated and easily distributed amongst people gave rise to new technology
in the area of computer processing power, data storage and networking. Technology is now
moving in the direction of big data, artificial intelligeng@edictive analysidhlockchain and

facial recognition and organization are concerned about how to stay competitive and ahead in their
industry. Analyst at Roubini ThoughtLab consulting have predictéd frecentrepori St ay i ng
ahead of technologyo that in 2020, most wunde
on the SMAC ( Social Media, Mobile , Data Analytics, and Cloud) dth¢kandforecast a

positive growth rate for blockchain Distributed ledger technologies (DLTs). An estimated capital
market spending in blockchain is projected to rise f#3® Million in 2014 to abou$400 million

in year2019 [15] with disruptive potential beyond innovation in products, services, revenue
streams and operating systems within existing industry frameworks but the economy and society.

Consideringhat innovation in technology is changing the indugtt§], then understanding the
opportunities and thrédlockchain might bring to the insurance industry is very important.

More detailed
Smart contracts customer

(8% now, +100%) information
(10% now, +68%)

Cut fraud Speed
and boost and simplify

— Blockchain payments

(9% now, +73%) (10% now, +66%)

Improve
transparency
(9% now, +81%)

Figure 1 : Future of blockchain by 20Z8hoto credit : Roubini ThoughtLafhe path to Digital Leadershii 7]

Let uslook at what blockchain entails.

Blockchain is a distributed ledger or decentralidathbase of various transactions constantly

growing with each transaction grouped together and added in a linear and chronological order as a
complete block. Through hashing, chain of blocks arengied in a manner that prevents changes

to one block[19]. Its core element of encryption, redundancy and immutable storage ensures
records stored are accurate and secure. New blocks are constantly added in the same manner
offering more equality and transparency through mining. Each blodkiosra hash pointer to the
previous block, a timestamp and transaction datkallows anyone with access to view and take

part while also having their own identical copy. Any changes in the ledger are likewise reflected

in all copies thus a blockchainstgm allows entities to both transact securely using public key
cryptography and keep every transaction is time stamped, verified and added in sequence which is

made public[20]. Its immutability helps mvents double spending and the entry of corrupted data
8



by malicious #&ack [21] and participants validate and authenticate online transacti@aspublic
key infrastructure (PKI) encryption.

It wasintroduced in 2009 alongside Bitco{22], a cryptocurrencypased payment protoc¢R3]

that establish a peer to peer technology through a distributed consensus mechanism thereby
eliminating the need for trust in any third party or relying on a centralized authostgad,

participants on the block have computers that serve as nodes within the network and these
participants are rewarded when they process transactions using a consensus mechanism. It is best
known as the operating system behind bitcoin enablingtsioatracts and greater transparency
through mass collaborators since data recorded in a given blukotbe changed except by

making changes to all previous block which requires a collective majority.

The blockchain technology has seen variousidiai [24] from version 1.0 to currently version

4.0. Blockchain 1.0 saw the implementation of cryptocurrencies, while 2.0 was more focused on
registration of smart contracts. Blockchain 3.0 brought about decentrapipédation which use

both a decentralized storage and communication. Blockchain 4.0 currently proposes more
alternative approach for implementing the technology in various industries. Solidity (contract
oriented programming language used in implementingrscontract), C++JavaScriptPython

are few of the common programming language used in blockdbisimibuted ledgers generally
consist of three logical components: a network of nodes, shared ledger and consensus algorithm.
The authority to executeamsactions is controlled by publacivate keycryptography.

A node is connected to some but not all nodes iméteork peerto-peer- P2P) and transaction
information is distributed across the entire network from one node to another. Nodest#redden

by their IP address and communicates via Transmission Control Protocol (TCP)/Internet Protocol
(IP) and User Datagram Protocol (UDP) with other nodes. Globally, distributed nodes are linked
by a P2P communication netwofR5]. Every node has a copy of tleelger,but the shared ledger

is update accordingly using a consensus algorithm. The algorigsrawusetf rules to ensure all

nodes in the networkanwrite data to the ledger while ensuring trust and consistency. There are
two ways of consensus in which data can be written to the ledger which defines the type of ledger.
We have either a permissiess distributed ledger or a permissioned distributed ledger. A
permissionless distributed ledger is a public and open process thus allows anyone to contribute
data to the ledger with each participant haxangndividual identical copyPermissioned

distributed ledger is private with one or more owners and the consensus of data added is approved
by only trusted actor®rivate, public, permissieless and permissioned blockchain are the main
type/characteristics of blockchai26] [27][28].

In hisrecentbooki BI ockchain Revol ut i o reooftheyBlodiahain Tap s c ¢
Research Institute, he calls it the Trust Protaeahg to its unparalleled transparency and
immutable nature.

There are over number 300,000 transactions pe(tdtps://blockchain.infchartg on various

blockchain platforms with hundreds of applications using blockchain technology. In 2016,

statistics showed that over 1.4 billion dolld9] has already been invested by some financial
giant in blockchain. Thi s ymguigtgutedthedgersvithmé@t i n

9


https://blockchain.info/charts

last year demonstrates the impact and potential it is clearly havimge 2below shows how
transactioris recorded on blockchain based on the bitcoin protocol. Having a platform for a
distributed consensus and agmity of digital asset form the major strength of blockchain
technology.

Its major capabilities includdeing [30]

0 Being Mutual-it is shared across various organization meaning everyong ibequally

0 Being Distributed it has a data structure spread across different location and user can
keep their own copy. The blockchain is continuously replicated on at least one group of
nodesn the network thereby preventing a single point of failur

0 Redundancy These transactions are grouped together into blocks that contains various
records. Once completed, it goes into the blockchain as a permanent datatase.
blockis created at the completion of a previous block.

0 Data stored are immutabded does not require any central authority.

0 Automation of various activities using smart contract.

Some of the disadvantages migitlude [31]:

O«

High power consumption in processing bitcoin transaction, (currently betwees010
minutes)

Mining process requires expensive hardware to guarantee a win.

Data replication requigea lot of space

O¢ O«

Step 1 - A new transaction is made

ELENA 5 BTC to MARI
(public key) (public address) |

Step 2 - The transaction is added to a block of pending transactions

SENDER RECIPIENT AMOUNT

Elena Mark 5

Step 3 - Aminer checks each transaction for validity and seeks to
generate a valid hash to complete block verification

SENDER RECIPIENT AMOUNT
v

B B 98
Elena Mark 5 v /

Valid hash (fictional):
00000000000000000736235b91da854a51fb7bb3ad35ea3c?

Step 4 - The new block is added to the block chain and the users’
accounts are debited and credited the corresponding amounts

Block 1 >/>397> B

Elena: - 5 BTC ‘ ' Mark: + 5 BTC l

Figure 2. Sample transaction (simplified) with BitcdB2]
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2.2 Insurance Business Domain

The insurance industry currently amount to a global insurance premium of about $4.55 trillion
[33] as at 2015 amounting for alidupercent of global GDP. According to statistics from the
Organization for Economic Goperation and Developmeii81], there has been a steady increase
in total premium from $3,978,884 in 2006 to about $4,838,214 in 2015 amongst the OECD
countries alone.

Insurance entails a risk transfer mechanism that involves a compamy dghotential risk from a
customer in form of a loss or damage caused by events beyond the control of the customer
(insured party) and in return the customer pays a fee called preir@se premiumare then
reinvested thereby generating better revaetign for the insurance company. There are majorly
two types of insurance product: Life insurance and General insuf@d¢e

Life insurance involves providing a risk cover related to life in terms of death, partial or total
disability and or terminal / critical illness of the mylholder called the insured. Such a cover

comes as legal contract carefully written to also protect the insurance company in managing their
own risk to ensure profitability and protect itself from undue claims payment and in cases of force
majeure like warriot, suicide, earthquake etc. we have two major classes of life insurance
permanent and temporary.

General insurance deals with other form of insurance not particularly related to life but more of
valuables. It covers home, car, goods includingotiazard such as fire. It is broken down into 6
major segments namely (1) Motor insurance, (2) Health insurance, (3) Combined, Comprehensive
and Package policies, (4) Property insurance, (5) Pecuniary insurance and (6) Liability insurance.

There has ab been new areas and risk suchydmerattack cover for a shared economy (Uber,
Airbnb, Blablacarsgtc.and adoption of more innovative business model is already being
considered[35]. Over the years, some of the most notable technologies adopted to drive
insurance business growth includes legacy applicatimbile webapplication and online

insurance portals, 24 hours call centers etc. The need for innovation should enable organizations
retain more customers, optimize pricing, increase profitability of services and the need to build
trust with the custonte. The figure below shows a research conductetidegnture[36] which

gives a breakdown of technological adoption by the insurance company starting with the use of
mainframe computer$37]in the 1900s.

11



Emerging Improving Mature Aging

;

ies
ledgers)

d

Hyperscale computing
Advanced analytics

security

Hybrid cloud & cloud
Mainframe

Broker impact
/\ High

(J Medium

D Low

Time to max. adoption
. 5-10 years

. 2-5 years

. 0-2 years

Robotic process automation

Adoption
loT (Sensors & networks)

(Mutual distribute
Enterprise BPM

Big data

Blockchain technolo
On-premise enterprise systems

Automated data classification

|loT authentication
Digital security
Smart advisors

APls
New productivity
platforms

Time

Figure 3: Scurve to commercial broker technologies showing technological adqrp'ﬂG}

These innovative technologies litee use of big data, 0T, advanced sensors and new data
sources, smart homes and property insurance, wearables and health and life insurance, mobile
insurance etc. are already being used by various insurance companies.

With the help of technology, insamce companiesanmake better predictions of risk using

predictive modelling to project more risky customers. In the past, insurance companies have only
managed to have certain customers pay more premium based on their job and other estimated risk
E.g.an armed personnel or pilot is considered t@biskyjob, but no detailed analysis is carried

out as per their day to day activitidsziva Insurance currently use a correlation between the
purchase of life insurance policies and safer driving in itgrgifor car insurance resulting in

lower insurance quote. Other areas are in fraud detection, successful product marketing and
improved customer experien¢88].

The insurance branch of FinTech; Insurtech is also emerging as a possibility for more innovative
product which would increase sales and foster more trust from the customers. An analysis by
McKinsey showsnostinsurtechare focused on the distribution channel of the insurance value

chain [35] with over 17% in Property and CasuaNye now have even more innovative

technologies like 10T devices used in headtteapps that monitor people's daily lifestyle,

telematics used in smart cars to provide-pag-mile insurance and sensor devices used in homes
egt emperature monitoring system | i keus&dfagl ed
home security and remote home facilities conti@reby creating a huge data set for analysis and
providing more persmlized insurance produstich as aadjustable mobile enabled motor
insurance policy |li ke Apay as you driveo, ho
home sensors etc.

Current technological innovation for the insurance industry has beandathese six areas as
shown below. One of the suggested possible tier of solutions that business can consider is
combining blockchain with these othlechnologie$34] in providing innovative user product
based on a usage modedtteranalysis of the customéehavioumattern indetecting fraudulent

12



behaviors use of advanced machine learning techniques such as deep learning in analyzing data
stored on blockchain to help learn sophisticated risk patt@@js

Data
Intelligence

Internet of
things

Machine
Learning

Big Data
Analytics

Figure 4: Innovative technology for the futys9]

Already some tech giants including google, are looking into ways of disrupting the industry with
most recent being Aman¢41]. Organization such as banks and telecommunication companies

are also providing some tailored insurance product and sestichsas the Zhong AN42],
chinadés first online i nsur antfcalinelgamgamy t hat
providing insurance cover for thousands of her customasther example is

MoneySupermarket, one of the leading UK aggregators that provides comparable insurance data
to the customer in choosing an insurance coverto buy. Accgdit o t he report by
Digital di sruption i n i n[85)theatopchallengesdatiigithe g t hr
industry includes poor user engagement, legacy ICT systems, risk aversion and legacy cost
structure.

Customers want more control over their insurance policies management. In vies\sbffting

consumer behaviour, some of the areas in continuous need of innovation includes product offering
t h at ae tanspardnbusiness proceamodels and organizational structure. The key is

having an innovative value chain. In the pastréheve been a limited interaction between the
insurance company and their customers since most of the business is intermediated by brokers.
The slow adoption to digitalization by most insurance companies have further weakened any
possible bond and interi@an between the insurers and insureds. In 2015 during the Digital Life
Design conference in Municlhristof Mascher, chief operating officer of Allianz had mentioned
that[43]

fiHow to get to a higher frequency of interaction with customers was always a big challenge for
insurers. The digital age hdsought us countless opportunities and frequent touch points. Now it
is up to us to understand the devices and th
of fer and reach out to them,o

Nevertheless, some insurance companies are alreadwyimyitneir current value chain being
inspired by this IT transformation. Companies that fails to act are most likely to have increasing

13



challenges with a decreasing returns and customer lifetime value. Adopting a new technology
would require building ng ICT systems, making changes to current busimesstel,changing

business culture and adapting the organization strudhese changesan enable new service

offering and differentiate one insurance company from another. Focusing on one or more portion
of the value chain can makae enormous differencdnsurance compani@sustfocus on
analyzing their customeros | ifestyl e bécausem t h
of the connections between the human daily lifestyle and processdbegtdevices to enable

them deliver more innovative product and services.

The current value chain for most insurance companies is shown below moving from the product
being offered to customer servicing and managenid@se sulprocesses have facedmerous
challenge$44] in the past including underwriting fraud, inaccuracy in analysis and risk cover due
to lack of statistically correct data, claims fraud and poor claim settlements etc.

Product and - Policy n )
Service Marketing and Administration Claims/Benefit Asset

Sales management Management
Development

Figure 5: Insurance value chaifil 5] [45]

Currently, the business process flow of this main activities like Customer Onboarding,
underwriting process, claims handling and reinsurance procesgléaned anghown below.

2.2.1 Customer Onboarding Process (Asls Process)

The current customer onlroling process for the insurance companies is a key requirement to
completing the underwriting process. The currerAgrocess flow requires customer providing
KYC details which is then further validated by the insurance company using various manual
process. In a case were the customer medical information is required, the insurance company
would inform the customer to visit some hospitals and click to recapture medical information such
as blood pressure, HIV status, eye test, body mass (Bdliéty etc.Figure6 below shows the

typical process flow when registering a customer for a new business (NB), completing a policy
endorsement (EN) or policy renewal (RN) which can occur monthly, quageriyannually or
yearly. The repetitive process of completingtomer KYC form at each stage of these types of
transactions meamscreased operati@hcost andundue delay in KYC proces#/hile industry
leaders are faced with this challenge, there has been no real innovative solution to solve the
problem.
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Customer Onboarding Process

client
code

Underwritting/Reinsurance Department Operations
Client'Broker
request
(NB, EN, RN) No
ete Capture and
—New—> . CI —Yes—P —Yes—» —New —» Sawethe — End
client details
F 3
E xisting (customer)
Client Enquiry
o show
cusomer
details o
Exist ng—l
Validate and Client Enquiry
update " to show
existing client cusomer
details details

Figure 6:As i Is Procesdappingflow in the Customer Onboarding process

2.2.2 Underwriting Process (As Is Process)

Policy underwriting typically takes an averagfdive days to 3 months for cases like aviation and
marine insurancel here aralifferent processes involving risk assessments, medical assessment
etc. to ensure that the cost of insurance cover provided in proportionate to the risk being absolved
by the insurance company. The process #bwwn in Figure indicates the need for acetie

data from the customer beefore a cover can be providedthg insuranceompany.
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Underwritting Process

Underwritter Client/broker Operations
Start
Reciev e request
for new quotation
or guotation
revision
is Quotation 4 .
new or — Mew — E p.:;:p —Frospact_s New /Existing New Create
. K prospect? Froposal
Revision | . | .
Client Existing
¥
Revi_ew LR Analyze Riskand
with offer or P
N h determine risk
confirm previous |
rate RUES B
Provide
Is enough price term of
informaton —Yes— coverandsend
provided? quote to broker/ Confirm quote,
client receive credit Quotation
— > N
Nlo jles note and convert Report
v to policy
Request for
more
information b Mo w ith (hélcel quote
N Client/Bro capture
accepts offer? gfz?unter reason for End
rejection

Figure 7: Asi Is Process flow in completingRolicy Underwriting process.

2.2.3 Claims Process (Asls Process)

Once a risk ocurs, the claims uniigng into action to enable timely payment of the client. This
process involves lots of investigation and due diligence to potentially identify fraudulent claims
and ensure the organization is not paying more than expected. Both internal and external
experise are required including loss adjusters, surveyors and superintendent. A widespread
problem of multiple claims request made by the insured is also one challenge the insurance
industry face as there is little or no collaboration in sharing informatiomgshthem. The

process flow is shown below.
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Claims Process
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Register Claim,
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. Is there
Request for claims . Inform
supporting docuenmt > JEEIE LEE res Reinsurance
claim? corrpany
Forw ard
|
Review claim
No > document &
Update Reserves

Figure8: Asi Is Proces&low Claimsprocess.

2.24 Reinsurance Process (Ads Process)

Various parties are involved durimginsurance process and payment. Huge risk amounting to
billions of dollas cannot be covered by a single insurance compamyery country/ region,
regulators set the capacity and level of risk each company can hold to help lower their risk and
exposure level. This way risk can be spread globally involving reinsurance ces\fated

across the globe.

As shown in Figur®, currently insurance brokers are fully involved in the process and lots of
adjustment and discussion takes place before payment is made.
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Reinsurance Process
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Recieve Policy & Debit
Mote to broker

l
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Figure9: Asi Is Process flow iflReinsuranc@rocess.

The goal of every insurance company would be to ensure increase revenue and reduction in
operating cost Basically, profit for all insurance companies means (earned premium + investment
income)i (incurred loss underwriting expenses.). Insurance prdadwre designed taking into
considerationgs profitability and how successful it can go through the value chain. Blockchain
solutionis expected to be cost effective and reduce operational cost gemerdty long run
including for the insurance indugtwhen compared to centralized solution as it supports three
downward sloping exponential cost cury46]:

1. Moorebs |l aw (cost of processing digital [
2. Kryderés Law (cost of memary, halwegver il2grionthes)l i nf
3. Ni el senés Law (cost o,fe. midwigthp halneg evdry 24i t a l [

months)

In theimplementation oDLT, we wouldreviewin the next chapter the areas of the value chain
that would be affected and what that means for the Industcpigucting a literature review.
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3. Literature Review

The literature review would cover various related papbmitblockchain technology and its
applicable area in the Insurance Industry including the likely disruption in the value chain and
businessnodel of the industry. The methodology used in this research is the systematic literature
review proposed by Kitchenham, which are designed for software engineering resddifsrs
analyzing the selected reseapapers.

1. Specify Research Questions

Phase 1:
Plan Review

Y

2. Develop Review Protocol

3. Validate Review Protocol

4. |dentify Relevant Research

L 2 5. Select Primary Studies

Phase 2:

. 6. Assess Study Qualit
Conduct Review Y {

A 4

7. Extract Required Data

8. Synthesise Data

4
Phase 3: 9. Write Review Report

Document Review 10. Validate Report

Y

Figure10. Kitchenham Systematic Literature Revipiv]

3.1 Research Question

We would start by defining our research question and then going through the Kitchenham
Systematiditeraturereview accordingly.

In this section, weim to answer thehreeof our subresearch question with the objective of
explaininghow truly thee blockchain technology can be effectively used imgwancdndustry.

3.2 Review Protocol

While Blockchain is still relatively a new technology, thefided search strategy | used in getting
relevant literature is discussed below.
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3.2.1 Data sources and strategy for search

Initially when | started out, | used the main key seavohd:( i BI ockchai no OR " Di
Ledger technol amggy®odhe lkekbire éedrththenwbserved that the most

efficient library to use would be Google Scholar as the result given also made references to the
other various educational libraries including SpringerLink, IEExplore, ACM Digital library,

Wiley Online Library and HeinOnline, CEEOL. Since blockchain is still a relatively new

technology some other libraries did not have relevant papers as per the research question.

3.2.2 Study Selection Criteria

In making the study selection, we focusedtotkchain, itsapplication, useases and disruptive
potential in the insurance industry and ensured the research question was considered. The
literature review considered papers from various libraries, business press papers, consultancy
companies web repts. Using my key search word, the first data search in Google scholar gave
me a total of 2,960 results. | further filtered the search from year 2016 forward and this reduced
the total search result to 1,860. | had specified year 2016 because blockataiil\speculative

at the time and | also discovered during my search that there was so much uncertainty and little
technical knowledge about[#8] until after 2016 which saw a massive investment in blockchain
startups and increased interest from various sectors with the bamdirsgrytaking the leadThe

1,860 was then filtered by Title and abstract andmaper with no information about insurance or

the blockchain technology was not considered. Google scholar currently has a search limitation to
all ow showing only the first 1000 result. Th
in google schlar, only the first 50 pages was available which amounted to 1000 papers.

The following inclusion and exclusion criteria was used in the selection of the paper.

0 Include only papers iknglishlanguage.

0 Include if type is journalarticle,research pagr or textbook

0 Include if research paper publication has relevant insurance use cases.

0 Include if the research further explains type of blockchain that is most suitable to the
insurance industry.

0 Exclude if the focus is not related to core insurance geEs

0 Exclude if the business benefit is not statediaricdhdtsiccessible.

0 Exclude if research is solely focused on bitcoin, cryptocurrency etc.

0 Exclude if only the code implementation is contained in the research paper

In total, 1000 papers were rewed. 35apers were not ignglish 120 papers were not

accessibleand 460 papers were not related to insurance leaving only 385 number of papers. | then
further excluded B7 papers with good abstract but repeated information or lacked content,

leaving aly 38 papers andO other online sources/blogs that met the criteria. This was the final
number of papers used for the literature review.
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Webpages were filtered by title and the following inclusion and exclusion criteria was used.

0 Include if reportwas from a notable consultant firm.
0 Include if report were available in pdf from 2016
0 Exclude if report was not iEnglishlanguage.

(@]

Exclude if the report was not related to the insurance industry

In total 100f such reports were included from the webegs Additional reports were added using
Opeprrdwi ng techniqued based on the initial
additional 10 reports including some books excdogtgying in total 20 other online sources

3.2.3Study Quality Assessment Checklists and Procedures

Amongst the final 85 papers left, a quality checklist was adopted to ensure the most relevant

1

paper with a higher scoring was most considered during the review. All papers that meet at least 4

of the 6 inclusion andxclusion technique was given a score of 2 points. Paper that further
explained indetailwith at leasbne-usecase got 2 points, 1 point if the paper provides a clearly
stated findings with justified conclusion and 1 point was given to papers withtihaor@

citations All papers that had a scoreobut of 6 were the most cited during the review. This

amounts to about83apers. The remaining papers were mostly for extra reading and better
elaboration.

3.2.4Data Extraction Strategy

Each of the papsrextracted was read one by one and the extraction sheet was updated
accordingly. | had the following columns in my data extraction sheet to be able to extract all the
required information needed for my review.

3.3 Review

The research paper being colesed for our review report would include th&@rgdsearch papers
and 20 online resource from various consulting firms and related thlat discuss on blockchain

According to the Gartner's 2016 hype cyjel8] for emerging technologies, there are three trends
that organization must track to gain competitive advantage. They are transparently immersive
experiences, the perceptual smart machine age, and the platform revolution. Mike J. Walker,

research directat Gartner believes

"To thrive in the digital economy, enterprise architects must continue to work with their CIOs and
business leaders to proactively discover emerging technologies that will enable transformational
business models for competitive adhegye, maximize value through reduction of operating costs,
and overcome legal and regulatory hurdles"

This has been the focus of almost all industry including the insurance sector. Insurers today are
developing new operating model in view of the corgshadverse market conditions, evolving
customer preferences and new players in the insurance undenwritirsgry. Thedigital age
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requires speed and taking timely decision to stay competitive with the purpose of creating
improved value for customersdbetter return on investment for the organizaisj.

Technology has transformed how we do business and disrupted traditional business model.
Organizations need to continually review their business process to ensure they stay relevant
considering the constantly changing customer behaviour and competitiomitioin the

industry. The insurance business thrives based on trust. the trust to handle and pay the risk
associated with the | i dusinedss It is believed, the client would provide and disclose the
required accurate data of their business in retura timely payment and claims management
[50].

Our objective would be to review and research the insurance industry processes with blockchain
and to answer our firshreeresearch question.

SUB RQ1 What processes of the insurance industry cambevated (enabled by blockchain
technology)

SUBR Q2 What are the blockchain use cases relevant for the Insurance Industry?

SUB RQ3 What value could blockchain based innovation of processes within the insurance
company deliver?

A change in technolggusually leads to changes in the business model of an organiZtjon

according to David J. Teece, theU8sed organizational theorist and the Professor in Global
Business. Such technology is expected to solve a lingering problem owing to the initial cost in the
acquisition of that technology. Over the years, the insurance industry has adopted innovation in
various area but some of the lingering probleemsairs such as perational cost, verification and
process delays, unstructured data capturing in account and claims settlement including premium
payments etc. For KYC /AML, currently we have duplicated process in data which has increases
cost and causes delays likewiSeme other highlighted issues affecting the insurance companies
includes[52] poor user engagement, lack of trust, risk aversion and delayed processing time.
OECD report for 201highlightsthat ore of the key factor for increased in premium and

i nsurance cover in 2017 remains the customer
both life and nodife markets). Customer demands for excellent service and products has been on
the increase wht the Millennials generatiofttps://en.wikipedia.org/wiki/Millennialswere

customer want more personalized service and are turning to innovative insurance products. Global
customer experiend®3] dropped nearly 4% in 2014. While these problem esiit, many argue

that the absence of mutual trust and ettd end transaction transparency between the insured and
the insurance companig®6] would needs to improved and blockchain provides passibl

applicable area and use cases. Trusted parties play the role of validating, transacting and recording
transaction details in the business value cfadi

Trust is embedded through the verification process used by blockchain allowing transparent

transitions to be shared in a transparent and immutable maenelby reducing issue of fraud

since blockchain provides a "digital fingerprints5] This is a key disruptive element of DLT and

it signals the start of a new era in network technology with a trust layer, pber®-peer

networks, cryptography, and hash technology combine to remove the need for a trusteatiird
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intermediary[50]. Centralized transaction ledger and most legacy system are faced with issues
such has forgery, ability to reverse transactuhout history and omission of informati¢s4]
which canbe addressed using blockchain

The insurance industry is currently being threatened by a constant shift towards risk prevention as
against risk cover, more availability of data and the continued investmigrsiuriech startups

[35]. Companies are looking for ways to retain customers and optimize[p&ifiBusiness

automation is expected to reduce the cost of claims by over[38)with growing investment in
Insurtech companies. With over $1B in funding of Insurtech startups in the first half of 20]16

new models are expected to improve the visibility and commatiaic between the insurance
companies and their customer. This new models are expected to enable growth, increase
effectiveness, and reduce cost by automating key proddssges

The potential advantage of blockchain wouldabéncreased transparency and accountability of
transaction, reduced transaction cost with fairness and lack of favoritism in handling business
transactions through the implementatadrsmart contract and the various underlying

characteristics of blockchain including decentralized validation, robustness, data redundancy and
immutable storage, encryption and transparefid] [26] [58].

While still in its initial stage, there is a consensus that blockchain would make an imjoact in

major areas of the insurance value chain mamfyroduct development and delivery,

underwriting process, payments, claims processaasdt managemewith the ability to remove
intermediaries from the value chain and give more power to the custoareas like ownership

and management of their personal data and identity management. A survey of about 526 insurance
professionals carried out by Cognizfs®] shows that the percentage of insurance professionals
believes that the most benefit from blockchain implementation would mean faster claim

settlement (43%), reduce fraud (40%), imgrdvecord keeping (40%), streamlined processes

(38%) and greater transparency (38%).

g:'sil:;zt an Marketing and zg:lr?iﬁistration Claims/Benefit Asset
Development Sales Management Management

Figurell: Insurance value chain indicating applicable area of blockchain

The insurance giants are already exploring ways on how it can be innovative to the industry
Aegon, Allianz, Munich Re, and Swiss Re, already set up a combined pilot project known as B3i to
explore the nascent technolo§$5]. There is need for more collaboration amongst the many
insurance and reinsurance companies to allow for the development of blockchain enabled products
and adoption of a framewoand type of blockchain to adopt. The world is changing with more
emerging markets and products launched yearly. New risk such asattgmrwhich cost an

average $11.7 million in 201J60] is one area insurance companies needs to position themselves

in selling innovative products. The continued rise of a sharing economy is also another area of
concern with more peeto-peer insurance service with the likefdJber and Airbnlihat provide

services that would require more customer customized insurance cover. Various factors are driving
value and changes in the insurance industry na[B8ly[35] [53]:
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0 Technological innovation and personalized service (customer ownership of their
data) using big data in combination with technology like blockchain

Efficiency (cost savings) and effeetness (higher returns) using predictive
analysis

Connectivity with better exchange of information from anywhere and anytime
using technology like 10T.

Automated service, simplification and agility using technology that reduces
complexity.

(@4

(@4

O«

In the adopbn of blockchain, some factors needs to be considered for the type of blockchain
protocol to adopf32]. Factors like theamount of decentralization required, time/cost constraints
consideration to using blockchain over conventional datab@&dsthe key problem that wants to

be addressed, regulatory compliance (most r e
(GDPR) [28]. Most architectural choice adopted by cathgavailable products favors security

and data integrity61] over scalability and flexibility which call for a need to standardize the
techrology and enable interoperability.

Currently, most legacy application being used in the insurance industry are centrally managed. For
DDBMSs, data is logically centralized and managed as if all information are stored on the same
machine allowing for CRD transactions while blockchain uses a decentralized database
management system which supports create and read function which makes it most suitable for
recording critical informationg(.g, insurance claim records). Its distributed architecture means no
single point of failure and need for a centralized governance resulting in an autonomous,
transparent, secure and tamfree transactional database.

Our analyses would focus on the highlighted areas of the value chain above.
1. Product and Service Developnie
2. Policy Administration (including premium payment and collection)
3. Claims/ Benefit Management
4. Asset Management

3.3.1 Product and Service Development

The development of various insurance product has been focused in the gastywovering the
variousrisk, but analysbelieve the current digital disruption in insurance would mean they would
have to reinvent themselves. McKing&p] interviewed over 30 executive in 2017 and they all

agree in this regard. Innovation in customer engagement, product development and management,
risk underwriting, cover ahreduction, delivery channels, process automadtorare some of the
process that would lead to new model in the insurance indii$teyneed to review organizational
strategies more frequently as technology, consureleaviouy and competitors evolvever more

rapidly. According to Klaus Schwab, chairman of the World Economic Forum,

Aln the new worl d, it is not the big fish wh
sl ow fish.o
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Insurance companies would need a technology which wieined with other technologies like
data analyticanachine learning, loT etevould allow for their relevance and competitiveness.

The interest in increasing sales services and effectively engaging the customer is of great
importance. The need to ddap innovative products like Indéased insurance (e.g.
microinsurance) , risk cover for the increasing shared economy such agesinanbme rental on
platforms like Airbnb, Alterkeys and 9Flats.com and carpooling platforms uber, blablacars etc,
peerto peer insurance, esiemand insurance like pagyou-go[39] auto insurance whereby
drivers are carged by the mileage driven and covering for new emerging risk such as cyber
attack.

The blockchain distributed ledger allows for storing both static and transaction records in multiple
locations using a blockchain distributed dataljadéthereby serving as data provenance for the
storage of different kind ohformation. Valuable assets like diamonds can be uniquely identified
and registered on the blockchain making their identification and tracking easier. Information about
a physical or digital assetould hence provide information about the ownership amdaetion

details of such asset. Using blockchain, customers records, proof of ownership etc can be stored
and linked to the customers digital wallet.

One of such example is the K¥Chain (https://kyechain.com/) which allows customers to

manage their dital identity securely. Other KYC related blockchain projects includes Tradle
(https://tradle.i, IDChainZ built by Z/Yen in partnership with PwC using blockchain to record

and provide personal information and documé&rtiome {(ittps://enome.ig/ [34] an Australian

based private company that has developed a patent pending system based on blockchain
technology and empowers consumers to take control of their medical history on their smartphone,
with ultimate secuty and privacy, BanQuh{tp://www.banquapp.com/which is focused more

on the humanitarian space and developing countries, and are testing the BanQu digital identity in a
number of projects including providiragdigital identity taSyrianrefugeesn Amman [52]. The
Australia's stat®@wned postal servid®8] [34] [62] is already considering several blockchain
applications also to stamp digital identity and expand further their core service of physical

Identity. Mr. Ahmed Fahour, the chief executive said

A Tehfuture is going to be a digital identity so that when you say who you are, | can see who you
a r eadding that Blockchain had much wider applications than just financial services.

Thus, KYC enabled blockchain platforms allows customers grant accdesrofdrified identity

data only when necessary to other 3rd parties like doctors, insurance companies and other relevan
organizations including compliance with government regulations like the recent European Union
GDPR[28] which prevents the need for a repeated process for full identification and verification.
This invariably speeds up and increase the efficiency in the onboarding process of a new
customers. Such process can be integrated during policy undegwii¢ireby reducing

operational coqt63] and processing time. Tradle (https://tradle.j64)] for example, aims to

create a smartphone interface that can send documentation and verified identity to insurers instead
of relying on papebased communication. Since blockchain provides data immutability and there

is no central ownership, bothsurance companies and customers can trust the information. Most
research including EY56], a global leader in assurance and advisory services believes that this is
one of the main disruptive nature of tkahain .This would be leveraged in the health sector
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faced with numerous medical fraud, fake identities, tampered documents and also reduce claims.
In the United State alone, federal prosecut6t had over 2,000 healnaud probes open at the
end of 2013 which is onsteady increase yearly and over $272 billion lost. The information of

the customers, their policies and claims (with a complete underlying transaction history) can be
independently verified using blockchain. With the DLT, Insurance companies can pbeibem

risk- assessments and underwriting of insurance policies. Also, contract agreement between the
broker, the insured and claims agent can be stored on the blockchain making it accessible to
everyoneCognizant[59] andMcKinsey[15] believes that the effective management of

customers data using blockchain would invariably improve customer engagarmddniild more

trust while also providing a greater degree of transparency and drive between $3bn and $5bn in
industry cost savings through retion in personnel and in AML regulatory penalties according

to Gold Sach$66]. This would further lead to new and innovative insurance product like for
example InsureETH, which offers a paeipeer flightinsurance policy using smart contracts and
most applicable during flight delays and cancellation. Air passengers are guaranteed of automatic
refund or some form of compensation during flight delays or cancellation hence building
customers trust.

Currenty, there are over 400 million people globally with no insurance cover according to the
World health organizatiori67] as most people do not trust most insurance senjig2kand are

not convinced on the need to have an insurance dOMWBC had reported in 2017, that the rate of
U.S. adults without health insurancad jumped68] in the first quarter of 201due toplans to
repeal the Obamacare which was provided to moderate the cost of insurance through major
changes to the individual insurance market with the adoption of the Individually purchased health
insurance using a shared economy apprgath These various challenges have seen the
emergence of different healthcare blockchain implementation in managing patient identity and
health records for more trgrerency and fair pricing in the industry through data sharing using
credible and verified content. Medicalchaltps://medicalchain.com/gné an implementation
used to store medical records of patient igradready in partnership with the Groves Medical
Group based in London, UK. Ariel Ekblaw and Asaf Azaria resef@&hwere able to

demonstrate how the Medrec prototypéps://medrec.media.mit.efldeveloped using

blockchain can consolidate patient medical history across multiple providers and act as a
distributed access and validation system using the blockchain toeeglatralized

intermediaries.

Also, PokitDok https://pokitdok.con)/in partnership with Intel provides identity management to
validate every partner in a transaction by checking medical practitioner credera@dsg and
reconciling errors or ambiguities in patient data, and verifying insurance claims thereby solving
one major challenge facing the industry which is the ability to validate if a patient is eligible for
health insurance or pharmacy benefits, He &bdetermine the cost, coverage limits and copays,
and to be alerted about coverage limitations or restrictions. Prescription[ff@ucommonly
referredto as Phantom prescription is also another area that is causing the health and life
insurance sector huge cost and loses. In the United states, Florida is one of the most notorious
states for prescription drug frawdth little regulation and control of inmacy technicians. Susan
Hayes[71], a pharmacy outcomes speciadifiirms that the only way to solve this problem is for
plan sponsors to take matters into their own hands and be able to monitor the system.
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HealthChaRx (http://healthchainrx.pivot.desi@yjand ScalaMedhitps://www.scalamed.com/
are two blockchain implementation focused on solving this problem and edieier management
of drug prescriptions. Dr Tal Rapké2] the foundeof ScaleMed beliefs

AThe next major advancement in medical recor
patient data from healthcare organizations to the pafigriicing the individual firmly in the

center of their healthcare journey. The freggup of patient data is a big leap forward for

medi cine, and blockchain technology is the v

Furthermore, the industry has continued to witness a growing number of uninsured persons and
valuables with fraudulent insuraacover.In Nigeria, reports by the Nigerian Insurance

Association says that over 12 million Nigerian motorigt8] carry fake insurance papers and

avoid buying insurance out of the estimated 180 million people despite the benefits from motor
insurance cover. A worrisome trend with severalugnsssfubttemptdnitiated by the insurance
companies to collaborate with law enforcement in bringing an end to fake insurance business in
Nigeria. Manybelievecar insurance premiums aggpensiveln the UK for example, most

insurance company have d#itrted the high cost of car insurance to the rising cost of cl§ik
inclusive of fraudulent claims thereby increasingabst inclusive for honest motorist. In South

Africa, an estimated 35% of 4 wheelers and 70% of 2 wheelers drivers are uninsured due to the
huge cost of premium and lack of transparency in the insurance pi@$sBlockchain enabled
processes and applications are expected to Hubge challengeseducing cost and building trust.

An IBM Researchn Australia demonstrase[39] using a prototype, how the implementation of a
pay-asyou-go car hsurance application on blockchain would ensure that all the data pertaining to
the customerd6s actual trip and usage premiurm
parties involved in the insurance contract including the driver, the ingicanepany, and the

financial institution were applicabbreconfident that the daia tampefproof and traceable. In

t he motor industry for used cars, there is t
by the adverse selection problem weungdrs and sellers have access to different information

about the car thereby encouraging the purchase of vehicles with less value and invariably
discrediting the industry. Past proposed solution such as hiring an external car expert to check the
car, havig a honest car dealers who can certify their cars from an external car audit agency,
buyers using heuristic approaches to access the quality of their prospective purchase has not been
an effective approach considering that the industry is a multilatedajlabal market etc.

With the use oblockchain, Denmarf1] is already looking for ways to solve the Lemons

problem. The history of the cars, thprevious owners and the lifecycle of the car can be captured
using a blockchain based motor register with a higher transaction processing rate eliminating the
need of a central authoritg.g.including the Digital Motor Register (DMR) managed by the
government)y providing a platform that governs the transfer of ownership of used cars and
inherently provides a reliable and complete record of vehicle history to the transacting parties like
SKAT (the Danish Customs and Tax Administration), governmentcaggrand other third

parties.

Blockchain would also be effective in solving the Title insurance cover cases when &soide
to a buyer by a fraudulent seller who do not own the property origift#llyThe defect title case
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in the US for exampleyereM Knoedler & Coof New York city was forced to close in 2011 after
several court cases and FBI investigation showed massive fake painting that was sold for millions
of dollars[75]. Various properties have bad title documentation or registration process in the US
for exampleThis makes the process of title insurance search prone to lots of humanTén®rs
manual effort in property title searatcrease theost.Title insurance premium are priced by the
insurance company based on the underwriting cost factors as oppesetltd risk. The

Goldman Sachs Groyp6] believes that premiums cost for title insurance runs between $1,000
and $1,800 on the average (representing a @4% of the home value assuming a $275,000
propety). With the implementation of blockchain, Bitfulgr example(http://bitfury.com)

allows you to digitize your asset and makes easier trahskewise,Epigraph
(http:/epigraph.io/aboyta US company in Austin that is buildiagitle registration solutiofor
domestic and international organizatiomiis would disrupt the market anthjor leaders in title
insurance in the US expected to be affected coelddeFiddity National Financial (which holds
35% share of the title insurance market), First American (27% share), Old Republic (15% share),
and Stewart Title (12%).

On demand home insurance service have also been implemented using a distributed ledger. This i
one of the drivers for a shared economy encouraging more P2P insurance model were people in
different geographical location can combine to form an insurance pool and platforms for
providing insurance cover and improving accommodation booking, paymentslatation of
customer on the ledger. One example is the SafeShare Glaiitish company that uses
blockchain technology to confirm counterparty obligation. It is the first blockdbesed

insurance solution for the sharing economy. It partneredWviiimi, a UK based company that
connects and allow homeowners share their home as officetspaeaple who might wish to use

it for work. SafeShare Global developed a fully integrated insurance product and now offers it to
homeowners on Vrunjir5]. By using blockchain technology, S&feare provides a product for
counterparty agreement andightion is maintained. Homeowneranget insurance cover for

their houses while making it available to potential customers at an affordable price. The ability to
track when the home Iingused allows for insurance premiumbecharge based on actual

usage. This timestamp of such home is already being used by the Lloyd's of London in the
providing a more customized insurance cover against the normal norm of just purchasing
insurance on a yearly basics and the record of insured parties is maintahmetlotkchain.

Airbnb also acquired ChangeCoin (a micropayment infrastructure for the Internet that integrates
payment processing with social medm@R016, to help in the management of customer reputation
and detail on its platform.

With auser basefanore than 17 million in 2015, such a partnership would enable Atdonb
shareits user profiles and credibility with other companies bringing about more synergy and value
for both homeowners and users. If a hame eintegrity andbehaviorahistory can be validated
over time of using an Airbnb home, such credibility can be shared in other shared economy
platform like Uber for example and even for small P2P loan platforms. An estimat&® $3
billion [66] incremental revenue through 2080expected from this acquisition. Such experiment
has also giving rise to new products were blockchain is combined with smart contracts and IoT
devices in providing home insurance for smart hofaé§ repairs of faulty carand help
automate the underwriting process dtiteady, Slock.it a German blockchain startup using loT
devices, provides the ability for Airbnb apartment rental talitemated were smartmoact from
Ethereum is used to unlock a rental home via a computer upon payment by thiddnter
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Also Dynamig[76] using blockchairprovides a P2P unemployment insurancegoedi and

severance coverage for small businesses in the case of layoffs or resignations powered by smart
contractslUsing the social network like LinkedIn, the profile data of employees can be verified of
their employment statu$eambrella littps://teambrella.comA Russia startup, also leverages on

P2P concept and blockchain in providing insurance cover for group of friends who form teams.
Theteamspragr ee the i nsurance pol ngclgird payntes ms and
amount.

Blockchain would lead the way in Property and Casualty insurance (P&C) and P2P insurance
contractwhichwould disrupttheold business model in the insurance industry by eliminating or
reducing the influence of the middheen Ike brokersglaims administrators and loss adjusters in

the business process of insurance underwriting and policy administration. The pilot project called
Blockchain Insurance Industry Initiative (B3i) setup by five major European insurance and
reinsuranceompanies to explore the implementation of the technology solution across the
insurance value chain currently do not consider brokers in the value chain. Harald Rosenberger,
the head of innovation at Munich Re and a B3i member believes collabdiatiamong the
insurance company is key and néesled for its success.

AThereforewe see a huge benefit for the insuraimziustry in doing this together through B3i.

We would continue to see a rise in the exploration of blockchain in combination with innovative
P2P concept that would push the boundaries of the current insurance model. Bernardo Nicoletti
[64] stronglybelieves blockchain in combination with other technologies would bring about a
rethinking of insurance value chain. Companies like Lemonade (https://www.ldeooa/)

already guarantees prompt claims payments &itimless premium payment by customers using
blockchain in combination with machine learning in its risk assessment. Boylytany,
(https://boughtbymany.com/aboud/)company proving blockchain insunce products already has

a unique product for pet and travel insurance and promises to improve prices, provide better cover
and deliver exceptional customer experience.

3.3.2 Policy Administration (including premium payment and collection)

Policy admnistration involved various processes including processing of financial and non
financial transactions, premium collection and accounting and policy modifications (Policy
cancellations, Policy withdrawals, Policy surrenders etc.). All insurance compan&Eaigs

income by absorbing risk which is paid by the customer called the insured with larger premium
payment coming from property and casualty coverage and sometimes htuntdhcy settlement
[59]. Most policies provide cover when payment has been made making premium collection
susceptible to fraud armbmetimetoo many papeworks. The calalation of net premium, loss
prevention and risk premiuarecurrent challenge in the industry over the years. There is the need
to provide a seamless platform for premium collection and settlement with other parties like
brokers and reinsurance companiesases of a reinsurance business etc. Facultative reinsurance
for example involves mostly ceding a huge-orfierisk while treaty reinsurance includes a book
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of risk that sometimes involves a longer form of relationship amongst the ceding partidipants
also have the excess of loss reinsurance calculation prédlesisthese are complex process and
overtimes the industry has tried different legacy system to address this with little success.

According to the Insurance Information Institute, in @0the total world gross premium was

about 4.7 billion USD which was a 3.186e. One of the EU regulations for the insurance
industry is the Solvency Il regulati¢i8] [79], with the Pillar 3 requirement. It requires the full
and transparent public and private disclosure including the providing the Regulatory Supervisory
Report (RSR) by the insurance companieBe OECD[79] in its global insurance market trends
report 2017highlights this a one othe majorchallenges for insurance companies in Europe in
2016. By storingaccount and payment information on the blockchain, insurance companies can
get better validation of counterparty information invariably reducing the false positive rate in
transaction surveillance and help in fraud prevention and AML activilies.use case would be

to streamline claims handling process and reconciliation with reinsurance compaeiesk

each company can hold is regulated by relevant national and blwdiek ensuring that they do

not have more risk that it can bear. Excessisisieded out between thereinsurance companies
and involves the cedent, broker and reinsurer. In most cases, the excess risk is shared amongst
various reinsurance companiaessaring more spread. Due to the level of risk and huge premium
involved in such transaction, the agreements need to be carefully drafted, witimeeal
transparency and collaboration amongst all involved parties. Wlknmoccurs, all reinsurance
companies are informed to enable timely claims payout. This process involves lots of complex
regularization, calculations and reconciliation since huge capital is involved. Using a
permissioned blockchain netwd9] involving ceding insureroker, reinsurers and regulators
etc. The losses and treaty arrangement for each insurance companiesdrsanh be recorded
making reconciliation of liabilities easiéFhe issue of claims leakage, conflicting interpretation of
the contract etc. as a result of an insufficient reinsurance recovery process could be better
managed using blockchain and can tezlpe over $100,000 annually for the facultative
reinsurance industry80].

The Blem Information Management L{@1]in2016usi ng t he Z/ Yends Di st
implemented a system called XLRAR)] for efficiently administering the complexities of excess

of loss reinsurance. This system helps in the calculatiopmaliction of recoveries and
reinstatements on complex reinsurance programs, particularly excess of loss making reinsurance
process and payment reconciliation more effective and cutting down the initial high turnaround
time previously experienced. Blockdéhalso solves the problem of double spending and

malicious attack82] by requiring miner on the blockchain nodes to solve a complex

mathematical problem to verify every transactidh.T. Tsai, R. Blower, Y. Zhu, and L. Yu in the
2016 IEEE Symposium on Servi€riented System Engineering rep[88] believes blockchain

would enable both international, medintity and cross border payment applicable in different
industry without the need for a bank. it would alsogthe way for an alternative modes of

insurance financing such as peeipeer lendingRipple is one use case. It provides an interbank
payment using blockchain in collaboration with [&4] in October 2016.

As companies grow, so also does their traisacolumes with more available information.
Managing such financial data for multiple entities in separate datafile across multiple locations
becomes extremely cumbersorRer examplejn the case of a pagsyou-go car insurance
application, there wouldeaneed to record premium payment made by the user for each trip
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recorded in a transparent manner to encourage buying such product. By transparent keeping
records on blockchain every party in the insurance contract including the driver, the insurance
company, and the financial institution believes that the data are tggmparand traceable. These
means the two core function that makes blockchain applicable would be record keeping and
transaction settlin§34]. The use of blockchain technology is expected to streamline the payment
and claims handling process to reduce the risk of fraudulent claims.

3.3.3 Claims Management

Claims processing and management is one of the key business area for the insurance industry and
the ability to promptly pay claim timely increases the reputatimhtaust by customers in

purchasing insurance cover from such company. All claims procassitegygoeshree main

process namely: submission of the claim by the insured, loss adjustment by the insurance
company and other involved parties like the brokadsrainsurer and finally claims approval and
payment. Fraudulent claims payment cost the insurance sector about $80 billion a year across all
lines of insurancd85] which is roughly about 20% of the total claims payment annually. This is

one key area all insurance companies are concerned globally with the Coalition Against Insurance
Fraud body leading the way in reducing such fraudulent claim&rAsack as 2004, the OECD

[86] had proposed and adopted some set of guideline for insurance claim managementitamongst
member countries by providimgacticefor the entire claim lifecycle in relations tlaims

reporting, fraud detection and preventi@ts. with the aim of improving the quality of claim
managemerdnd the deterrence of claims fraGnart contract implementation on blockchain

protocol is enforced once certain conditions are met prayiifirst notice of loss (FNOL) and
automatic claims payout. This would enable a better claims management process by reducing
human error and fraud cases significantly. A smart contract is a digitized contract that is stored on
the blockchain which is exated based on encoded business logic defined and runs on the
Ethereum platform. It is applicable in casesmfiti-partyagreement and interdependent

transaction. With blockchain, through the provision of a decentralized repository, the issue of
conflict of interest during claims payment would also be eliminated since prior to now, most
insurance company are most likely to look for ways to pay less during claims payoQETie

report for 201 %rovides statistics afontinued increase in insured premiurakgllly for the

insurance compamndalso noted the rising yearly claim which was about a 33m@%asevhen
compared to 2016 in Nicaragua for example. On top of this is also the huge cost spent by
insurance companies in investigating all claim transadigfore payout.

In the UK, the insurance fraud bureau was setup to tackle the issue of fraud and organized crime
facing the gener al i nsurance industry. The p
an accident and nda multiple claim from varous insurance companies. This induced accidents
cost the insurance i ndust r y [8/]mclutitgehe pbRulama b o ut
whiplash claims caused as a result of sudden movement of the head or neck from a car accident.

To solve this problem, the Insurancaid Register (IFR) in theKJwas launched in 2013 to
provide a central repository of known fraudstersombat the challenge. This was able to reduce
reported cases of such fraudulent car insurance claims but would only work in the UK and
nowhere else. Is also still being managed by a central authority. A shared blockchain would
solve the problem better since its distributed and with no central authority thereby providing a
truly global insurance marketplace with no central control or regulatory lzarfieese claims can
then be |Iinked to customerds identity which
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like a police theft report, medical assessment report etc. can also be used as oracle in updating the
claims information and validationldx (Plex.ai), the Canadian startup is combining the Ethereum
blockchain, machine learning and artificial intelligence to give insurance companiamesal

remote diagnostics on a car and its driver." There is also the case of subrogation in healith and a
insurance claims which involves collaboration from two or more insurance companies in the claim
recovery procesd.his recovery process sometimes in the US involves lawyers who are involved

in protecting their client by investigating on individual casdere possibilities for subrogation

and recoveries exist by reviewing and evaluating accident reports, individual claims, medical or
other documents relating to funds paid out by an agency. The use of a sharefb@dgeuld

greatly enhance the work process by providing full visibility to all relevant personal of key
information including acident report, vehicle information etc.

Currently, claims authentication is evaluated manually by loss assg&spnsich is elongating

the claim turnaround time. By removing such intermediaries in the process using a decentralized
real time claim processing, claims are validated and can be paid automatically. Claim
managementsing smart contract would reduce complexity and cost of the pri@jd82],

increase claims processing speed @thlice turnaround time from about 45 days to 6 months to
about 3 to 4 dayib9] since they are automated and automatically triggered withctiarencef
specific event. An oracle provides relevant information to enable the trigger of the smart contract
once agreed condition are metg.flight cancellation {nsurETH), the smart contractegecuted,

and applicable refund is mad&nother example is the simplificatiori the death registration and
claims procesg88] were related pées like hospitals, insurance company, funeral home and
finally policy beneficiaries are managed and notified in real time in case of a death of the insured
using blockchain solution powered by smart contract. In a case of a dispute, blockchain
application like Bitrated[44] can serves as a claims arbitrator. This way, insurance company
would be able to pay claims almost instantly to the policy benefifa&iy

In 2016 using blockchain smart contract, Allianz Risk Transfer AG (Ad&tt)Nephila Capital
Limited (Nephila) were able implement a system for transacting natural catastroph& gjvap

The Catastrophe bond (Cat Bond) provides cagainst natural catastrophe like hurricane,
earthquakestc.by allowing insurance companies sell this special risk to investors. Investors get
return on the principal but would lose such amount should the catastrophe occur. In a case were
such events occuusing smart contract, payment and settlements to the insurance company is
automated removing the need for intermediaries. Presently, intermediaries play the role in
verifying and authenticating the legitimacypeEyments/transactions to and from theestors

which takes longer processitije. Hans, Ronny, et aJ27] argues that with the combination of
oracles and smart contract on blockchain, contractuakaggnt and settlement would be fully
automated in the future including CAT Bor{@&8®] by replacinghuman intervention and manual
process which is embedded in the entire risk transfer process and synchronized across all
stakeholders creating an easier data sharing and pooling among concerned parties including
reinsurance companies and brokers

By combinng emerging technologig¢56] like blockchain, 10T, big data and analytics, machine

learning and artificial intelligence, insurance organization would be able to mitigate risk. Risk

avoidance and loss prention measure are becoming increasingly important in insurance leading

to more preventive insurance mod@&2] rather than reactive ones. The development of

autonomous vehicles and advanced driver assistance systems (ADAS) with loT devices would
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bring about a shift of liabty from driver to car manufacturers and software venfigs$and
claim initiation process would be automaféa].

McKinsey strongly believes an extensive cooperation between insurers, manufacturers ,customers,
and other partieswit e needed to unl ock Blockchainbés fu
concern abouhe irreversible nature of finalized smart contfd&] and how smart contract can

handle various complex business rules and its scalability poses further question about its likely
adoption. The need to implement standards and regulation that support the use of blockchain for
business purpes will eventually lead to wider adoption and drive new business capabilities
according to a Deloitte survgy7]. The energence of smart contract auditing platforms likes

Experfy (https://www.experfy.com/hire/smaecbntractaudity would also lead to more standard
process in encoding business rules usingsooatract. In 2016, 86% of total funding in

blockchain was related to smart contract venture capital giving room for more future prospect for
smart contract.

3.3.4 Asset Management

Managing the insurance portfolio requires varibaskkeepingrocessuch as updating policy

cover details, conditions, payment patterns, reviewing anti money laundry policy and general risk
analysis of already active insurance cover to help gain a competitive advantage. Being able to
respond faster to emerging threats dkirig advantage of new data sources and analysis places the
organi zation above it pairs. Today, insuranc
performance to determine the actions that are required since insurance has become more complex
andhighly competitive. The use and combination of different technological tools likes predictive
modelling, business intelligence and automation process are some of the leading techniques used
already by global insurance leaders.

Driving such sustained efffioto remain competitive rely heavily of organization business process
and current underlying technology in use. With the implementation and adoption of
DLT/blockchain, fingerprint of digital assets, exchange of such assets and the transaction history
is safely stored on the blockchain which is immutable, transparent and audi@hpéendwould
facilitate the growth of [92]hHTkiswoudehahldassetarackinge / 6
and ownership transfer verificatip@3].

Notable examplés in properties management, car ownership and sales etc. With the use of smart
contract, blockchain encoded propern become a smart propef®4]. Swaincoin for example,
thewell-craftedartwork which was only 121 available globally was available for purchase and
transfer using blockchainhitp://swancoin.tumblcom)). Benedikt Notheisen, Jacob Benjamin
Cholewa and Arun Prasad Shanmugg?it] were able to propose a working prototype platform

that governs th transfer of ownership of used cars with a complete transaction history accessible
to all involved parties including the government which invariably addredsethens problem

earlier mentioned.

Blockchaincanhelp insurance companies in the area adidrprevention through anti money

laundry (AML) compliance procedures. Many of the research pdR&i466] [58][93] believes

that by using a distributed database as against a central database, the digital identity of customers,
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account and payment information can be stored on the blockchain allowinigsfgotnce

companies, healthcare provider, financial institutions etc. easily validate financial transactions and
reduce various known industry challenges. Goldman Sachs research believes that though
blockchain technology might not by itself solve the peab [66] and huge cost in AML

processes incurred by organization, it would enable some significant cost reduction.

The implementation of a blockchain enabled system would give rise to new product oerglop
like P2P insuranceysagebasednsurance cover, build customers trust in the system, reduce
payment and business process reconciliation, reduce fraudulent claims, too many subjective
decisions and operational cost and encourage better collaborati@industry.

In summary the blockchain technology would affect major value chain for the insurance areas.
Most research believes that to unlock the ability of blockchain, a strong collaboration amongst the
insurance companies across the value chaguigired since it generates a maximum value when
used at scale across the industry though some 55% of the over 526 insurance expert interviewed
[59] said that working with industry partners and their competitors is still one of the top barriers to
adoption. Such collaboration would mean both insurance companies and other stakeholders like
agentgbrokers would change their data management procé¥sekl Insurance report 2017 by
Capgemini[76] in collaboration with Efma also approves ofttdagital collaboration would

redefine the insurance domalirelieve Government regulations and standards like the ISO/TC

307 [63][95] [93] with 35 participating member countries already is a step in the right direction
that would encourage easier adoption and consideration by the insurance companies. IEEE also is
promoting[61] the DLT standard by forming the blockchain interest group to coordinate and
disseminate information on the activities of blockchain. The UK, Australian and Danish
Government are few examplegre the government is looking at possibilities of blockchain and

its possible use case. There has also been recent approvals from the US f@8idiass

distributed ledger technology.

Insurance executives would need to align their organization to understanding this technology by
identifying functional areas and possible usise while taking part in collaborative project like

the B3i. This way they are not be left behind whkiaally, blockchain takes full shape in the
insurance industry. Cognizant Consult[s@] reported that already 44% of the insurance
executives interview have already identified such functional areas and business processes that
could be impated.

34



3.4 Result

During theSystematic literature reviewhave been able to identify the main processes of the
insurance industry that can be innovated. They include Product and Service development, Policy
Administration, Claims managemeantd Asset Managememdost of the research papers believe
identity management and the use of smart contract in claims management would be the most
disruptive application of blockchain in the insurance indu€er 30% of insurance customers
havehad a bd insurance experienead were likely to switch to another providexcording to
Accenturg98] when 7,875 insurance policy holders were surveyed from 14 countries in 2014

All this would change using a more open and immutable record storage platform like the DLT.
Also, theability to transfer assets or make payment to the insured once certain conditions are
meet wouldbuild trust with the customer and eliminate or reduce the influence of intermediaries
would determine the insurance market leaders for the fullmeady, swey shows tha56% of
insurance firm&now the importance of blockchaifait almost7% [25] still do not know how

to respondr implementon the advantage that blockchain off¢23]. Further regulation and
standardization like thiSO/TC 307would generate more interest in blockchain in the industry.
Support from governnme like Australia, Denmark, UKGeorgiaand now the U%i.e. US Federal
Trade Commission (FTC), U.S. Securities and Exchange Commission (SEC), Commaodities and
Futures Trading Commission (CFT[®P]) would also build more interest with more use cases.

Innovative product development using the blockchain technology has been pioneered by the
Insurtech startupsAXA, MetLife, and Aviva have all launched labs in Singaperth great
support for thénsurtech industryn counties like Australia and the Uddsa A greater percentage
has though been focused on enabling the insurance value chain whithinsesance

companies can better collabord®aconteur researgh0] indicated that in the UK, 46% of the
insurance companies are already working with Insurtech startups to explore innovative
technology such as blockchain

One of sich partnership like the B3i is a wonderful opportunity for therarste companies to
collaborate fully and evaluate how blockchain can enable their business proBgsdiesct or
venture investment, insurance companies can invest in these Insurtech stadtirgase this
into their current business model and processe

Tablel bdow provides a summary of the different blockchain prototypes and implementation

focused on insurance mentioned in the research papers used for the literatureArgveater
percentage had more use cases for the underwriting and Rohosirsg process.
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Business | Product and Underwriting & Policy Payment and Claims/ Benefit Risk capital & Asset

Process Service Administration collection Management Management
Development

Potential Customer Improving underwriting pricing | Payment infrastructul Information about insured | Available

use case identity and customer experience, Identi goods to prevent fraud information for re
management, management, usadmsed insurers or other
Risk anaysis insurance or micrinsurances, related parties

Title Insurance, Car Insurance

Potential P2P insurance, | Use of smart contract in premiur] Automated payment,| Automate claims triggering | Easy account

use case Micro Insurance| calculation, everbased insuranc| immutable transactiof and handling with smart reconciliation,

with product, audit trail recod, contracts, Payout amount

Blockchain crossborder

and Smart remittance.

Contract

Key Benefitf Reduced Personalized insuranodfer based Efficient payment Eliminate fraudulent claims,| Reduced

of administration | on usage, reduction of dependel process administration cost

Blockchain | cost, operations| on 3rd party, cover identity Easy monitoring of potential
cost and increas| management, medical records g claimseven, Transparent an| Open process
customer trust | health insurance cover, propertyl faster claims arbitration between related

and car insurance process parties
Examples | Dynamics[97], Dynamics [97], Safesharg64][99], | Ripple[2] [66][59][84] | Ethereum and smart Contract | AllianZ Risk Transfer,

Everledger[15]
[64] [98],
ShoCard, Tradle
[64][15] [35],
ChainThat,
BlockStack [66],
Onename[66],
IDchainZ [2]

ChainThat, InsurETH31] [27][15]
[35], Bitfury [66] [55], Epigraph[66],
Teambrella[53], Lemonade[18] [35],
Friendsuranc64],

Proof of Existenc§98], Augur
[44],1BM ADEPT:I0oT systen{44]
[98], Slock.it [34], Genecoir{32],
OpenlID Connedi32], SAP Ariba[55],
Lenderbot[55], Codex 1[101]

[19][92], Ethereuni92]
and Smart Contragct
XLRAS [83],
InterChainz[54], BitGO
[56]

[92], Edgelogic, Teambrella,
Blockverify [98][35][15],
Bitrated [44]

Blem IMS, Factonj2]

Table 1 Blockchain use cases for InsuranCeable structure agpted fromMcKinsey & Company[15] and Capgemini Analysi§44]

The implementation of blockchain would support n@aducts and servicesderwriting
including microinsurance, pes-peer insurancandon-demand insuranc&icKinsey[35]

bel i

eves

al most

A200

mi | | i bynnsurames/censpangesiould n n u a |

be savedthere would be improved risk profiling and the exchange of informaitioimg

underwriting including with cansurance or brokers would be more efficjgarbne to less error
and require less paper woilockchain would provid a data provenance of verifiable claims
record. Hence,laim settlement preess cost to the insurance would also be streamlined and
reduce between 15 to 20% total expenses of the prpidss

While its upside is significant, so also the varichallenges andsk it posesinsurancesxpert

have sme transaction risk concern sirtbey are unable to reverse transaction on the blockchain.
A5 1 968] B3] [LGRJovkere ae node in the

system has a mining capacity of more than 50%03], loss of private key (digital identitydhe
history ofpastmoney laundering (e.g. Silk Road dark market) and previous system hacking.
There are lao scalability issues like forking problemymber of transaction that can be handled
per secondThe theoretical maximum transaction speed for Bitcoin is 7 transactions per second
due to the dmegabyte block size limitation in the current protdé8l]) andlongerturnaround

time for block synchronization and how it would be able to handle large transagimmsa
decentralizedanfrastructure wouldnitially increa cost in terms of monitoring in the short term

Security riskare also of concern like h e
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In summary of althe papers reviewed, the table below shows the distribution of how many paper
focused on a specific process of the value chain.

Process | Product and Servic| Policy Administration Claims Assd
development (including premium Management Management
payment and collection)
Tally 6 17 10 5

Table2 : Summary of area of focus amongst paper reviewed

4. Implementation of Blockchain and Analysis of théNew business process flow

In this chapter, we would focus on the implementation of blockchain by specificatiyngpat
each of the processes in the value chain highlighted in chagee&dy in chapter 2, we
provided thecurrent As-Is process flowOur focus would be tpropose amewTo i Beprocess
flow that incorporates blockchain

Michael Mainelli and Chiaa von Gunten[32] bdieves that in order for insurance companies to
kickstart and adopt blockchain implementation these 3 steps below must be considered:

1. First, is the need to experiment the technologinga private blockchain

Use of different protocols and economic stane during experimentation

3. Conducting details risk analysis of how existing legacy system would integrate with
blockchain with focus on both current and future product offering of the organization.

N

This view is also supported by Accentinétps://insuranceblog.accenture.com/seizime
blockchainopportunity) with the need tgrioritize for a proof of concepKPMG [104]

highlights some key questions to ask which provides a clear assessment of how blockchain can
address an ganizational need. Questions about data, process, counterparties, technology,
performance/ security, industry, business case and regulations.

Organization are exploring a variety of use cases and how specifically it can generate business
value for their oganization as Cognizafi9] believes the adoption of blockchain is mostly

strategic rathethan technicalThe biggerconcernis about communicating the business value of
blockchain first rather than addressing technical issue. A greater percentage of expert see the mosi
benefit in the implementation of blockchain in faster claims payment dnded fraud cases with

41% of insurance executives approving of an open blockchain while 36% believes in

permissioned blockchaifi59].

We would further analyze which type of blockchain would be most suitable for the insurance

industry in this chaptetet us first consider from chapter 3, therent areas of the value chain
being affected bylockchainand how our new process flow would look like.
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41 Review of the Business Process with blockchain

The 4business process we woulddiscussingand reviewingare

Client Onboarding
Underwriting process
Claims

Reinsurance process

PwnNpE

4.1.1 Customer Onboarding Process (ToBe Process)

With the use of blockchain, the customer would only need to update their KYC details on a
blockchain platformand approve access to specific data needed by the insurance carsipgny
t he cust oaddressdlbis wayathet 8 & t oidestity &storedon the distributed ledger
whichis encrypted and safe. Tleeastometasfull control of what to sharand all historical
changesre immutabldéikewise hence making the customer identity data accutatstworthy

and reliableAs shownin Figure12 below, all internal redundancgnd repetitivgprocess in
capturingthe customers details is reducedatiminatedusing theblockchain

Digital identity projects in countries like Estonia, Norway, Nethettamdnow the UKare
already realityThe UK6 &ov.UK Verify platform requiregl levels of assuranée the
identification and verification process. This is exactly what the blockchain platform would
provide givingthe insurance company just enough infation at every stage of the customers

transaction to complete that process. The amount of information needed during a customer change

of surnameendorsemenwould be completely different from that needed during a death claim
transactionBain & CompanyiPrescription for cutting costesearch showed thaa 5% increase

in client retention result in more than 25% increase in pifdving a more efficient and robust
customer onboarding process usatgockchain platform would provide a seamless prooass f
the insurance industityp grow in customer basAllowing the customer to determifig05] what

data b share would be a balanced thought since insurance company would need more data in the
future to propose rewards likes premium reduction etc. based on customer medical history for

example.
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Customer Onboarding Process ( using Blokchcain)

Customer Blockchain Platform Insurance Company (Underwritting/Reinsurance Department)

?

inciuding Medical
record and history
Query . detail
= : Blockchain sells Client/Broker

Distributed request

customer KYC
informaticn

record(KYC) Database (NB, EN, RN) End
I l’
Query DB _ New/ Exisitng
Customer far ——Mew
KYC ——— Client
information SL2EE
KYC details L Save client
details
l isting
Confirm and information
update KYC > ated and Request for acces to
details h'tsme':' client KvC details on Client Enquiry
stor :
Blockchain to show
cusomer
details
. . Send
Notification . "
e EE— —
D] Notification to

Customer

l client
Customer Customer code
+  KYC details

PP
request sent

Figure12 Customer Onboardingrocess for thénsurance Industry using BlockchaifTo - Be Process)

Also, the growing global concern of money laundering can be better managed. In the American

insurance industryg vast numbeof persons are using insurance product to hide money from
federal taxatio agencies becausé poor KYC or AML processEdmund Tribuefrom NTT
DATA Servi ces 0 [RO6]sdalingwitiRAML and KXCaaguyires two simple
thingsi fitools and expertige DLT has enormous potential to be such tool for the insurance

market.

4.1.2 Underwriting Process(To -Be Process)

Underwriting pocesss core operationo providinganinsurance coverThis process is
supervised by insurance speciaistiuding atuariessurveyors, superintenderdtc. As in seen
in Figure7 in chapter 2, most of the underwriting process currently involve®fgiaper work
andin most cases, this takes an average of abedD8ays to get a policy underwriting process
completed.

With the redefined process flow showelow in Figurel3, an estimategeriod of2 daysto
complete an underwriting process incluglitomplex processivolved inmarine insurance,
aviation, Oil & Gasetc. AlreadyEY had built a supplychainplatformin late 2017using
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blockchainthat connect | i expdésdresdata to brokers and insutbeseby automating
placement activitieand dfective premium collectioim marine insurancasingsmart contract.

Such collaboration with industry giant like Maersk, Ms AmiMillis Towers WatsonMicrosoft

etc. shows how truly blockchain would be innovative and disruptive in the indBgtproviding

this shipping data in real time, the complexity of the underwriting process is reduced and there is
more accuracy in term of premium pricing.

Underwritting Process

Underwritter Blockchain Platform Client Operations
Start
l [
existing
Recieve request |
for new quotation
or quotation o t MNew /Existing N Create
revision o3pec prospect? o Froposal
is Quotation
new or —Tlewy, Is prf)specﬂ
revision? client?
|
Revision r
Analyze Risk and
Review quotation Client . determine risktype
with offer or ent inclduing KYC
confirm previous inclduing Medical UWW
rate
¥
Provide Confirm quote,
price,term of receive credit Quotation
cover and send Yes note and convert Report
quote to broker/ to policy
client
. Cancel quote
Mo with
b . Client accepts & capture
v offer? o counter reason for End

Offer 5
rejection

Figure13: Policy Underwriting using Blockchain. (TaBe Process)

IBM, AIG and Standard Chartered wesible to deliver a multinational insurance policy powered
by blockchain using smart contract and a secured |¢88in 2017.This has created a new

level of trust and introduced more transparency in the underwriting process allowing for multiple
policy placement in different counties using multiple currencies. This demonstrates clearly the
ability of blockchain to automatpremium payment and improving customers experience.

In aviation, insurance companies require full disclosure of the risk details and loss ratio for the
aircraft before initiating a policy quotatiam view of thehugeclaims amountCurrently, there
arefragmented data source and getting a complete informatidhd aircraft is quite time
taking.Blockchain DLT can be used to store this information thereby reducing the turnaround
time further in completing an underwriting process.
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Policy servicingike renewals and endorsements can be automated with smart contract were
oracles like government databases can provide relevant information to completing this process.
For example, a newly married person or a dead employee are information which caerbe gott

from a central government database and used to process a change of name or death claim payout
to beneficiary respectivelyrhis meas for insurance broker® remain relevant, theyould have

to rethink and stadcting agisk innovators instead of adinmstratorsince more and more task

would now be automated using smart contvéth a project 20% drop in revenue by 2Q24].

4.1.3 Claims ProcesqTo -Be Process)

The combination of loT devices éthe use of smart contract bfockchain implementation

would allow for connected cars and smart hotogsovide in reatime more accurate data for
analysisand automatic eims paymentsThese smart devices would serve as oracles and be able
to communtate and update smart contraaviding informationin real timesuch as brake
pressure, airbag status, tire pres®icelnsurance companies would be able to compensate for a
safer driving habits aswould reduce claimpayoutthereby evolvingrom providinginsurance
cover to becoming valued partners that help their customers monitor, mitigate and avoid risk.
Lemonade Blockchain inspired App already allow you to file for claims in less than 5 minutes
andapproval done within 3secondehe company isq@mising more innovative ideas for the
future. It has applied for operatitinensesn all 50 states in the US and projected to be available
to about 90% of US consumers.

With bigdata and smart contract, the key role played by Loss adjusters and marine
superintendents during claim would be automated or redBteckchain would also provide an
irrefutable claims history of transaction which is vital in Aviation business for exampteC
report in 2016 says 48% of insures fear that over 20% of theivdssswould soon be lost to
innovative startups like Lemonadgherefore, collaboration and integration of a blockchain
enabled claims processing would be key to eliminating fraudulent claims and staying more
competitive.TheInstitutesRiskBlock Alliance[107] with alreadyl8 members was formed in
2017 to explore how blockchain can be ukedisk management artd reduce transaction cost
for the insurance industrgpeed up data sharing amongst customers and all relevant industry
stakeholdergtc. It is alreadydriving thedevelopment of DLT for the insurance industry in
subrogation anérst notice of LossIndicative projection from Accenture are that processing cost
could reduce up to 80%, average handling time by 40% and 50% incréade productivity for
some transdmon.

In Fig 14, we can see that with the implementation of blockchagreater percentage of the

process flow would rely on oracle data sources and less on hWeaadready discussed in

chapter 3theuse of blockchain smart contract technology fansacting a natural catastrophe
swapimplementation by Allianz demonstrating how transaction processing and settlement can be
effective.This shift in process means policyholders would need to be carefuinderstand the

full terms and condition of theoficy purchased105] since less human effort would be involved
during payoutln a case were wrong poli condition was provided, there would deeed to

have a process to correct and make needed adjustments.
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Claims Process
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Figurel4: Claims Processing. (ToBe Process)

4.1.4 Reinsurance Proces$§To -Be Process)

Information sharing amongst all relevant parireslved ina reinsurance transaction has in the

past been of much burde®ince all parties involves in the risk sharing using different systems,
there are cases of wrong interpretation of contract terms or undue delays from third party like the
broker.With blockchain, this process can be done in real time thereby reducing transaction cost
that arise ér both the insurance amdinsurersn placing and managing a reinsurance contract.

This would also fast track apportion payment when there is a claoe negotiationsare
completeddigital copies can be sigheahd can be accessible to all including regulators. Smart
contract then ensures payment and reconciliation is seamless when a claim occurs. kbFigure

all parties involved are able view the apgpmment and agreement signed. Since reinsurance
involves huge risk and premium payment, a permissioned blockchain would be most suitable for
information shang.
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Reinsurance Process
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Figure15: Reinsurance process using Blockchain. {B& Process)

4.2  Business Fators for Insurance Consideration for Blockchain Adoption

Many insurance company are focused on private/ permissioned bloc@73i28] [55] since it

allow only a selected group of participants which can be identified. By leveraging on the
advantages of its database architecture, organization can get a better performaspecifith

ledger architecture when compared to public blockchains and since it allows for customization of
organizational specific requirements like automating contract agreement between relevant parties
using smart contract etc. then organization can taaitvetter control. It also allows for greater
transaction throughputs and support decentralized market exchange with lower transaction cost
and most use cases discussed in chapter 3 were considered or implemented on a permissioned
blockchain.

Organizaions are concerned abd®9] possible business use case, business requirements such as
scahbility, speed, privacy, security, risk exposure level, efficiency of transactions, reduced
operational risketc.in the consideration of a specific platform to adopt. Permissioned blockchain
are more suitable for data protection regulation complianteind i ng t h e[28&[03) s GDPF
since it has the ability to restrict participants inxexd in the consensus mechanism on its network.

As concerningpayment, there would also bee consideration of exposure to currency exchange
fluctuation for transaction payment.
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The successfuhtroduction andmplementation ofhe distributed ledger ¢énology would
introduce key resources like smart contract which would replace Agents and Istak@rsin
Figure 16in most of the underwriting and claims processes. It wouldredgpdeliver on the
value proposition and ensure transparency and fubilitgito the customer. In the next section
we consider the challenges in blockchain adoption and compare current and future process

changes.

The Insurance Business Model Canvas (As — Is Model)
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Investors = customer Marketing and
Brokers sales
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Reinsurance
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L B I
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Co-Insurance premium

Marketing

Claims payment
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brokerage fee and handling
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+ Premium Payment for Insurance cover
= Premium Investment returns
* |nvestor Income

Figure 16:Current Asls Insurance Business Model

4.3 Challenges in the adoption of Blockchain

Every tehnology comes with varying form of challenges in its adoptitmst analyst believes
that one of the major concern in the adoption of blockchain is in terms of gethete is a
higher risk since current blockchain platform are public. There woul@é&e for permissions and
access management, rule setting, network dependency and monitoring, validation and fraud

detection, patch management, membership management, encryption and identity management anc

business continuity plannin§gome expert also wartis see how well blockchain can integrate
with legacy systemt reduce total cost of its implementation.

Igor Kabashkir{103] beliefssince organizations hawvariouscomplex business rules and
regulatory obligabn tobetaken into consideration, thetie big question would be how
organization can introduce blockchain and propose the need for a blockchain access layer

Somediscussedoncernfor the adoption oblockchain adoption in the insurance industigiudes
during the literature review includes

1. Security vulnerabilities

2. Data privacy

3. Lack of skilled personnel
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4. Regulatory uncertaintyi mpr ov e

widespread adoption.
5. Scalabilityi computing power

techni

c al standard

Despite this concerns, EY08] advise for insurance companies to get prepared by educating their
workforce, starting small and be able to seize relevant opportuditiesiz Group Chief Digital
Officer, Solmaz Altinb e | 1 B wug jsurnBy to become more digital, Blockchainmises to
help us create more transparent, more convenient and faster services for our cistomers
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Summary / Discussion

In comparisorof traditional current process and implementation of blockchain, we see notable
difference incost,simplicity of process, required number of manual processes Table3.

Process

CurrentAsi IsProcess

Procesdmplementation using
Blockchain

Customer Onboardin
process

Central of

systems.

management

KYC onboarding process is repetitive fmch
business transacti@nd independently managed
each insurance company

Data duplicatiorand manual process.

Average time for customer onboarding is about
days

Full ownership and control of customer
identity by clientincluding medical data
[63] [69]

KYC process is seamless and take less
than 5 minutes.

KYC details can also be shared across
multiple insurance companies.
Improved documentation process and
history.

Policy Underwriting
(U/w)

Brokers play key role in the U/W procesmsd
negotiation of agreed premium.

Little or no relationship between the insured ang
insurance company

Proof of Insurance process requirepgravork and
can take a minimum of 1day to complete.

Proof of Insurance can be done using
smart contract.

Support for real time communication wi
other stakeholders.

Claims Processing

Claims validation process takes a long time ang
relies completely ohuman judgement.

Multiple systems used in processing claims in &
case of a cnsurance business.

Market characterized by too many fraudulent
claims transaction and multiple claims request ¢
single policy.

All involved parties in real time can
transatand complete the claims
transaction

Cost saving irfasterpayment
reconciliation

Ability to reduce and defect fraudulent
claimsusing the DLT to store claims
history.

Reinsurance Process

Most of thereinsurancerocess is controlled by tk
leadunderwriter leading to administrative delays

Lack of an integrated system for automatic
information distribution to reinsurer and relevan
parties.

Smart contract encoded rules is used fq
automation and control of the reinsuran
process flow.

Easy transfeof information amongst all
participating stakeholders including
regulators.

Estimated cost saving of about $100
million annuallyin Facultative
reinsurancg109]

Table 3:Comparison of the current processes with future outagsimgy Blockchain technology.
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To answer our last two research question below,

1. SUBRQ4 What d@dAinnovation patternso can be d
2. SUB RQ5 What are the possible limitation in the implementation of Blockchain
technology?

We have been able to demaast from the TeBe process flow map, the innovative patterns

which blockchain would introduce in the industifese includesicrease trusteduce fraud in

the industryautomate the sub processes of the valuechaisang port t he cust ome
full control of their identity datat would also lead to new risk aminergence of new market and
product[101] in the industrylike P2P insurance, Index based insurandestorical information

for storage and analysis in combination with other technologies would mean the insurance

industry would need to start driving revenue lopbeing a risk

45  Threat to Validity

Threat toValidity hererefers to the degree with which correct inference and interpretation was
made from my research result.

To begin with, | used thKitchenram Systematic Literature Review in conducting my literature
review. This was chosen since the concept of evidbased software engineering (EBSE)
recommends Kitchenham Systematic Literature Review for aggregating evidence.

In total, | analyzed 1000 litatures by using Google schaol@oogle scholar only shows a

maximum 1000 result. My main key searchwordwa@ Bl ockchai no OR " Di st
technology") AND (Al nsuranceo)

My choice of using google scholar as the main source to search for thengevasithat

blockchain was still relatively neandit made reference to the other various educational libraries
including SpringerLink, IEExplore, ACM Digital library, Wiley Online Library and HeinOnline,
CEEOL.

To avoid selection biases, | ensured laiteal all 1000 papers during my search one after the

other. The number not available for download using the university license and those not in
English languageere automatically excepted. The selection criteria used was majorly those that
covered blockcha as it relates to insurance with relevant use cases. Also, papers relating to the
security risk, challenges of adoption of blockchain and articles from industry and world leaders in
the insurance industry were includédiailable papers were from the g were leading

insurance market exist including the US market, Europe, Asia, Africa and Australia.

This means the final set of papers selected gave a holistic approach to the topic and ensured the

research question was well discussedatail Also, allthe steps used in producing the selection
result is well explained and documented in chapter 3 of the thesis.
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The process can be repeated by following the defined steps in chapter 3. The research objective
was well stated in chapter 3. My aim wad®able to propose a new process flow for the main
value chain for the insurance industry. Understanding the market dynamics for insurance globally
was put into consideration. A data extraction sheet was used with the following column:headers

Name of papr

Author(s)

Year of publication

type of paper

number of citation of paper

Processes to be changed by the paper
Prototype implemented / conceptual / WIP
Applicable use case

. Quality Assessments

10. Stated Value

11.Who would gain this?

12.How would they gain this?
13.Limitations / challenges

14.Highlight mentioned in the paper

©o N A~®ODE

The link to the sheet is available online

https://docs.google.com/spreadsheétddrhl T4xam4xAAIyPKMy29g09YiFF68y8JBRprMVlila
m4/edit?usp=sharing

Since blockchain was relatively a recent technology, to ensure clarity and preciseness in my
research, my search result was limited to papers from year 2016 only as | noticed papers from
pastyears were more focused on bitcoin and cryptocurrency Atdg, the subject was still in it
early stage with too many wrong hypothesis and contradictions.

Yearly report and papers from more than 10 industry leaders and consultancyefigns (
McKinney, PwC, Deloitte, Cognizant, PwC, Deloitte, Capgemini, Accergtig driving on the
adoption and implementation of blockchain was included as additional materials in this thesis.

One limitation | would mention would be that blockchain implementatigetiso provide
implementation statistics ad Metrics. Metrics like cycle time in completing a$aaje
transaction, measure of possible penetration test of a blockchain application to confirm its
encryption and security. | expect such information wdndgublic in the coming years with
more use cases either fully tested or already gone live in the industry.
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https://docs.google.com/spreadsheets/d/1DFh1T4xam4xAA3yPKMy2q09YiFF68y8JBRprMVIIam4/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1DFh1T4xam4xAA3yPKMy2q09YiFF68y8JBRprMVIIam4/edit?usp=sharing

5. Conclusion

The digital revolution is already here. Technology is powering businesses and opening new
channels and risk for the glotonomy.The future for blockchain in the insurance industry

though still in the development stage, would scale and improve the current value chain and
business modehs at the time of writing, & have already seen the few possibilities of blockchain

in terms of lowering operational cost and automating redundant prédcassgstthe top 12

fastest advanced growing technologies to be used in 2020, blockchain showed the highest growth
rate of 110%417]. Blockchain have evolved beydfust bitcoin or cryptocurrencies into a trusted
ledger for handling different transactions.

Permission blockchain network would provide users visibility and reduce counterparty risk
making the claim process as transparent as possible. The possiblateimof better still

improved service delivery from the middle men (e.g. brokers) remains a big and growing concern
to the adoption of blockchain. The lack of support from government and supporting framework
including the slow curve in the adoption afiew technology are few of the challenges it would

have to overcome in the coming yedre tuge initial cost in blockchain also highlights why
currently more interest seems to be coming from the financial sktiet.of the uses cases have
been testedrosmall scale transactions. Insurance transactions are mostly huge and can cut across
different continents with different time zone and currency. Usiognaensudased validation

and continuous replication of data means more hardware requirementsraadimg

computational powelso, aurrent values shows a limitatighl10] of 15 transactions per

processed (tps) on Ethereum blockchain when compared to visa payment network of 2,000
transaction per seconds thoyggrmissionedpfivate blockchain have shown bettesult in lab

testlike IOTA [101] launched in 2016 to handle largeartsactionsThis gives a glimpse of hope

that blockchains in the future would greatly be improved to handle large scale transactions.

The push for an active collaboratiand strategic partnershig5] amongst the industry players
would create the need farore use cases and Pdkérebyproviding the tipping poinfor more
knowledge shang. IBM [91] suggests that any sector thatolves multiple parties and the need

for accurate record of date and time of each transaction, would be most suitable for blockchain.
This means blockchain would most likely have an impact in the insurance tbectgh some

statics still shows the laak willingness to collaboratf9]. The lack of industry expertise @

grey aredor considerationSetting up smart caract, configuration, deployment and monitoring
this platform requires highly skilled personnel. Wider adoption would hence lead to more
expertise Experfy[93] for example is alreadyrpving a solution to enable you audit your smart
contract.BlockBench [61] on the other hand provides a means of comparison for different private
blockchain platforms andhables deeper understanding of different system design choices.

Known securityand operationatoncerng83] [102] [103] like digital identitytheft, Chain death

spiral (CDS), 51% Attack etoaust also be addressed and the provision of an operating standard.
The inaugural meeting of ISO TC 3{86] blockchain and electronic distributed ledger
technologies in 2017 with 35 participating members and 12 observing members is a welcome
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developmensince the leadinghallenge to its adoption is the lack of industry stan{&2{j111]
[93]. Guidelines fron{87] international organization likEECDare also possible consideration.

Thearchitecture of blockchaif4] and how data is stor¢@9] also raises concern abodéta
manipulationdata control and privacyurthermoremany government regulatiod® notsupport
national data to be distributed in different location around the waiidady the UK government

have proposed plans to regulate tinypto technologies and might extend this to distributed ledger
technology also. Blockchain stores data which is immutable and new regulations likes the GDPR
[28] requirements which requires customer's right for erasure of data would bdliat.cbhere

are suggestions of handling some transactiothaffchain [39] and the adoption of permissioned
ledgers. This typef ledger has a control group of users but with no incentives, mining incentive
would have to be figured out

The need foautomations of business process and the fusion of trust and openness in all insurance
transaction gives room for blockchain take a big impadi0]. In addition,blockchain

implementation would lead tocultural changesn business approach and operatifz®j. Don
Tapscotiexpectstoseesam f or m of | eadership by managers
Already Insurtech startups are driving the marRe#C [1] predicts @&80% of the new emerging

market will move into the developed world to become global insurer.

This thesis has been able to show that indeed blockchain can be used in the insurancéoindustry
process innovatiorhe objective was explain the current insurance model and how blockchain
can biing support and enable innovationtihe valuechain of the industry invariable giving rise to

a new business model (TdBe)with more innovative sukprocessThe theoretical proposition

and suggestion made would be a starting point for future reséteobe we have answered our
Major Research Quasn (RQ)

In conclusion, the wrld insurance repofor 2017clearly proves the changing customers
behaviour anghreferencdor insurancelt believesinsurers must invest in the right technology to
stay relevant for the future and have a compreheriasurtech strategy for stronger collaboration
and partnership.

Future research would need to focus on tesorgemetrics by experimenting blockchain on a

largescale transaction. The B3i group would be expected to providedsivehandstatics fran
their project involving the top tier insurance companies.
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