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Security Risk Management in Teleoperated Driving

Abstract:

Teleoperated driving technology allows setting apart human operators from the physical automo-
bile and still effectively controlling it remotely, decreasing dependence on the physical presence
of the driver inside the vehicle. However, with a constant focus on the safety of this process,
security risks may be overlooked. The primary goal of this report is to analyse the Teleoperated
Driving System (TDS) and the data used inside this system, conduct a security risk management
assessment, and propose risk mitigation and countermeasures for these security risks.

We conducted the literature review, including determining the detailed TDS architecture (assets
and their interconnections), defining potential security risks, and proposing possible counter-
measures based on the literature review results. Next, a fine-grained analysis of TDS and the
teleoperation establishment process is performed. The system assets, business assets, and con-
nections were analysed using a security risk management approach and ISSRM diagram to
identify security risks, threats, and vulnerabilities. Further, security requirements and controls
were defined to mitigate the identified security risks.

We validated our findings with expert feedback and the threat analysis tool. The validation helps
to explain the feasibility and correctness of the proposed security risk management strategy
validated by the tool for threat analysis in the automotive domain and approved by experts in the
teleoperation and security domain.
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Turvariskide Haldamine Kaugjuhtimisega Soidus

Liihikokkuvote:

Kaugjuhtimisega sdidutehnoloogia véimaldab inimoperaatorid fiiiisilisest sdidukist eraldada ja
seejuures seda siiski tdhusalt eemalt juhtida, vihendades sdltuvust juhi fiitisilisest olemasolust
soidukis. Kuna aga pidevalt keskendutakse selle protsessi ohutusele, vdidakse turvariskidest
modda vaadata. Selle aruande peamine eesmérk on analiiiisida kaugjuhtimissiisteemi (TDS) ja
selles siisteemis kasutatavaid andmeid, viia ldbi turvariskide haldamise hindamine ning pakkuda
vilja meetmeid ja lahendusi, et neid riske leevendada ja maandada.

To60 kédigus uuriti ja anti iilevaade teoreetilisest kirjandusest, sealhulgas méératleti kirjanduse
pohjal TDS-i detailne arhitektuur (varad ja nende seosed), defineeriti voimalikud turvariskid ja
pakuti vilja voimalikud vastumeetmed. Seejirel viidi 1dbi TDS-i ja teleoperatsiooni loomise
protsessi liksikasjalik analiiiis. Siisteemi varasid, drivarasid ja tthendusi analiiiisiti turvariskide
haldamise ldhenemisviisi ja ISSRM-diagrammi abil, et tuvastada turvariske, ohte ja haavatavusi.
Lisaks médratleti turvanduded ja -kontrollid, et leevendada tuvastatud turvariske.

Kinnitasime oma leiud ekspertide tagasiside ja ohuanaliiiisi to0riista abil. Valideerimine aitab
selgitada vilja pakutud turvariskide haldamise strateegia teostatavust ja digsust, mis on kinnitatud
autotdostuse ohuanaliilisi tooriistaga ja heaks kiidetud teleoperatsiooni ja turvalisuse valdkonna
ekspertide poolt.
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