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Abstract:

The present paper has a profound literature review of the relation between cyber security,
aviation and the vulnerabilities prone by the increasing use of information systema-in avi
tion realm. Civil aviation is in the process of evolution of the airitraffanagement sy

tem through the introduction of new technologies. Therefore, the modernizatioroof aer
nautical communications are creating network security issues in aviation that have not
been mitigated yet. The purpose of this thesis is to make a systeualitative analysis

of the cyberattacks against Automatic Dependent SurveillaBceadcast. With this
analysis, he paper combines the knowledge of two fields which are meant to deal together
with the security issues in aviation. The thesis focasethe exploitation of the Ver-
abilities of ADSB and presentan analysis taking into account therspective otyber
security ad aviation expertsThe threats t&\DS-B are depicted, classifieahd evaluated

by aviation experts, making use of interviews in order to determine the posspaet]

and the actions thatould follow in case a cybeattack occursThe results of the inte

views show that some attacks do not really represent a rddeprdor the operators of

the system and that other attacks may create enough confusion due to their complexity.
The experience is a determinant factor for the operators ofB\Of&cause baseah dhat

a set of mitigations waproposed by aviation erptsthat can help to cope in a cyber
attack situation. This analysis can be used as a reference guide to understand theff impact
cyber security threais aviation and the need of thesearch and aviation communities
broacen the knowledgeand to increas¢éhe level of expertisén order to face the cha
lenges posed by network security issues. Thagh&s English and contains fges of

text, 5 chapters, 17 figures, idbles.
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1 Introduction

The development of new technologies have brought about concerns related with the safety
of industrial aviation due to the vulnerabilities embedded in information sy$iénihe

main objective of all the studies and research in process is to create state of the art tec
nologies to enhance the communications, navigation and surveillance in order to provide
pilots and air traffic controllers with tinheinformation for the decisiomaking.

The International Civil Aviation Organization (ICAO) has made a huge effort in order to
provide an appropriate sap to allow Aeronautical Telecommunication Network (ATN)
based on the Internet Protocol Suite (IRBineet the requirements for a reliable aireraft
to-aircraft and aircrafto-ground communicatiofig]. With the enhancement of thense
munication in aronautical networks, the interdependency of the systems involved poses
more security issuefl]. One of the applications used for air traffieneillance is the
Automatic Dependent Surveillance Broadcast (AB)Swhich has vulnerabilities byed

sign and its possible impact in airworthiness is not c[8ar.

Indeed, it is important to understand that the networks and nodes in aviation areinot sim
lar to a grounébased network of computer devidd$. ATN is an AdHoc wireless nie

work that has a large number of mobile nodes, and this mobility becomes in the weakest
point in the chainhat the adversary might explait order to compromisthe applications

used in the communicatigBb].

The increasing involvement of computer science in aviation has caused the increment of a
variety d vulnerabilities that might be exploited with different objectives in mind by cyber
criminals. Moreoverthere aregelevant factors to comprehend the rislaayberattack in
aviation such aswareness, preparation, the impactaeronautical operationgnd the
possible reactionsf pilots and air traffic controllers in a hypothetical attack situatidn. A
though some technology developments enhance information security, threat detection and
network security in the aeronautical environment, it is complatelar that human dec

sions based on previous knowledgel abilities are still needed to cope in critical aitu
tions[6].

The aim of this thesissito investigate the exploitation of AEES vulnerabilities and its
impact in aeronautical operations. The review of the literature is grounded onathe ac
demic knowledge and research in aviation and cyber security fields. The study gathers
essential informi@don and a systematic qualitative analysis is made in order to understand
how the aviation experts would proceed in a cydttack situation and which tools and
procedures can be used to cope in a critical situation.

Furthermore, the study involves the author personal experience in military aviation field,
which contributes to perform the analysis. To the best of the author knowledge, there is
not any study which aims to analyze the possible effects of -@taaks aginst ADSB

and to determine the possible ways that aviation professionals would proceed in-a cyber
attack situation.

1.1 Problem Statement

The objective of ICAO is to implement ABB in every airplane in the world by 2020.
With the full implementation of ADB, Secondary Radar Surveillance (SSR) will be-us
less and Primary Surveillance Radar (PSR) might be used as a comdiégméwntation
national organizations are claiming that the data fusion between PSR anB AiliSake
place, but at the same time they allude the discontinuation of PSR and SSR whé&nh ADS
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is fully implemented8], [9]. The system was designed without security measures and its
vulnerabilities have not been addressed and mitigadenpletely10].

There is no common vision, standards or strategy defiybgr securityn aviation[11].
Consequently, this fact draws the attention to the lack of knowledge and awareness that
pilots and air traffic controllers have about the vulnerabilities and possible effect®of a p
tential attack[12],[13]. Therefore, it is relevant to analyze the possible impact that the
cyberattacks against AD8 can cause to aviation system. Pilots and air traffic controllers
take important decisions based on the instruments they have in the cockpit and air traffic
contol respectively, and wrong decisions might have undesirable effects on aviation.

Main issues addressed by this thesis are:

1 Exploitation of the vulnerabilities of Automatic Dependent Surveillance Broadcast.

2 Lack of understanding of security and safetkgiprone by the vulnerabilities that
might be exploited in a cyb@ttack against AD®B system.

3 Lack of understanding of the real issues that cybcks against AD8 could cause
to pilots and air traffic controllers.

Research Questions: The primary sfiens that this study sought to answer are:

1 How does the exploitation of the vulnerabilities of ABSmight confuse air traffic
controllers and pilots to lead to a critical situation?

2 Which cyberattacks against AD8 can cause a major impact in aviatfto

3 Which current procedures might be used by pilots and air traffic controllers to deal
with the cyberattacks against AD8?

1.2 Contribution of the Author

The contribution of this thesis is the analysis of the impact in aviation caused by the cyber
attacks vihich might affect to ADSB. This analysis provides a better understanding of the
effects in aeronautical operations and the procedures that aviation persagitelisgi in
order to deal with a cybeattack situation.

1.3 Thesis Limitations

The firstlimitation imposed to the development of this thesis is the restricted access to
aviation documents. The description of the function and security vulnerabilities 6BADS
system are not publicly available due to the high level of confidentiality of the- info
mation.

The secondimitation that the thesis faced is the amount of information the experts in
aviation are allowed to disclos@he implementation of AD8 is in process and thati-

its the number of authorized aviation personnel who have operated the sys¢éepe-Th
sonnel contacted for the research were from aviation civil organizations of Colorbia an
Estonia, TESDA Research group @olombian Air Force.

The third limitation is the legal restriction to perform a real attack in order to evaluate e
pirically the effects in aviation systenbDespite of all the limitations posed to continue
with the research, it was considered that the gaps could be filled with advisory énd fee
back received by aviation experts.

1.4 Thesis Structure

The goal of the thesis is to make watitative analysis of cyber threats, which might affect
Automatic Dependent Surveillance Broadcast system in aviation, and to analyze how they
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might affect to air traffic controllers, pilots and aviation safety based on the knowledge
and perception of thaviation experts. The paper is organized as follows:

T

Chapter 1. Introductioin gives a general explanation of the topic and the purpose
of the thesis.

Chapter 2. Literature Revieivdefines the two fields of the research, Aviation and
Cyber Security, theulnerabilities and exploitation of ADB system and defines
the scope of this thesis.

Chapter 3. Methodology describes the methods used to make the qualitative
analysis of the cybeattacks against Automatic Dependent Surveillance Broadcast
and the evalation of the impact in aviation.

Chapter 4. Findings and Analys$ighis chapter provides the analysis of the cyber
attacks against AD8, the proposed mitigations for the attacks and the analysis of
the impact in aviation given by aviation experts.

Chapter 5. Conclusions and Recommendatiotisis chapter provides additional
discussion in regards of the results and recommendations.
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2 Literature Review

2.1 Aviation

Aeronautical transportation has been constantly developing from the outset in 1903 when
the Wright Brothers made the first flight in history and it has not stopped its evolution yet.
Nowadays, aviation is not only seen as the safest means of transpdftaiibat it also

has become in part of the critical infrastructure of many courttigshave clearly edta

lished its protection, for instance United States which issuedHtimeland Security
Presidential Directive Tor this purposd15]. The importance of commercial aviation is

not only focused on the transportation of great amount of passengers and goods but also it
is key in the maintenance of the econditgj.

More than one hundred years of history with failures and accomplishments have turned
aviation into the powerful set of state of the art technologies, high igdgtiérsonnel and
safety environment that nowadays is essential for the life of many people in the world.
According to Delloitgf17] by 1919 it was already needdtetapplication of rules to oe

trol the air traffic and the solution to this problem was the creation of the International
Commission for Air Navigation.

The number of airplanes in the sky increased even more when the aircrafts were used for
commercial purposes, like in North America to deliver the mail by the U.S. Postal D
partment. The development increased even more with the rush to have better dioplanes
combat during the time of the First World War. It was not only the need to imprdve tec
nology in the aircraft, but also the intrinsic requirement to control the air Ef2ice

Because of the improvements in technology and increased number of aircrafts, the air tra
fic control began to be more precise in the decade of 1930 when the air traffic controllers
did not have the need to use archaic methods to safedyade aircraftl8]. New devices

were introduced such as beacons, radios and gun lights in order to improve the problems
experimented by pilots in Instrument Metological Conditions (IMC), but thesend
provements were not completely accufa®.

In the aftermath of the Second World War and with all the developmentsdedahng

this time, one of the most important progress in aviation was made with the creation of the
radar system. This system equipped air traffic controllers with the ability to watch the
movements of any plane that is in the range of the fdddr The increased necessity to
install navigation systems in the aircrafts to help the pilots to fly in the right direction and
to help them to land in adverse meteoratafconditions brought about the introduction

of radio navigation technologies such as Low Frequency Radio (LFR)Dieational
Beacon (NDB), Very High Omnidirectional Range (VOR) and Distance Measuring
Equipment (DME)20].

After the 1960 decade, many new systems have been produced and new standardized pr
cedures in manuals and approach charts were established to give pilots and air traffic co
trollers more accate inbrmation to aid in navigation iarder to execute a safe landing.
Modern systems and concepts like the Instrument Landing System (ILS), Microwave
Landing System (MLS), Area Navigation RNAV and Global Navigation Satellite System
(GNSS) were introduckto provide mee efficient paths to follow to save time and fuel
and tosupplyaccuracy in flight procedurgs8].
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2.2 Aviation and Computer Science

The revolution of the computer science could not be out of the way of aviation technology

and with this the possibility to store, transmit and display digital information for tha-oper
tors[19]. ICAO has already defined the concept of Cyber Security in Aviation in ttxe do
ument9985 I n speci fic terms, Cyber Seecetersi ty ir
to all matters pertaining to the security of informati@md communication systems,hec

nology or applications of all kinds. This includes analogue or digital devices, andhenco

passes radio, telecommunications, computer and network hardware and software, data
storage systems and devices, satellite systems,jllange systems, navigation systems, as

well as the various service$l3|@2hld applicatic

Information systems are increasing their role in aviation using ggsical elements to
process and display data used by operdi$ Today, these information systems are
providing new capabilities that aim to improve the services, enhance processesmand to i
crease the interconnection of aeronautical network dej283sThere are new techrwl

gies and modernizations that are posing a new paradigm in terms of cyber security.

Many of these innovations have been made to support aircraft systems, for instdnyee fly
wireless conponents, In Flight Entertainment (IFE) for passengers, air traffic management
based on GPS reports and the communication between pilots and air traffic controllers
through data link satellitbased systems. These enhancements have physical components
thatcompletely rely on aeronautical information systems in order to operate pri3#grly

Furthermore, other transitions such as the increasing use of Comn@#feidie-Shelf
(COTS) software, Field Loadable Software (FLS) and the creation of the concapt of a
tonomous flight for eenabled aircrafts have facilitated air traffic management vidwle

ering the maintenance and costs, but they are not meeting the security compatibility r
quired to guarantee the standards of civil aviafeh]. In addition, theintegration with
aircraft and offboard systems has started to become closer than ever, creating cyer phy
ical security consideratiorj26].

When it comes to thk that an accident might be caused through cyber means, the current
belief of that possibility is hardly considered. It is completely clear that most of accidents
occurred in aviation have been caused due to human fag{oc{29] and the known cyber
security incidents in aviation have not caused any major impact in thg shfmssengers

and aircrafts as shown on Table 1. However, this list onlwshihe known cyber
incidents andt does notmean that the list is completein€e there could be an unknown
number of cyber incidents, which have not been disclosed to thie pabl

Nevertheless, it has been recognized that thgkerincidents do not really demonstrate

the dangerous effect that actually they might cdi8g and because of these risingheo

cerns, the credibility in aviation safety could be at risk. Some potential vulnerabilities have
been disclosed by aeronautical organizations, hackers community and media as it can be
evidenced on Table 2

The evolution of mformation technology has reached aviation at any level. Frommthe i
provement of the surveillance, navigation and communication systems to the applications
used by pilots to receive, store and display relevant aeronautical information, which is
used for tle decisioamaking in the cockpitin spite of the FAA has approved in 2012 the
use of many aeronautical applications in the Electronic Flight Bajs it has bee
demonstrated that since the software of those applicarensot tested with the reliability
standards used for builh cockpit device$36], they are vulnetae to cyberattacks which

might mislead the judgement of the pilots.
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Tablel. Aviation Cyber Security Incidents.

YEAR DESCRIPTION

A hacker broke inta Bell Atlantic computer system causing tkize
1997 | FederalAviation Administration controkower and the runway light
transmitter were shut dowB0],[31].

A virus spreadinto the air traffic control systems of theeHeral
2006 | Aviation Administration caused that a pat the air traffic contro
systems were shut down in Alagk@).

A virus was loaded into Thai Airways Electronic Flight Bags. |
2007 | virus disabled the EFBand it was spread to other electronic flig

bags[30].

2008 800 cyber incidentlerts weredetected at air traffic contrdacilities
and over 150 incidents have not been solxetd30].

2009 A serverof the Federal Aviation Administrationas compromised an

48,000 employee social security numbers were discl@gd

A truck driver carrying a Global Positioning System (GP3hjeer
2009 | unintentionally caused outages to Newark Liberty Internati
Ai r por t-basedgugroentatidn system (GB2).

A group ofsoftware engineers waesccused otlisrupting operations &
a newairport There was aabotagen the program codwhich caused
that the chechn services failed and delayed a considerable amou
flights in many airport$33].

2011

Many aircrafts were vanished from the radar screens in Au
2014 | Germany, Czech Republic and Slovakia.was brought about b
aleged military warfare exercis¢34].

Finally, the Federal Aviation Administration in United States and EUROCONTROL in
Europe are implementing NextGen and SESAR programs resggcto modernize air
traffic management and to improve the data link communications. Moreover, ICAO is
supporting the implementation of similar programs all around the world in an attempt to
standardize aviatiof®]. These programs use advances in digital information technologies
to increase the security, safety, operational efficiency, capacity and to lower costs and
Carbon Dioxide (C@) emissions with the newgalations and technologi¢s7].

The Automatic Dependent Surveillance Broadcast system is an essential part ofdhese pr
grams, providing not only more accuratgveillance information than radars, but also it is
expected to produce benefits such as capacity, safety and efficiency for aeronautécal oper
tions[42]. Neverheless, these implementations pose new cyber security vulnerabilities to
aviation due to the increased interconnectivity, integration and the interoperability of the
involved system$43].
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Table2. Potential Vulnerabilities Found in Aviation.

YEAR DESCRIPTION

The FAA stated that the proposed architecture oBibeing787 allows
new kinds of passenger connectivity to previously isolated ddtd
works, which areconnected to systentsat perform operations need
2008 | for the safety of the aircraf7].

The FAA published a notice indicating that some computer syster
the Boeing747-8 and 7478F may be vulnerable to outside attacks
2010 | to the nature of their connectivifg8].

Andrei Costin demonstrated a weakness in the air traffic control.
low cost commercial hardware and software it was possible to
ADS-B signals to inject a ghost aircraft into ground control disj
2012 | [10],[33].

Hacker demonstrated theoretically the possibility to use an Andrd
2012 | remotely attack and hijack an airpldi38].

A potential vulnerability in Electronic Flight Bags programming co
corrupt with malicious intentions when the devices are connects
2012 | external networks to receive updaf@s]

Security expert allegedly told that he was able to hack and to stef
2014 | liner mid-flight breaking into the In Flight Entertainmed0].

WestJet aircraft was allegedly transmitting 7500 code, which indica
2015 | hijacking. It was possibly a modification through cyber mdda$

2.3 Automatic Dependent Surveillance Broadcast

The aviation surveillance has been governed for the last six decades by radars. Old legacy
radar systems have been the devices which air tafitrollers and pilots have trusted in

to support their decisions when it comes to have a better traffic flow to any airport in the
world. Currently, the radars are still the main system on which the air traffic control is
used for aircraft surveillandd4].

The radar systems are categorized in two different types: Primary Surveillance Radar and
Secondary Surveillance RadarirRary Surveillance Radar (PSRjorks sending signals

that areevaluated according to the time elapsed from the signal is sent until the time signal
is received again to the antenna after reflection on the ai{d&ift This ystem is in@-
pendent since it does not need of any additional device on the aircraft, it only provides
position and it does not provide altitude nor idenf§]. The other type of radar oger

tion is Secondary Surveillance Radar (SSR), which is a dependent system that sends inte
rogation signals to the aircraft. A built in device located in the aircraft called transponder
responds to the request signals. The sysseable to provide range, bearing, identity and
altitude[47].
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One of the main issues with radar systems is that they do not provide the required prec
sion and daot have the detection accuracy for the growing air traffic {#8}. As a ®-

lution to this problem, the implementation of AIBSis in process. The Automaticeb
pendent Surveillanc®roadcast is the next generation system that is planned to replace the
old standing radar systenfsO]. The main purpose of ADB is to make use of Global
Positioning System (GPS) and Radio Frequency (RF) data link to broadcast twiee per s
cond the aircraft information to airborne and ground receivers, instead of just responding
to interrogations as it isatdardized with radafd4].

The source of position information is provideg GPS system. The aircrafts have agran
mitter, receiver and a processing device, which receives information from the GPS, and
the Flight Management System (FMS) to provide an imtadgke pilot on the cockpit sh

play. The FMS gives information about thight plan, ensures the correct trajectory of the
aircraft[49], and automates procedures when the aircraft is airborne. Moreover, the GPS
sensors and FMS prowdnformation to the transmitter to broadcast surveillance data to
the other aircrafts and to the ground stations. The ground station executes the same process
to display the information on the respective screen and, thereafter to broadcast the air tra
fic information [7]. The composition of AD® and its subsystems can be observed in
Figure 1.

The purpose of AD®B is to enhance capabilities of surveillance in every phase of the
flight from the engine start until the shutdown, which means that even the movements on
the ground during taxi and every airborne phase will be supported byBA[BS]. The
onboard ADSB system calculates the aircraft data using the GPS sensors and then the
calculated data is combined with identification information to be broadeasigh the
ADS-B OUT subsysterfi/].
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Afterwards the ADSB ground stations, which are in the range, receive the signals and
transmit the messages making use of the network backbone until they reach the ground
control station[7] and the broadcast also reaches the nearby airplanes making use of the
ADS-B IN subsysteni44]. Figure 2 provides an ADB functional diagram to understand

the operation of AD® OUT and ADSB IN subsystems and the interaction amorrg ai
crafts and ground stations.

With ADS-B, the infornation transmitted is processed by the aircrafts and ground stations
so that the receivers can have a fdunension trajectory to improve decistamaking of
pilots and air traffic controllerf60]. The messages transmitted by ABSontain the next
information: aircraft identification, urgency code, intent and uncertainty |[B2¢IADS-B

is categorized as automatic since it does not require any input from the pilot or air traffic
controller. It is dependent because the aircraft needs the GNSS in order to deriv its loc
tion and it needs a transmitter in the aftto broadast the messagé§g]. Moreover, the
accuracy is improved with ADB over the radars allowing to reduce the standard aepar
tion of aircrafts and to reduce time armhsumption of fuel in flight procedurg¢s3]. The
Extended Squitter 1090ES in the 1090 MHz frequency and the Universal Access Tran
ceiver (UAT) are the two data ks which support ADSB to enhance interoperability,
regulatory and legacy purpogé$)].

The design of ADSB enhances the air traffic management by improving the situational
awareness for the air traffic controllers on the surface while controlling aircrafts executing
taxiing. It also enables greater agility to prevent-aiidcollisions ands the perfect sat

tion for areas where the use of radar systems is not possible like in Gulf of Mexico or
where radars are not completely reliable like in Alaska due to the rugged fé}rain

Furthermore, an additional improved characteristic is that the precision ofBABSot
deteriorated with the distance and it maintains an accuracy of 20 meters that is stgnifican
ly better than radar, which in 60 nauticailes is deteriorated to 300 meters of difference
[53]. The complete implementation of AEEBwill allow the reduction separation between
aircrafts in order to incese the capacity of the control for the airsgaceé.
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2.3.1 Vulnerabilities of ADS -B

The analysis of the vulnerabilities has to be executed in a way so that the most sensible
components of the system can be included. The aritiemponents of AD8 are GPS,
ADS-B transmitter, the data link medium and the ground systems for the air traffic control
centef53].

A security assessment evaies the vulnerabilities of a system based on the ability of the
system to protect the confidentiality, integrity and availability of the figtan the case

of ADS-B the loss of confidentiality must be determined as completely obvious since the
principle of the system is to openly broadcast the information constantly at a rate of 2HZ
[54]. Although the information is available to anyone who has a properB\D&eiver

due to the lack of encryption on AEES[7], it has to be takemio account that many of

the aviation services are required to be openly broadcast for safety and information pu
poses. For instance, some of these broadcast services are the Very High Frequency (VHF)
radio signals, meteorological information for pilotcilsias Traffic Information Service
Broadcast (TISB) and Traffic Information Service Broadcast (F$which provide red-

vant information of the traffic and meteorological conditions.

The real problem arises due to the sensible information transmitted througB Ab&ut

the aircrafts and the possible malicious purposes that this information might be used for
[7]. In comparison to Primary Surveillance Radar and Secondary Surveillance Radar PSR
and SSR signals which are more difficult to intercept and require a high level of ability to
obtain the same data. Hence, the dependency of-B\DS wireless networks, GP3icG

the use of a lowpower signal makes it more prone to security issues than radar systems
[55].

The integrity of ADSB might be affected due to the ability thhetsystem has to share
messages with any two different devidé§]. The purpose of ADB message is to
transmit information not only to ground stations but atsaitcrafts;hence the messages
might be intercepted and modified. As a result of this vulnerability it can be confirmed the
lack of authentication of the systdb?]. As the Figure 3 shows, ADB has a Cyclic B-
dundancy Code (CRC) in the format of the message which is used for data if&grity
although this is not enotigo guarantee the integrity of the message from the cybeii-secur
ty perspective. It has been experimentally demonstrategl dyh 2ef ak [67] and Costin

et al. [10], the methods to guarantee that the CRC does not produce any kind of error
which can make the system to disregard the message. Therefore, the susceptiieHity of
ceiving false messages and the deletion of the messages prompts a significant concern
[58].

Finally, the availability of the system lies on the possibility that system might not be
disrupted by external intentional or unintentional actions. The susceptibility to jamming
not only to GPS signals but also to the extended squitter 1090 MHz channel creates the
threat to disrupt the communications and create dehidle service for a determine@p

riod of time[53]. The effect of a GPS jamming could be even more chaotic if the action is
executed in different locations at tek@me time, entailing the disruption of GPS based su
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veillance system used by aircrafts and airports. In addition, attackers have the capability to
transmit an unmanageable amount of messages in order to saturate the channel-This sat
ration is directed tohe system data processing of the ground station and poses the threat

of totally disable the functionality of the ground statjb8].
2.3.2 Exploitation of ADS -B Vulnerabilities

To exploit the vulnerabilities of ADB a variety of attacks have been identified. The a
tacks can affect the cbdentiality, integrity and availability of the system. However, these

Figure3. Open source track of a commercial airplane from www.flightradar24.co

attacks are the result of coordinated established steps in the process to achieve the final

goal of the attack. The next attack techniques were categoriétl [67], [59]to better

understand more complex attacks against ADS/stem:

Interception of ADS-B OUT: the technique is called as aircraft reconnaissgncer
simply eavesdropping. The acquisition of any AB8ommercially available receiver and

the proper setip of the COTS to decode the messages in the right format is enough to
perform the attack. For a better understanding of the interception ofBADSsages, it

will be described two examples of current public available means to execute it:

1. Radarcape and Mode SbheastG¢ nt er Kol Il ner of f eBms- on
sive receiver. The device contains a Linux computer with a network interface-to co

nectto any required networf60]. Furthermore, the device has a binlisoftware with
a web interface that offers the possibility to be configurednyji@expert user. In ce

hi

tain cases the users do not have the software, however in the public market exists the

opensoftware package KU Radio, which has been used[i0], [49]to execute the
interception of ADSB OUT and additional attacks.

. Kinetic Avionics SBS-3 with Flightaware: The Companinetic Avionics Products
offers the SBS3, which is an ADSB receiver of the 1090 MHz chann@?2].

Flightaware offers the capacity and the instians to use the hardware with thebae

site in order to track the airplanes transmitting ABSignals without running a ep
cific computer applicatiof63].
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Moreover, the information can also be obtained from publicly available websites such as
www.flightradar24.com, www.radarvirtuel.com and www.flightaware.com as it can be
evidenced in Figure 4.

The visible data in publicly open websites (see &igare. 4) are: airline company, 24 bit
ICAO identification number, registration, type of aircraft, itinerary, departure time, est
mated time of arrival, flight time, delay in flight and departure, r®dede, True Air
Speed (TAS), Ground Speed (GS), loedied altitude, vertical speed, track, specific- cu
rent coordinates of the aircraft and flight radar receiver.

Jamming: The execution of jamming disables one of varioogles in the wireless re

work from sending or receiving messages with enough power to disrupt 1090MHz fr
guency[59]. Performing the technique does not need a high level of expertise and it has
beendemonstrated that it might affect messages that have been already sent in wireless
networks[64].

Message Injection: This technique takes advantage of the easxpdoit the lack of a-
thentication of the system. The attacker must implement a proper transmitter andito mod
late the message in the correct message fd®Bht The technical steps for implemant

tion are based on using a system comprised of a GNU Radio, a Universal Software Radio
Peripheral (USRP[9]. The software can baeveloped by the attacker, which might be

by writing a native C or C++ based GNU Radio modulator and encoder, or to execute the
encoding and modulation in a specific software such as MdllGbThe ADSB recev-

ers have omnidirectional antennas that cannot discriminate the direction of the received
messages; therefore, it is not possible for the system to determine the location & the po
sible attackef57]. Some attacks require the injection of multiple messages. The additional
requirement for multiple injections is a high level of bandwidth of the channel according
to the imber of messages to be injecfgd].

Message DeletionThis attack is executed mainly by means of interference to delste me
sages from the wireless netwofk9]. The constructive interference is the preferable
method to execute the attack, since it requires less strict synchronization than the destru
tive interferencd57]. The attack has a level of difficulty if the attacker wants to delete
selected messages. As a requirement the attacker must to eavesdrop the channel of 1090
MHz extended squitter and to create the interference with the message that he wants to
delete prior it reaches the ground stat[6i]. In addition, the 1090 extendexdjuitter

Mode S checksum has the ability to correct at most 5 bit errors per message, the message
cannot exceed this limit in order to be vdb®].

Message Modiication: The integrity of the message is affected with the modification of

the information contained in the message. The technique might be performed by two
means, overshadowing and-Bipping [59]. The preferable way to modify the message is

to overshadow the signal since it is easier for the attacker to decode the message without
error [57]. The message is modified during the transmission and the attacker must locate
himself at a correct position and angle to the aircraft, plus to calculate the precise timing to
inject the modified messade7].

For a better understanding of the reatter figure 5 provides thhardware saip esth-

lished in[57] to execute their experimerithis figure shows the devicased to play the

role as attacker in the case of the Linux computer and the Windows computer plays the
role as the receivewhich can be an aircraft or an air traffic control facilitihis setup
demonstrates that the resources needed to execute every kind of attack to aBy&DS
ceiver is utmost 2500 dollafs7].
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2.3.3 Exploitation of GPS vulnerabilities

An important concern is the inhattereliance of ADSB on GPS. GPS signals are vital to

the whole operation of the system and accuracy of the information received by tae oper
tors[65]. The differen vulnerabilities that might affect GPS might be divided intoninte
tional, unintentional and human factor problef686]. The unintentional vulnerabilities

and hazeds that might be brought about by the environment and nature suchlas eart
guakes, floods, solar cosmic radiation and space objects that might affect the GPS ground
stations and data link67]. The unintentional human erference must be considered
sinceit could causea huge problento an air traffic control facility. An example of this

was the interference generated in Newark airport in New Jersey, which caused many tro
bles to the air traffic center, by a truck driver who used a cheap and easy to obtain jammer
to disrupt the signalof the GPS device used to track the velj&3.

The vulnerabilities of GPS systems do not only represent a problem for the surveillance
systems. There must bghber security considerations regarding the possibility that an
Unmanned Aerial Vehicl@UAV) can be spoofed through the transmission of false-info
mation using GPS signa]89]. In addition in[69], it is analyzed the vulnerabilities of the
current autopilot system ofi¢ UAV and the behavior of the system after the attaak4n

der to promote the development of improved design of autopilot system resilient to cyber
attacks. Therefore, the vulneiigties of GPS might also affe¢che data transmitted to the
aircraft through data link that finally reaehthe Flight ManagementyStem (FMB),

which uses GPS sensors to automatigiht procedures.
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3 Methodology

3.1 Research Design

The research design used for this thesis is a qualitative analysis to determine the possible
impact of the threats (see section 2.3.2) that might affect Automatic Dependent
Surveillance Broadcast in the aviation system and the tools that can be usettdffiair

controllers and pilots to deal with the attacks. The research is based on official documents

of aviation, academic papers about cyagacks against AD8 , hackerso6é6 comr
publications, aviation safety assessment and interviews with the xpé#re field.

3.2 Qualitative Analysis Procedure

The attacks that have been object of experiments in the science realm were identified in
order to consider only those that are the real concern to be executed against the system.
The taxonomy described by Mallie [7] is used to systematically classify the attacks.
Moreover, in order to take into account that security risk implies safety risk in aviation
[70], the impact of the attacks is assessed with aviation safety considerations. This section
describes the steps followed to make the qualitative analysis, to determine the impact of
the cyberattacls and to obtain the results.

1. Determine the Impact on Confidentiality, Integrity and Availability : The effects
caused by each kind of attack aretedmined according to the effeataused in
confidentiality, integrity and availability of the systewhich are described ithe iiGuid-

ance Material: Security Issues Associated with ABSissued by ICAQ[58], and the
effect caused in pilots and air traffic controllernsh the operation of the systerany kind

of damage or impact caused to the assets will affect the operation of the system. It will
probably cause the deterioration in the communication between air traffic controllers and
pilots and safety concerns forettaeronautical operations. The assets identified in the
ADS-B wireless network are confidentiality of the information transmitted through-ADS

B channel, integrity of the information transmitted with the ABSnessages and the
availability of the ADSB comnunications.

2. Identification of Attack Targets: The targets can be categorized in three according to
Mahmoud[70]: ground segment, which refersthe ground networks of ADBB including

the data link ground stations such as ABS§round stations, the distributed computer
network and the ground control station of the air traffic controllers. The second target is
the air segment which is compoundedthe ADSB system that is onboard the aircraft
and finally the akground segment that comprises the communication medium used to
broadcast theata. The targets are identifiadcording to the effects that the attacks cause
to the end users, which in tisase of ADSB are the pilots and the air traffic controllers,
because they are the direct operators of the system.

3. Classificationof Attack Techniques: Every attack is executed with specific methods.
Although the method used by any attacker might be different, in general terms they can be
categorized in interception of ABB OUT signals, jammind7], message injection,
message deletion and message modificd&@h

4. Classification of the echnical difficulty of attack: The level of difficulty helps to
perform a risk analysis of the attacks. The levels are categorized according to McCallie
[71] description of the technical expertise, knowledge and additional implementation
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required to execute an attack. The level of difficulty are classified in Low, Medium or
High.

5. Development of Attack Trees:The concept of attack tree was firstaddished by
Schneief72]i n hi <Seciets anll liesi digital security in a networked wnwdtack

trees have a common relation with fauleseFault trees have been used in order to check
the safety, performance and interoperability requirements of-B)%3]. Attack trees
provide a me@s to evaluate the risk of an attack making use of the capabilities of fault
trees but also taking into consideration the adversary willing to ditdgk

The attack tree can be developed with AND and OR nodes. The nodes represent different
steps in order to execute the final goal. In addition, althlkechildrennodesof an AND

node have to be achieved to get to the final goal. OR nodes do not require that all children
nodes have to be achieved, with only one node is enough to be sg@iglietihe attack

trees were developed based on the literature review to understand the technical steps that
an attacker must to carry out to achieve the final objective. However, in the phase of this
researclthere is not a solid foulation to provide a quantitative analysi$iey were not

set any metrics to the nodes of the attack trees in that there was not available data to do it
and to perform further validation.

6. Evaluation of Impact To make a systematic qualitative analysistlué possible
consequences of every attack, the impact of the attacks can be assessed based on the
amended OSA ED78A/D0264 classification mafi’8]. Taking into consideration the
perspective of aviation experts, this matrix provides a systematic approach to analyze the
impact in the aeronautical operations brought about by the -eytaeks. Figure 6
represents the rating from5lwith 1 being thenost severe and 5 rates as least severe.

The severity of impact of each attack was discussed with experts in the field of aviation in
the Colombian Air Force and civil aviation organizations of Colombia and Estonia. The
importance of this classificatios that provides information of the possible conditions that
an attack might produce in the ATC and in the flight crew.

3.3 Interviews and Data Analysis

The type of interview was serstructured (See Appendix 2 and 3) in that to allow the
interviewer to ask adtonal questions, which might provide relevant information about
the topic in study. A interview guidewas usedexplanation of the purpose and topic of
the interview and specific questions to be asked. This kind of interview provides more
profound infomation, which cannot be achieved with a standardized muttipéee
guestionnaire, and gives the possibility to get more honest resg@b$eSimilar studies

have been recently realized using surbeged analysis in the aviation domain by
Strohmeier, et al[76]and Silva, et al[77], but it was considered that a survey does not
provide the advantages that only doneone interview gives to obtain more valuable data
[75].

The main objective of the interview was to obtain the most relevant information from the
participants regarding the predicted reactions in a egtiackagainst ADSB surveillance

system, the most critical situations that could be caused and the best mitigations that might
be executed based on their experience. It is important to highlight thatBABStill in

process of implementation, and it allowedalgming the preparation that aviation
personnel have to deal with the vulnerabilities of the system. The analysis of the
interviews and notes were compared and categorized to answer the research questions of
this thesis.
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Figure 6. Severity of the imptof the attaks on ADSB vulnerabilities73].

3.3.1 Selection of the Aviation Experts

The selection of the professionals of aviation was determinant to ob&ineguired
knowledge. Therefore, the people selected were only related with piloting, air traffic
control and Air Traffic Management (ATM) experts. The interviewees were selected
according to their experience in their specific aviation discipline (Seerfgdip 1),
expertise in aviation realm, and the operational usage they have withRBAMSis
important to highlight that not all the pilots and air traffic controllers have used the system
worldwide, but this research sought to interview those who hagadlroperated ADSB.
Although the participants were from two different geographical locations, that added value
and different perspectives of the issue.
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4 Findings and Analysis

4.1 Qualitative analysis of cyber -attacks against ADS-B

The attacks contemplated in this thesis are those, which have been experimentally proven
in an enclosed laboratory [t&0], [57], [49], and which represent the real concern. These
attacks named in Table 3 are the threats for the assets identified HB ARSem. Inthe

next sectionsthe analysis of each cybattack against ADS is performed following the
procedure described in @pter 3.

During the interviews, every attack was thoroughly described and explained to thie partic
pants, since the majority of the interviewees did not have previous knowledge about the
vulnerabilities of ADSB. Furthermore, it was noticed that despitedisparate geogrép

ical locations of the participants, the responses shanshilar pattern in the proderes

and possible reactions to the attacks.

4.1.1 Aircraft Reconnaissance

Aircraft Reconnaissance ksxown as eavesdropping. Any attacker executes it in order to
carry out further attackg'8]. This attack is based on the interceptions of the ADSUT
signals andhe correct decoding and demodulation using a propaspsef open source
software and hardware, which can be easily accessible in the commercial fh@iket
[57].

Table 3. Attacks and Affected Assets of ABS

THREATS AFFECTED ASSETS
Attacks Confidentiality | Integrity | Availability

Aircraft Reconnaissance X

Aircraft Target Ghost Inject X X X
Ground Station Target Ghost Inject X

Ground Station Multiple Ghost Inject X X
Replay Attack X X

Aircraft Spoofing X X

Virtual Trajectory Modification X X

Aircraft Disappearance X X X
False Alarm Attack X X

Aircraft Flood Denial X
Ground Station Flood Denial X
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The open source websites such as flightradar24 (www.flightradar24.com) arenmot co
pletely reliable tgperform aircraft reconnaissance, and the main reason is that this kind of
organizations eliminate the information of the website according to the requirereents r
ceived by aviation companies or governmental organizations. For example in 2014, the
information of the airplanes used to transport the Japanese prime minister and the imperial
family were tracked online on flightradar24, therefore the ministry of defense of Japan
asked the heads of the website to remove the infornjaéprirhis attack affects the ne
fidentiality of ADSB.

Target: air-ground segment.
Attack Technique: Interception of ADSB OUT.

Technical Difficulty: Low [7]. TheFigure 7 shows the steps followed by an attacker to
execute aircraft reconnaissance attack. The level of difficulty is low due to many open
source software and hardware available to execaetattAck71]. In addition, placing the
receiver at a correct position allows the attacker to have a larger range to acquige the si
nals of the aircrafts.

Impact: The attack does not produce any direct impact to the aviation system. However, it
provides a means to gather information for economic intelligfs}e Moreover,It can

be used to gather relevant information of military aircrafts of an enemy state as ittwas sta

ed by Cenciott[80], and a means to gather information by terrorists which plan to execute

a deliberate attack against a specific plane. The main concern in aviation is the loss of pr
vacy with the interceptioof ADS-B OUT signals. The aviation experts were not cansul

ed about this attack because it does not have any direct impact on the opéth®sg-

tem

4.1.2 Aircraft Target Ghost Inject

The attack aims to inject a ghost airplane into the cockpitadispl traffic information
(CDTI). The aircraft does not possess a mechanism to verify the authenticity of the info
mation, but the necessity to have proximity to the aircraft increases the difficulfjjo

make it more realistic the information provided with the injection must contain all ¢he sp
cific data characteristics that a real airplane broadcasts through data link. The fattack a
fects the confidentiality, tegrity and availability of ADSB.
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Figure 8. Aircraft Target Ghost Inject Attack Tree.

Target: Air segment.
Attack Technique: Message injetn and nterception of ADSB OUT.

Technical Difficulty: Medium-High [7]. For this attack, it is initially important to set up

the equipment in order to eavesdrop and to identify the aircraft target. Bighosvs that

for this attack it is important to set thercect format of ADSB message and to inject an
aircraft with credible data so that the rec

Impact: Table 4 shows the classification of the attack considered by the aviation experts.
Three out of five of t consulted pilots classified the attack with a severity of four. The
main reason was the slight increase of workload while trying to identify by other means a
possible real aircraft, which may interfere with the trajectory. The pilots, who rated the
seveity as three, considered the closeness of the ghost aircraft and the unnecessary m
neuvers that have to be done, if the injection is in a proximity to their airplane.

Analysis by aviation experts:The most critical situation of this kind of attack determined
by the participants was that an aircraft might be injected into the CDTI and the ghost ali

Table 4. Classification diircraft Target Ghost Injedttack impact by aviation

experts.
Participant | Severity
PILOT 3
PILOT 4
PILOT 3
PILOT 4
PILOT 4
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plane is addressing directly to the aircraft that the pilot controls. This situation may bring
about doubts and immediate reactions by the pilot, even more if the pilot is flying in IFR
conditions. The reaction of the pilot in this situation depends omphhse of the flight:

take off, cruise or approach, being approach the most critical because the pilots could
make an abrupt maneuver close to the terrain.

ADS-B system may be connected with theaffic Collision Avoidance Syster(ifCAS)

and the signal athe ghost airplane could activate the TCAS alarm if the ghost airplane is
approaching to a real aircraft such as in an opposite direction and to the same altitude. A
participant stated: AThat creates sadety cC:
on the instruments. We are trained to follow the indications of the instruments as if they

were completely right. Therefore, if there is an injection and that activates my TCAS

al ar m, |l would follow i mmediately the indioc

Moreover, ifthe attack is recurrent and the aircraft is flying in a RVSM airspace, the pilot
might be forced to turn off the TCAS and to change the altitude, or in the worst case to
operate the aircraft without TCAS, situation that might pose additional safety esncer
However, the Minimum Equipment List (MEL) allows to operate the aircraft up to 10 days
according to the Eurocontrf81]. The MEL may vary according to the régtions of ee-

ry country or manufacturer, and in some cases it could be very restrictive that the aircraft
must be on the ground immediately the same day of the event.

One participant considered the injection of a ghost airplane on the runway while- his ai
plane is orapproach. Such event would activiie alert of collision avoidance and hence
the aircraft will be forced to make a-goound in a situation which is not neededt- Al
hough, the injections of many aircrafts on the CDTI would make the pildtink that
there is an error of the system, the availability of the system would be comproraised b
causehe pilot cannot trust anymone the information displayed on the CDTI.

Mitigations:

If there is enough time to verify the traffic:
a. Verify traffic with ATC and other aircrafts using radio communications.
b. Confirm visually the traffic if the visibility allows to do that.

If there is not time

a. Follow immediately the indications of TCAS resolution advisory to avoid asy po
sible midair collision.

4.1.3 Ground Station Target Ghost Inject

The attack injects a single Aghost aircraft
is required the ability to create a 112-imessage that has the characteristics of a-legit

mate traffic in the screen of the #iaffic controller[7]. In addition, the attack must te

ply with the required information that an aircraft broadcasts at a rate of 2Hz. Therefore,

the attacker mat know the proper data contained in an AB3®nessage for legitimate

flights in order to create the ghost aircraft. The attack affects the integrity ofBADS

Target: Ground segment and air grousdgment.
Attack Technique: Message injection.
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Figure 9 Ground Station Target Ghost Inject Attack Tree.

Technical Difficulty: Medium-High [7]. Figure 9 shows the process to execute the attack.
It is important to note that an attacker needs to have special knowledge of the gasund st
tion equipment. This knowledge provides the attackith the ability to set the specific
software and hardware to break the security of the air traffic control.

Set up
required
hardware

Setup
required
software

Set the correct
formatted data
for the ghost
aircraft

Write the

Software

to inject a
ghost aircraft

Impact: Table 5 shows the classification of the attack considered by the aviation experts

in ATC. Four out of five of the interviewees classifithe attack with a severity of four.
The main reason was the significant increase in the air traffic control workload while tr
ing to identify the ghost aircraft using other means. One air traffic controller classified the
attack with a severity of thredue to the possible reduction in separation in the case that
another aircraft is ordered to avoid a conflict with the ghost airplane.

Analysis of aviation experts:The general perception of the participants was that ac-inje
tion of a single aircraft ghosiirplane does not represent a problem for the air traffie co

trol. Some of them recalled that there are many aircrafts which do not identify themselves,
and it is not possible to confirm the real information of that aircraft.

However, two air traffic camollers expressed the concern that the injection of the aircraft
could be in a terminal area TMA. In that case, the injection could affect the normad proc
rememberred

is & anmrobdresemtgd in SSR when the signals of two aircrafts overlap and
then they make the collision avoidance systems detect a close proximity to anether ai

dur es

blingo.

of t he

approach.

They

p

craft. It means, for instance that the aircraft could be injected in the holding pattern in the
radar screen. Therefore, it should generate an alert or modification on the radar display,
causing to order unnecessary maneuvers to the aircrafts to avoid the ghost airplane, and
delays in the procedures to land and take off.

Mitigations:

a. Vectorization ¢ other airplanes in order to avoid any conflict with the trajectories
until the injected airplane igdentified as such and the verification with a lessiacc

rate surveillance system.
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b. Correlation with a legal flight plan and transponder cddes would eiminate at
least the doubt if it is a legal airplane or in other case a possible infringement and
that would give the hint to identify it as a ghost aircratft.

c. Transmission of instructions to the aircraft to confirm if it can follow the orders
andinformabn t o ot her aircrafts about the fig

d. If none of the previous procedures is satisfied then it must be started anpinterce
tion mission by the military aviation.

Table 5. Classification dground Station Target Ghadsijectattack impact by aviation
experts.

Participant | Severity

ATM expert | 4

ATC 4
ATC 3
ATC 4
ATC 4

4.1.4 Ground Station Multiple Ghost Inject

This attack is performed using the same technique of ground station targetnggist
attack, but the attacker must increase the bandwidth according to the number of aircrafts
that wants to injecf57]. In 2012 at the Defcomlacking Conferencg82], [83] it was

proven that as many as 50 ghostifts can be injected on the display of an air traffic
controller and generate the correct ABSlata broadcast. The attack affects the integrity
and availability of ADSB.

Target: Ground segment and aground segment.
Attack Technique: Message injectio.

Technical Difficulty: Medium-High [7]. The attack tree in figure 10 depicts an additional
node that increases the difficulty of the attack, since the bandwadtiohbe considerable
to inject a sufficient number of ghost planes in order to create enough confusion in ATC.

Impact: Table 6 shows the classification of the attack determined by the aviation experts
in ATC. Four out of five of the interviewees classifithe attack with a severity of three.

The main reason was the significant reduction in separation caused by the confusion of
having a considerable number of ghost airplanes. Situation that might lead to take wrong
decisions in the air traffic control. €PATM expert classified the attack with a severity of
four, since the participant considered that the degradation to another surveillance system
could solve the problem rapidly.

Analysis of aviation experts:The general perception of the participants west this &

tack might be critical if the degradation to a less accurate surveillance system cannot be
executed immediately. Moreover, in the event that this attack might happened, the conf
sion caused in the moment of the attack might can be simply seltledhe degradation

to a less accurate surveillance system such as PSR or MLAT. The congestion would be
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Figure 10. Ground Station Target Ghost Inject Attack Tree.

generated due to the extension of separation that has to be applied to the aircrafts based on
each surveillance system, causing problems with the ndtowa of the air traffic. That
would consequently cause more workload to the air traffic controllers.

The patrticipants shared the same thought when they were asked about the nuainber of
pl anes they could handl e. A participant
Management. They can determine the capacity and number of aircrafts which cam be co
trolled in that area per hour and it depends on the type of airport as walhstorce, if
the airport has parall el runways or la singl
tiple airplanes is so evident, then they prefer to change to another surveillance system or to
start conventional control.

A participant expert i n air traffic manage
injections can overload the system due to the limits of capacity of itself. The system r
ceives and verifies all the information from the airplanes, and then inabatthere could

be |l oss of the display in the ATCO0. cThe
ture of the surveillance system, the injection of the ghost airplanes can be executed easily
in the ADSB receivers but not in the receivers of PSSR or MLAT with the same ease.
However, with the correlation with other surveillance systems the ghost airplanes can be

no

pa

Table 6. Classification dbround Station Multiple Ghost Injeettack impact by
aviation experts.

Participant | Severity

ATM expert | 4

ATC 3
ATC 3
ATC 3
ATC 3
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One air traffic controller stated his doubts about the attack with the current but nat the f
oper at i cCarrerdly thetptiogty of thiessystems:in ofir airspace is: first
SSR, then Multilateration and finally ABB, there is always redundancy with the systems

tur e

even
Mitigations:

Wi

th the

el

mi nat i

on of

SSR

and

PSR WwEe

a. Immediate degradation toless accurate surveillance system. Start a conventional
control to apply the standard separation according to the surveillance system which
will be used.

b. Divide the airspace in order to split the workload in more air traffic controllers.

c. Start deviation ofhircrafts to holding patterns and alternate airports in ordes-to r
duce congestion in the terminal area of the air space.

415

Replay Attack

The attack aims to send information of a previous flying aircraft to broadcast it again to
the ATC.The attack rgquires to capture AD8 OUT signals on 1090MHz frequency and

to adjust the transmitter to replay the captured data using the proper file to transmit the file
of captured data via GNU Radio hardw§t8]. The attack affects the confidentiality and
integrity of ADSB.

Target: Ground segment and aground segment.

Attack Technique: Message injection and interception of AIBSOUT.

Technical Difficulty: Medium[10]. The attack tree in Figure 11 exhibits that the attacker
has to perform additional steps for the message injection. The attacker must intercept and
capture the data arfohally to replay the captured messages making use of message inje

tion.

Impact: Table 7 shows the classification of the replay attack determined by the aviation
experts in ATC. Three out of five of the interviewees classified the attack with a severity
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Table 7. Classification dReplay Attackattack impact by aviation experts.

Participant | Severity

ATM expert | 5

ATC 4
ATC 5
ATC 4
ATC 5

of four, stating that the attack is easy to detect and it will just slightly iperdee wdk-

load of the air traffic controller. Two participants classified the attack with a severity of
four. They support their classification noting that it might cause to deviate aircrafts and
reduction in the separation. Even though they can idetiéyfake aircrafts, they would

not take the risk with real airplanes in conflict with the ghost airplanes.

Analysis of aviation experts:The participants considered that it is an easily detectable

attack due to the wrong correlation of the flight planngmonder code or identifier with

the origin flight. The information can be confirmed with the air navigation servicedprovi

er (ANSP) or airlines. One air traffic cont
and it would be just so evident if thenf or mati on of a previous
verification with radio communications and the deviation of other aircrafts would solve

any conflict with the replayed ghost aircratft. If the aircraft does not have a correlated flight

plan then it is shon with a different color on the screen and can be easily identified by

the air traffic controllers.

It was also considered by the participants that there could be possible collision avoidance
alert if the replayed aircraft is in the trajectory of anotblane. One air traffic controller
stated: AThere are two systems whichf- hel p t
fic controllers. STCA Short Term Conflict Alert and MTCD Medidrarm Conflict Alert

advise to an air traffic controller if thghost aircraft could be converging with a reat ai
craft: o Therefore, keeping the other airecr:
traffic in the case that the replayed aircraft cannot be identified as fake. The attack would

just create confusi but it can be handled with no further consequences.

Mitigations:
a. Try to establish radio communication witie aircraft.

b. Verify correlation with flight plan, transponder code, aircraft information with the
airline and to confirm flight information with the previous airspace where the ai
craft is coming from.

c. Use Short Term Conflict Alert (STCA) and Meditiherm Conflict Alert systems
(MTCD) to receive alerts of a possible collision and to keep other aircrafts out of
converged trajectories in order to avoid any conflict.
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Table 8. Classification dhircraft Spoofingattack impact by aviation experts.

Participant | Severity

ATM expert | 5

ATC 5
ATC 5
ATC 5
ATC 5

4.1.6 Aircraft Spoofing

The attack is achieved by the combination of message injection asageedeletiofb7].

The attacker must to eavesdrop the 1090MHz channel in order to interpret the messages
and to interfere with the required messfg#. The attack is useful to reduce the prmope

sity of alarms when an attacker disguises as a legal aifddft The attack affects the
confidentiality and integrity of ADSB.

Target: Ground segment and aground segment.
Attack Technique: Message Deletion, message injection emerception of ADSOUT.

Technical Difficulty: Medium[10],[57],[53]. Although the attack was classified as imed
um, it requires a combination of techniques that must be executed with a properazoordin
tion. Figure 12 illustrates the required proceduresdhadttacker must to execute and the
two options that an attacker has in order to delete a selected message.

Impact: Table 8 shows the classification of aircraft spoofing attack determined by the
aviation experts in ATC. All five participants determinetttiee level of severity is five,
since the attack would only slightly increase the workload of the air traffic controllers
without any additional consequence.

Analysis of aviation experts:There is not standard procedure for this kind of attack and it

could not cause a critical situation. The participants proposed the same solution to the
problem. The information of the aircraft would be verified with the flight plan, tramspon

er code, timeof departure, and communication with the controller of the previous air

space, airline or the air navigation service provider where the aircraft is proceeding from.

For most of the participants, it was unlikely that an aircraft would try to deceive the air
traffic control. One air traffic controller
ADSB transponder or to jam the 1090Mhz char
illegal if it is not following the instructions of ATC.

Moreover,one ait r af fi ¢ controll er said: AThe pr oc¢
and the air traffic controller is always transferring the traffic to the next air traffic ¢tontro
ler who manages the next air airspace. Although in some areas with no strict ¢batrol,
crew could just pretend to be a | egal airpl
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Figure 12. Aircraft Spoofing Attack Tree.
Mitigations:
a. Try to establish radio communications with the aircratft.

b. Verify correlation with flight plan, transponder codécraft route and information
with the controller of the previous air the airplane is proceeding from.

Confirm that aircraft follows instructions from ATC.

If the airplane does not comply with the previous requirements, start interception
procedure with rtitary aviation.

4.1.7 Virtual Trajectory Modification

The objective of the attack is to modify the trajectory of an aircraft in f[g2it The a-

tack can be achieved making use of combination of techniques. The first combination is to
do message deletion and message injection and the second option is to modify directly the
broadcast message by the aircraft while is being transnjttdd The attack affects the
confidentiality and integrity of ADSB.

Target: Ground segment and aground segment.
Attack Technique: Message deletion and message inggGtor message modification.

Technical Difficulty: Medium[57]. Figure 13 shows that the attack requires a coaabin
tion of techniques to be performed. Therefore,difigculty is increased and the attacker
must have the ability to be precise while executing the required procedures.
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Figure 13. VirtualTrajectory Modification Attack Tree.

Impact: Table 9 shows the classification of the attack determined by the aviation experts
in ATC. Three out of five of the participanttassified the attack with a severity of three.
The reason for this classification is that the air traffic controller takes decisions of
redudion of separation between aircrafts based on the location of the aircraft on the
screenTherefore, it could be evidenced a significant reduction in separation between two
aircrafts that is out of the standard. Two participants classified the attack with a severity of
four, stating that the workload would only be increased due to the increment in cemmun
cations with the crew, since thegnnot trust anymore in the position of the screen

Analysis of aviation experts:The perception of thparticipants was that wwould be a
problem if the attackannot be detected. However, it would not be critical as long as the
information of the reaposition of the aircraft can be confirmed with the crew. Another
participant said that if he can identify the attack then he would not trust inBARXY-

more and would use conventional control to solve any conflict of aircoafte rely only

in anotheless accurate surveillance system.

Table 9. Classification dfirtual Trajectory Modificatiomattack impact by aviation
experts

Participant | Severity

ATM expert | 4

ATC 3
ATC 3
ATC 4
ATC 3
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An air traffic controller gave an example of a critical situation with a possible reduction of

the separation of the aircrafts, because the air traffic controller gives instructions based on

the actual position that hertaee on the screen. Therefore, in IFR or on approach, the

reduction could represent a safety concern or possibleamicbllision and at the same
time, it will increase the workload of the air traffic controller.

A participant noted that the most andrsest situation is if the modification of the traje

tories of all the aircrafts occurred at the same time. He gives an example callingthe ph
freezeso,
long time for the aitraffic controller to understand what is happening, while the aircrafts

nomenon

as ni

f the radar

are still moving without the control of ATC.

Mitigations:

t hen

a. If detected, the real position of the aircraft must be verified with the crew.

b. Stop trusting in the information received APS-B system and start a convemtio
al control to give vectors to the aircraft.

c. Use an alternate surveillance system if possible to have improved reports of the p

sition of the aircraft and to avoid any conflict.

4.1.8

The attacker ins to delete all the AD8 messages that the aircraft broadcast to ground

Aircraft Disappearance

station or to another aircrgf7]. The attack might delete not only one but many sedect

aircrafts by the attacker. The attack affects the confidentiality, integrity and availability of

ADS-B.

Attack Target: Ground segmenair-ground segment and air segment.

Attack Technique: Messagaleletion

Technical Difficulty: Medium[57]. The attack represents certénel of difficulty, since
the synchronization and timing are the key to delete theedesiessagfs7]. Therefore,
the attacker needs to eavesdrop the channel and interpret the messages before starting the
attack. Figure 14 shows the combinationniérception of ADSOUT signals and message

DISAPPEARANCE

AIRCRAFT

|

Message Deletion

Identify aircraft
target

Aircraft
reconnaissance

AND

Jam ground
Station

OR

Create
constructive
interference

Create
destructive
interference

AMND AMD

Place jammer
In the correct
Position
respect to
ground station
and aircraft

Adjust
jammer at
1090 MHz
Frequency

Execute timely
synchronization
for the required

message

Figure 14. Aircraft Disappearance Attack Tree.

36

t

h e



Table 10. Classification dircraft Disappearancattack impact by aviation experts.

Participant | Severity
ATM expert | 2
ATC 2
ATC 2
ATC 2
ATC 2

deletion to perform aircraft disappearance attack.

Impact: Aviation experts in air traffic control classified the attack with a severity of two.
They expressed the concern that with the disappearance of oneeoainccafts from the

Table 11. Classification dircraft Disappeanaceattack impact by pilots

Participant | Severity
PILOT 4
PILOT 4
PILOT 4
PILOT 4
PILOT 4

radar screen, the loss of air traffic control for a long period could be critical and that might
cause large reduction in the separation of the airplanes. Table 10 shows the classification

by the ATM expert and air traffic controllers

The pilots rated the attack as folavel of severity as it is shown in Table 11. The main
reason is that the attack would increase the workload due to the loss of situatioeal awar

ness related with the traffic around the aircraft they fly.

Analysis of aviation experts: The attack was identified by most of the participants as
highly dangerous. One participant said that the air traffic contnoiight forget that there

was an airplane there, and in some cases the next radio communication with the crew
could take long time. The disappearance of one aircraft could lead to a conflict that the
STCA and MTCD would not alert to air traffic controlle’s.participant stated special

concern to this attack
accidento. The problem might

saying: A10 or 15 mi

b e ,ambitrmehtc r i t i ¢

be easy to faget about two or more anafts which disappear from the ATC radar screen.
If the attack is noticed by the air traffic controller the solution is straightforward, it would
only be necessary to give priority and to establish conventional control to that aircraft.
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The pilots deternmed that the disappearance of one aircraft can be detectable easily b
cause there is a constant crossed check to the CDTI throughout all the flight. A participant
considered that it is a critical problem in a congested airspace because there is a loss of
situational awareness of the aircrafts around his airplane. Moreover, without those signals,
the TCAS would not generate the respective alerts to instruct the pilots how to respond for
a collision avoidance.

Mitigations for ATC:

a. Use mechanisms of prediatiof trajectory for ADSB so that the predicted traje
tory is shown on the screen in the case that the aircraft disappears.

If the disappearance of the aircraft is detected:
b. Request position of the crew and establish conventional control.
c. Transmit vector$o the crew in order to give priority to the aircraft.
Mitigations for Pilots:

a. If the disappearance is detected: Inform immediately to air traffic control about the
loss of an aircraft from the CDTI.

b. Verify correct operation of the equipment on board.

c. Increase situational awareness by using visual search methods and radio commun
cations to verify the position of the disappeared aircraft.

4.1.9 False Alarm Attack

ADS-B transponders have a mode to indicate de current status of the aircraft. For instance,
the pilot can set a status of emergency or hijacked aircraft, information which is transmi

ted to the ATC ground station. The attack executes similar steps tal Wwejectory mod

fication attack because the attacker has the options to delete and inject messages or just to
modify the messagd52]. The purpose of the attatkto create a false alarm on the ATC

| FALS ALARM ATTACK |

OR

ATTACK ATTACK
OPTION 1 OPTION 2
AND AN D/
Message Message Identify aircraft
Deletion injection target MESSAGE
’ MODIFICATION
Aircraft OR
reconnaissance
| Overshadowing | | Bit-flipping
WND
Originate Set up Place the Modify Modify Originate Set up
high hardware to transmitter Status of CRC to signal to hardware
power overshadow in the correct the validate superimpose to hit-
signal signals position to aircraft message legitimate flipping
the target signal

Figure 15. False Alarm Attack Tree.
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Table 12. Classification dfalse Alarm Attaclattack impact by aviation experts.

Participant | Severity

ATM expert | 4

ATC 4
ATC 4
ATC 4
ATC 4

which has not been set by the crew of the respective aircraft. The attack affects ithe conf
dentiality and integrity of ADSB.

Target: Ground segment and aground segment.
Attack Technique: Message deletion, messaggction and message modification.

Technical Difficulty: Medium [57]. Figure 15 exhibits the combination of varioushtec
nigues for executing false alarm attack. Hitack tree shows the options that the attacker
can choose after doing aircraft reconnaissance in order to identify the desired target.

Impact: Aviation experts in air traffic control classified the attack with a severity of four.
The participants stated the same considerations. The increase in the air traffic controller
workloadwould be caused due to the additional procedures that have toldveefblin
accordance to the regulations for each kind of alarm. They have to be followed even
though the alarm is false. Table 12 shows the classification by ATM expert and air traffic
controllers.

Analysis by aviation experts

It was determined by all thgarticipants that the attack would not cause any critica-situ
tion but it would create safety concerns if the code is of a hijacked aiceraitcraft
emergencyand consequently that will increase the workload of the air traffic controller in

anunnecesary task. A participant stated: Al
different airplanes not only create confusion but also would draw the attention of the air
traffic controller i n t as.dtsastalkoaconsideotieat n ot

radio communications with the crew will solve the problem, but in the case of a hijacked
airplane the ATC cannot trust in the crew.

Mitigations:

a. Follow the standard procedures givie the Document 4444 by ICA(B4] in the
case of an emergency code such as 7700, 7600 and 7500.

b. If there is not radio communication with the aircraft, it is needed to confirm with
the airline the real status of the airplane.

c. Thesame procedure applies if the aircraft has a hijacked code, and it is net poss
ble to trust in the crew.
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4.1.10 Aircraft Flood Denial

The attack has the main objective to jam the 1090 MHz chanriké GPS signalshich

are transmitting the information to the aircraft. It would cause the denial of service of
ADS-B system that provides surveillance inforroatito the aircraft. As noted by
MccCallie [7] the difficulty of the attack is determined based on the proximity that-an a
tacker has to have to the aircraft. Therefarstate sponsored attacker is the only one who
might have the airborne equipment to approach in the air to a high altitude flygregtai

for example a drone or a military aircraft with such capabilig§. The other attackers
have the opportunity to jam the signals of an approaching ¢ineoground aircraft since
they can have easy access to the facilities of an aifpdrtThe attack affects the avail

bility of ADS-B

Target: Air segment and aiground segment.
Attack Technique: Jamming that disrupts 1090 MHz channel or GPS signals.

Technical Difficulty: Medium[7]. The steps considered for this atté€Elgure 16)require
jamming and the correct identification of the aircraft making use of aircraft resennai
sance.

Impact: Table 13 shows the classification of the attack made by the consulted pilots. The
attack represents a real problem for the pilots as it can be evidenced in the similarity of the
responses and the classification of the impact severity of the attack with a level of 3.

Analysis by aviation experts:The participants agreed that the attaaises safety ¢o

cerns in congested air spaces and adversarial weather conditions, since the traffic is high
and there is more probability of mar collisions. Providing information of the problem

to the ATC will help to increase the situational awareméssr traffic controllers as well.

All the participants stated that this attack could cause a possiblaimudllision because

there is a loss of situational awareness about the traffic which is around the plare. More
ver, the loss of the traffic frorthe CDTI cause that the pilots do not have the ability to
prevent a possible TCAS alarm with enough time in advance. It might be possible that
TCAS uses ADSB signals and therefore the system works with the reception ofghe si
nals of two aircrafts simulteeously. That means that while receiving the signals from only

| AIRCRAFT FLOOD DENIAL |

|

| Jamming aircraft |

AND
Identify aircraft SiSnf-l'
target Jamming
AMND
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jamming on the range of the
1090 MHz target
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Figure 16. Aircraft Flood Denial Attack Tree.
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Table 13. Classification dircraft Flood Denialattack impact by aviation experts.

Participant | Severity
PILOT 3
PILOT 3
PILOT 3
PILOT 3
PILOT 3

one airplane, the system would not give any advisory resolution to any crew.

The general perception was a real safety issue which can be manageable by the pilots with
the radio communications with ATC and other aircrafts. However, they would be limited
to the information of the AT®ecause of the loss of safety elements sucheaé&DSB

and TCAS

Mitigations:

a. Inform to ATC about the issue in order to confirm if the position of the aircraft is
still displayed on the ATC radacreen.

b. Increase situational awareness on radio communications to be aware of the other
nearby aircrafts.

c. Follow the instructions according to MEL for the maintenance of the aircratft.

4.1.11 Ground Station Flood Denial

The attack is executed with the same technique as for the aircraft flood denial attack. The
attacker must get proximity to the ground station in order to emit jamming signals that
disrupt completely ADSB transmission and reception in the 1090 MHz frequdiig.

The attack affects the availability of AEES

GROUND STATION FLOOD
DEMIAL
I
Jlamming ground
station

AND
Identify ground Sign?l
station Jamming
target
AND
Emit signal Place jammer in
jamming on the range of the
1090 MHz target
Frequency

Figure 17. Ground Station Flood Denial Attack Tree.
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Table 14. Classification @gsround Station Flood Deniattack impact by aviation
experts.

Participant | Severity

ATM expert | 2

ATC 2
ATC 2
ATC 2
ATC 2

Target: Ground segment and aground segment.
Attack Technique: Jamming that disrupts 1090 MHz channel or GPS signals

Technical Difficulty: Low [7]. Figure 17 depicts the straightforward steps that can be
followed by an attacker and that confirms the low classification that cyber security experts
give to this attack.

Impact: The classitation made by the air traffic controllers considered the real loss of all
the aircrafts shown on the screen (Table 14). The aviation experts classified the severity as
level two, demonstrating that this attack might cause significant reduction of saparat
between aircrafts.

Analysis of aviation experts:The participants consider that losing the aircrafts from the

radar screen might be a critical situation only if the air space is congested. Tha-conve

tional control would help but there could be condlid the standard separation of the ai

pl anes is reduced. An air traffic controll e
I woul d not remember where all the aircraf
could take time and the capacdithe airspace is reduced, which will force many aircrafts

to be diverted to alternate airports.

Mitigations:

a. Switch to a less accurate surveillance system and reduce the capacity of the ali
space.

b. Inform to all the aircrafts of the air space abahé poblem in order to alethem
andto increase the situational awareness of the crews.

c. Divide the air space with other air traffic controller and extend the separation with
aircrafts to reduce the probability of a rad collision.

d. Start conventional cordlt to send the airplanes to holding patterns or alternate ai
ports in order to reduce the congestion.
4.2 Dynamic Analysis of Cyber Attacks against ADS-B

To complement the analysis it is important to assess the attacks based on a-basedrio
approach as its stated by McCallig7]. However, the countless scenarios derived by
many additional factors such as adverse meteorology conditions, amount of air traffic,
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Table 15. Average severity of impact of attacks

Attacks Severity of Impact Average
GroundStation Flood Denial 2
Aircraft Disappearance ATC 2
Virtual Trajectory Modification 3
Aircraft Flood Denial 3
Ground Station Multiple Ghost Inject 3
Aircraft Target Ghost Inject 4
Aircraft Disappearance PILOT 4
Ground Station Target Ghost Inject 4
False Alarm Attack 4
Replay Attack 5
Aircraft Spoofing 5
Aircraft Reconnaissance None

failures in other type of communications or emergencies in the aircraft, and that may occur
in aviation due to the complexity of the system, will always limit the analysis. Therefore,
the attacks are dynamically analyzed based on the threat model describetibim 4.2.1

and theaveragampact results given by the aviation expevtsich are summarized inaF

ble 15from the most severe to the least severe attack

4.2.1 Threat Model

A threat model is considered to focus the study in the main intentions of the attacker and
to analyze the impact on the mission of aviation based on the results of the interviews. It
was taking into consideration that the means to affect a safety citidtructure such

as aviation, is not anymore only physicalt blso cybephysical, thantegration and ao

trolled coordination between dyoard and ofboard systemf85], and the transition from
analog to digital communications in aviatipf®], which are creating new possibilities for
cyber attackers. The attackers are categorized based on the main objective that each a
tacker aims to achieve. The adversaries were categorizechalyded as follows:

a. AScr i pt :tHS kad af atacker aims to execute actions with readily avail

ble software and hardware in the public market. Although the capabilities of script kiddies
cannot be exactly defined, they can also perform attackiffeedt levels of difficulty if

they can count with sensible information of the aeronautical network and operations. The
main intention of the attacker is to cause confusion or annoyance to the air navightion tra

fic management.

43



Due to the availability osoftware tools such as softwatefined radios (SDR), the script
kiddies might execute any of the attacks analyzed on this thesis. The attacks might create
confusion in the air traffic control or in the cockpit, if the attacker is in close proximity to
anairplane. The attacks could become safety concerns into incidents as it is evidenced in
the results given by aviation experts. However, the capacities to create an impact of large
scale surpass the capabilities of this kind of attacker.

b. Cyber Criminals: category is divided into two groups according to the intention

to better analyze the objectives of a criminal. This kind of attacker possesses qude consi
erable capabilities to cause an extensive impact on the system, also the equipment used is
more complg in order to achieve the proposed effect.

- Economic purpose attacker:the attacker has as main objective to obtain @A ec
nomic gain by means of cybattacks on ADSB infrastructure.

An attacker who aims to get any profitable gain might use aircrafhneissance to dat

er information in order to make economic intelligence. In addition, the attacks against a
specific aircraft such aaircraft target ghost inject and aircraft flood denial can be used to
create safety concerns, related with the propectiom of the CDTI display of the @i

plane, in the pilots and maintenance personnel. That would force to make an annotation on
the book of the aircraft that might lead to ground thplare. The economic gain isiev
dencedn the airlines and manufacturergat are competitors of the affected company.

Another consideration is related with other type of criminal such as smugglers or drug
traffickers. These criminals can use ground station ghost inject attack to have the ability to
divert the attention of thauthorities to a ghost airplane while at the same time an illegal
aircraft is using another trajectory to reach a desired destination. The event can only be
considered in a NoRadar Area (NRA).

- Terrorist attacker: the attacker has as main objective tatgechaos and massive
death of people to create fear. Aviation has been used for criminals to execute te
rorist attacks such as the events on September 11 of 2001 and the longitist of h
jacked aircrafts in aviation history.

To create a huge chaos the terrorist attackers might use ground station multipl@-ghost i
ject, aircraft disappearance and ground station flood denial. These attacks were rated by
the aviation experts as those that can cause the most severe impact am aystem.

Those attacks can create lots of confusion, which can lead taingdllisions and co-

flicts, but the certainty to achieve an accident is far from the capacities that a cyber attack
might provide as it can be evitged in the results of chapté. However, a special ce
sideration is the use of aircraft reconnaissance to track commercial aircrafts, and use it as a
tool to improve the efficiency to target a specific airplane with military weaponry.

C. State sponsored attackersthe category is dived into two groups according to

the specific intention that the state wants to achieve at a high level. The attacker counts
with specialized and military equipment to cause latme damage in ADB system

and air navigation.

- Cyberwarfare attacker: the main intention of the attacker is to create cyber
attacks against AD8 system with political motivations in order to affect financial
stability of the target state.

The attacks can be executed massiwahge this kind of attacker can use tools that are
more sophisticated. For instance, to create a large impact in the economy of a country it is
useful to use ground station flood denial in many airports in the target country. The same
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way as the massivetatk using aircraft target disappearance to create conflicts in the most
congested air spaces of the target and to make the biggest economic impact due-to the d
lays and ground of many flights. The other attacks do not represent a real problem since
the impact evaluated by the aviation experts would not cause the necessary damage i
tended by this kind of attacker.

- Military attacker: the main objective of the attacker is to execute attacks with
high level equipment such as jammers, software, hardware aritbraadmilitary
weaponry to obtaia military advantage.

In order to gain any military advantage, aircraft reconnaissance plays a key role to identify
those military airplanes, which are using ABSsystem without encryption. Moreover,

the massive jamm@on ground stations of the system would force to the enemy to use
less accurate surveillance system. For that purpose, the ground station flood denial attack
might be ideal to create the desired impact. With the advanced tools that a state sponsored
attaker can use, the aircraft flood denial can be used to jam the signals not only of ADS
B, but also GPS of an aircraft, creating difficulties for military airplanes to execute high
accuracy approaches while using the capabilities of -BCd GPS.

In a military context, the use of ground station multiple ghost inject can be used to create
confusion to the enemy. The injection of multiple airplanes can deviate the attention to
other areas to make a trap and to carry out an attack in a different target. Althaug
confusion can be neutralized with the use of a primary radar, with the elimination of pr
mary radars around the world that might be a vulnerability.
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5 Conclusions and Recommendations

5.1 Conclusions

This thesis accumulates the information and knowledgaimed from the academic,
hackers and aviation communities to systematically analyze the-aitheks against
ADS-B and to determine the possibiepact that these threats can cause to aviation. For
the purpose of the analysis, aviation experts wereudtealsin regards to the topic to get

an approach to the truth, the safety impact of the attacks and the mitigations that can be
executedby controllers and pilots to cope in this kind of situations. In this thesis, a
different threat model was consideredarder to make a dynamic analysis of the cyber
attacks and the possible intentions of the attackers. It was taking into consideration that the
means to affect a safety critical infrastructure, such as aviai@not anymore only
physical, but also cylephysical due to the availability afpensource softwareefined

radios that are creating new possibilities for cyber attackers.

The findings of this thesis have identified the lack of awareness of aviation experts about
the vulnerabilities of ADSB. It was determined that the experience and the capacitation
that aviation personnel have could be an important factor to deal with aatidel. The

study identified that the commaifect caused by the attacks in air traffic controllers is the
increment ofworkload. The attacks a@uld be dangerouslepending on the level of
congestiorof the airspace, the magnitude of the attack and the conditions in the moment
of execution.Additionally, the results of pilots interviews considerdtt the attacks

might cause loss of situational awareness &nde to takeunexpected decisions that
might lead taundesirable consequencése study identified as aoncern how to identify

a cyberattackagainst ADSB. The cetection part ishe most difficult for the operate of

the system. Thprocedure after the detection can be executed according to the experience
and criteria of the air traffic controllerand pilots Therefore, the aviation professionals
require training to identify the differenyberattacks against BS-B system

The analysisclassifiedaircraft disappearance and ground statiomdlaenial withthe
maximum level ofseverityof impact among all the cyber attacks. The severitR for
these attacks was givatcording toOSA ED78A/D0264 classification atrix. It was
determinedthat these attacks cacause enough confusion to make the air traffic
controllersto lose situational awarenesstbf controlledairgpace. The common factor of
the attacks ighe disappearance of one or all the aircrafts. Thexeforcan be concluded
that disappearing is more dangerous that injecting a ghost aircraft or modifying aB ADS
message.

Aircraft target ghost inject, ground station target ghost inject, false alarm attack and
aircraft flood denialvere classifiedvith animpact severity of 3 or 4These attacks wit
medium severity cannatause a major effect in theeronauticabperations. The attacks
also might be handled with the current toat&l procedurethat aviation experts currently
have. On the other hand, grmlistation multiple ghost inject attack was asskbgeall the

ATC expertswith a seerity of 3. Snce the increase in the workload of the air traffic
controllers could be high, there could be lots of confusion if the switch to other
surveillance systens not executed immediately. In addition, an ATM expert explained
that the attack might be mitigated with filtering procedure due to the fusion of information
with other surveillance system; however, it was also noted that the multiple injection could
oveload the data processor system and leave the ATC without display.
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The attacks assessed aldssifiedwith impact severity of 4 or 5 were aircraft spoofing

and replay attacklhe analysis revealdtiat these attacks are easy to identify and easy to
handle due to the straightforward manner
airplaneso with information provi d&ith by ai
the current procedurebée ar traffic controllersare able to deal with the attacks with no

further consequences.

The dynamic analysiassessed atfeers with different profiles and intentions. One of the
main intentions is to create confusion. The attackers who aim low level gbgatight

use attack techniguesich as single injections or single message modificat@achieve

a specific low level purpose. On the other hand, the high level attackers require a
combination of cyber attacks to genread@oughconfusion in aviation ystem such as
massive disappearance of aircraftsground station flood deniaHowever, based on the
analysis the cybeaittacks do not provide the attackers with the certainty and the sufficient
ability to cause an accident.

5.2 Recommendations

The main reeammendation is to create awareness about the vulnerabilities of the system to
pilots and air traffic controllers. In order to provide moapacitation to face thisnd of

events it is recommended to train aviation personnel with ATC and aircraft sirsulato
with scenerios of cybeattacks. The training would give more abilities to idgn#éifcyber
attack stuation and would providenowledge of procedures that must be folllowed to
avoid anymislead action.

The second recommendation is to encourage aviatioth information technology
industries to work together on the discovery, research and mitigation of cyber threats.
Experiments in real environments should be exectuted to determine the feasibility and the
consequences of a cyber attack against /DS hatwould allow to take the necessary
meassures to fadde attacks, instead of waiting until an accident occurs to issue new
regulations or procedures as it has been evidenced in aviation in the aftermath of every
accident.
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Appendix

Background of participants

PARTICIPANTS | EDUCATION BACKGROUND YEARS OF | ADS-B
DISCIPLINE EXPERIENCE | OPERA-
TION
ATM EXPERT Bachelor in| Local support engineer 10 YES
Navigation and
Surveillance
Sytems
Master's Degreg Estonian  Air  Navigation
Telecommunicatio| Services Engineer
ns
Doctor of| Head of Surveillance an
Philosophy (PhD),| Navigation System;
Electrical, Subdivision  Estonian Al
Electronics and Navigation Services
Communications
Engineering ATM Expert Estonian Air
Navigation Services
ATC Tartu Aviation| Lennart Meri Airport Air 15 YES
College degree Traffic Controller
Technical Training| Estonian ~ Air  Navigation
services
ATC Bachelor in| El Dorado Airport Air Traffic 18 YES
Aeronautical Controller
Engineer
Master's Degree i Aviation Safety Consultant
Aviation Safety
ATC Bachelor in| Millitary Air Traffic 25 YES
Aeronautical Controller
Engineer
Master's Degree i El Dorado Airport Air Traffic
Aviation Safety Controller
Aviation Safety Consultant
ATC Bachelor in| ElI Dorado Airport Air Traffic 30 YES
Aeronautical Controller
Engineer

Master's Degree it
Aviation Safety

Aviation Safety Consultant
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PILOT Bachelor Military Pilot 18 YES
Aeronautical
Administration, Fokker 50 Copilot/Pilot
Colombian Air
Force Academy Airbus 320 Copilot/Pilot
Boeing 787 CopilotPilot
PILOT Bachelor Military Pilot 14 YES
Aeronautical
Administration, Boeing 737 Copilot/ Pilot
Colombian Air
Force Academy Airbus 330 Copilot/Pilot
PILOT Badhelor in | Fokker 50 Copilot/Pilot 16 YES
Aeronautical
Science,  Pacifig Airbus 320 Copilot/Pilot
Aviation Academy
PILOT Bachelor Military Pilot 15 YES
Aeronautical
Administration, Airbus 318 Copilot/Pilot
Colombian Air
Force Academy
PILOT Bachelor in | Airbus 320 Copilot/Pilot 18 YES
Aeronautical

Science, Pacific
Aviation Academy

Boeing 767 Copilot/Pilot
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Air traffic controllers  questionnaire
AIR TRAFFIC CONTROLLERS QUESTIONAIRE

PREDICTED REACTIONS OF AIR TRAFFIC CONTROLLERS TO CYBERTA
TACKS AGAINST ADSB SYSTEM

Camilo Pantoja

Section 1: Formal information of theterviewed person:
Name of Organization:

Position :

Section 2: Main questionnaire:

The current implementation of ABB is being carried out worldwide and there are still
concerns related with the vulnerabilities that could be exploited through thifigden
cyberattacks. The attacks might affect the confidentiality, integrity and availability of the
system. The attacks against confidentiality provides to the attacker unauthorized info
mation. The attack against integrity modifies the information o5A&Dmessages and the
attacks against availability disrupt the access to the information of the system.

Now we are going through the attacks which affect the confidentiality, integrity arld avai
ability of ADS-B. Every attack will be explained for your knaglge and then a set of
guestionswill be asked for every attack. The attacks @mund Station Target Ghost
Inject, Ground Station Multiple Ghost InjedReplay Attack Aircraft Spoofing Virtual
Trajectory Modification Aircraft Disappearancd-alse Alam AttackandGround Station
Flood Denial

a. Do you have any standard procedure to deal with this situation?

b. How do you belieg you can cope withit

c. How would you rate the impact of the attack according to OSA ED78A/D0O264
classification matrix?

d. What wouldbe the most critical situation that the attack might cause?
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Pilots questionnaire
PILOTS QUESTIONAIRE

PREDICTED REACTIONS OF PILOTS TO CYBER ATTACKS AGAINST ADBB
SYSTEM

Camilo Pantoja

Section 1: Formal information of the interviewed person:
a. Name of Organiation:
b. Position :

Section 2: Main questionnaire:

The current implementation of ABB is being carried out worldwide and there are still
concerns related with the vulnerabilities that could be exploited through the identified
cyberattacks. The attackwight affect the confidentiality, integrity and availability of the
system. The attacks against confidentiality provides to the attacker unauthorized info
mation. The attack against integrity modifies the information of AAD@essages and the
attacks agaist availability disrupt the access to the information of the system.

Now we are going through the attacks which affect the confidentiality, integrity arld avai
ability of ADS-B. Every attack will be explained for your knowledge and then a set of
guestionswill be asked forevery attack. The attacks akercraft Target Ghost Inject
Aircraft DisappearancandAircraft Flood Denial

a. Do you have any standapdocedure to deal with this situation?
b. How do you believe you can cope with it ?

c. How would you rate th impact of the attack according to OSA ED78A/D0264
classification matrix?

d. What would be the most critical situation that the attack might cause?
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