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Evaluating Cybersecurity Capabilities: Organisations’ Perspective

Abstract: To assess their current security posture and pinpoint areas for improvement,
cybersecurity capability evaluations serve as crucial tools for organisations. This thesis
delves into the landscape of existing methods outlined in the scientific literature, explores
practices at the state level, and investigates efforts to aggregate data across multiple
countries simultaneously.

Through the selection process, ten relevant methods were identified from the literature,
while six countries and five data aggregation methods were chosen for analysis at the
state level.

The research places a primary focus on the individual organisation within the broader
context, aiming to discern how data-gathering practices within the identified methods
consider individual organisations and whether such data reaches higher levels through
data aggregation.

The possible challenges and limitations of the described approaches are identified,
and possible directions for further work are identified. The intention is to help progress
towards a unified evaluation method for organisations, ensuring results that are both
comparable and relevant. By addressing these considerations, the research contributes to
the ongoing efforts to enhance the efficacy and standardisation of cybersecurity capability
evaluations.

Keywords: cybersecurity capability evaluation, organisations’ perspective, cybersecurity
index

CERCS: T120 - Systems engineering, computer technology



Kiiberturvalisuse taseme hindamine: organisatsioonide vaade

Liihikokkuvote: Kiesoleva turvapositsiooni hindamiseks ja parandamist vajavate vald-
kondade leidmiseks on kiiberturvalisuse taseme hindamised organisatsioonide jaoks
tiliolulised tooriistad. Kiesolev 16putdd uurib teaduskirjanduses vilja toodud olemas-
olevaid meetoid, riigi tasandi praktikaid ja mitme riigi andmete koondamisel jargitavaid
praktikaid.

Valikuprotsessi kdigus tuvastati kirjandusest kiimme asjakohast meetodit, riigi tasan-
dil analiitisimiseks valiti kuus riiki ja viis andmete koondamise meetodit.

Uurimistod keskendub esmajoones tiksikule organisatsioonile laiemas kontekstis,
plitides vilja selgitada, kuidas tuvastatud meetodite raames kasutatavad andmete kogu-
mise praktikad arvestavad individuaalsete organisatsioonidega ja kas sellised andmed
jouavad ldbi andmete koondamise korgemale tasemele.

Selgitatakse vilja kirjeldatud ldhenemiste voimalikud puudused ning vdimalikud
suunad edasisteks uurimustoodeks. Eesmirk on aidata litkuda organisatsioonide iihtse
hindamismeetodi poole, tagades nii vorreldavad kui ka asjakohased tulemused. Neid
kiisimusi késitledes aitab uurimus kaasa kidimasolevatele joupingutustele kiiberturvalisuse
voimekuse hindamiste tdhususe ja ithtlustamise suurendamiseks.

Votmesonad:Kiibertruvalisuse taseme hindamine, organisatsioonide vaade, kiiberturbe
indeks

CERCS: T120 Siisteemitehnoloogia, arvutitehnoloogia
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Abbrevations and Definitions

Abbrevations

CSIRT - Cybersecurity Incident Response Team

ECCC - European Cybersecurity Competence Center
eGA - e-Governance Academy

ENISA - The European Union Agency for Cybersecurity
EU - European Union

G20 - Group of 20. Intergovernmental forum made up of the largest economies of
the world.

GCI - Global Cyber Security Index

GDPR - General Data Protection Regulation

ICT - Information and Communication Technologies
ITU - International Telecommunications Union

ISACA - Global association of IT professionals focused on governance. Previously
known as the Information Systems Audit and Control Association

ISMS - Information Security Management System
IOT - Internet of Things
NCC - National Coordination Center

NCISA - the National Cyber and Information Security Agency of The Czech
Republic (NUKIB in Czech)

NCSC - National Cybersecurity Center

NCSI - National Cyber Security Index

NIS2 - Network and Information Security Directive
NIST - National Institute of Standards and Technology
SETA - Security, Education, Training, Awareness
SMEs - Small and Medium-Sized Enterprises

VPN - Virtual Private Network
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1 Introduction

This thesis reviews the current state of cybersecurity capability assessments from various
angles, focusing on individual organisations. Mainly how the cybersecurity capability
evaluations are performed on individual organisations and how their experience carries
over to evaluations conducted on broader domains.

There are several reasons why an organisation might want to evaluate its cybersecurity
capabilities. First and foremost, to identify any missed vulnerabilities in the system.
If an organisation does not assess the current state, then there is no basis for building
improvements. However, even in an organisation with strong preventative measures in
place, security incidents can still happen. In such cases, the organisation must be aware
of its capability to maintain normal operations and minimise damages in the face of
security breaches.

Organisations need to be aware of their cybersecurity posture for their own sake but
are also facing regulatory pressures. All EU member states have until October of 2024 to
ratify the NIS2 directive [1], which replaces the previously in effect NIS directive [2], in
their national law. Article 21 [3], paragraph 1 of the directive states:

"Member States shall ensure that essential and important entities take appro-
priate and proportionate technical, operational and organisational measures
to manage the risks posed to the security of network and information systems
which those entities use for their operations or the provision of their services,
and to prevent or minimise the impact of incidents on recipients of their
services and on other services."

Furthermore, paragraph 2 of the same article specifies that "policies and procedures
to assess the effectiveness of cybersecurity risk-management measures" are a required
part of the measures referred to in paragraph 1. This means that cybersecurity capability
evaluations must become a regular part of EU member states’ cybersecurity policies.

Furthermore, a robust security posture is not only essential to the organisation itself
but also to other connected organisations and the environment as a whole. In December of
2023, Asper Biogene, a company that provides genetic testing services for its customers,
fell victim to a data breach [4]. Criminals obtained the personal data of about ten
thousand patients, including genetic testing results. The Data Protection Inspectorate
claims that in this case, the business clients of Asper Biogene, as the data controllers, are
also responsible and could face legal consequences [5]. Reliance on third-party vendors
for business operations and services is an increasing source of risk for all organisations
[6].

There are several ways to evaluate the cybersecurity capabilities of an organisation.
Leszczyna performed a literature review [7] describing the methods available in the
scientific literature and assessing their applicability in the real world. He identified six



common categories of cybersecurity assessment methods: checklist-based evaluation,
compliance checking, vulnerability identification and analysis, penetration testing, simu-
lation or emulation-based testing, and formal analysis and reviews. This thesis mainly
looks at methods belonging to the checklist-based evaluation and compliance-checking
categories, with some methods similar to formal analysis and reviews.

In addition to single organisations, evaluations are performed on more significant
subjects, like whole economic sectors [8] and countries [9]. The end goals of these
evaluations are the same. Still, due to the larger scale of the subjects, they can be
considered a different kind of system altogether and need another approach method for
evaluation [10]. These evaluations rely much more on the environment the subject is in,
using a more top-down approach. For example, the legislation and existence of certain
agencies are taken as a measurement of cybersecurity capabilities.

The thesis aims to explore the existing approaches to cybersecurity capability eval-
uations for organisations and investigate how the cybersecurity posture of individual
organisations is considered at a broader level.

Measuring, Assessing, Evaluating According to Huitt [11], measuring, assessing,
and evaluating are three distinct processes. Measuring is the process of attributing a
numerical value to the characteristics of an object or a part of an object. In the context
of this thesis, measuring is defined as attaching a numerical value (or a score) to the
cybersecurity capabilities, or a single aspect of the capabilities, of a given subject (a
country or an organisation). Assessment is the process of collecting data on a subject
to make judgements about them. In the context of this thesis, assessment is the process
of gathering data about a given subject’s cybersecurity capabilities. Evaluation is the
process of determining the capabilities of a subject through the data collected during
assessment. In the context of this thesis, evaluation is the process of appraising a subject’s
cybersecurity capabilities according to the data collected during the assessment.

The thesis is structured as follows. The introduction section (Section 1) sets out to
give the reader a general introduction to the topic, introduce the research problem, and
the author’s motivation and contribution. Section 2 details the research methodology
and limitations of the thesis. The following three sections each examine cybersecurity
capability assessments from three different perspectives. Section 3 explains the current
state in scientific literature, looking separately at proposed methods and independent
evaluations that have been carried out. Section 5 reviews the methods of practices
that aggregate data on several countries in parallel. Section 4 examines how six EU
member states (Finland, Estonia, Latvia, Lithuania, Poland, and the Czech Republic)
have approached the problem in their respective countries. Following the three sections
on findings is Section 6, which describes the validation method and discusses the thesis
findings. Section 7 is the thesis’s conclusion and final section.



1.1 Motivation

The motivation for the thesis is to support the development of a tool for assessing
cybersecurity capabilities named Framework for Security Level Evaluation (F4SLE) [12].
This thesis supports the development of FASLE by providing background research on
capability evaluation methods already available and by describing their strong and weak
points. FASLE is also one of the methods described in Section 3.

Currently, FASLE is in the pilot study phase. As part of the CHESS' project, F4SLE
is being tested in organisations from Estonia and the Czech Republic.

1.2 Research Question

The thesis aims to answer what the current approaches for cybersecurity capability
evaluations for individual organisations are. Furthermore, the thesis aims to explore what
approaches have been taken by countries and initiatives that aggregate data on several
countries at once. The primary research question (PRQ) can be worded as follows: What
are the limitations of presently proposed methods and practices of cybersecurity
capability evaluations on organisations? To answer the primary question, the following
secondary research questions (SRQ) should be answered:

* SRQ1: What methods have been proposed in the scientific literature for conducting
cybersecurity capability evaluations on organisations?

* SRQ2: What methods have been employed for one-time capability evaluations in
the scientific literature?

* SRQ3: What are the practices employed at the country level for cybersecurity
capability evaluations?

* SRQ4: How do data aggregation methods used in cybersecurity capability evalua-
tions consider individual organisations?

1.3 Contribution

The author searched for and reviewed available scientific literature on the topic (Section
3). The scientific literature was divided into two parts: proposed methods and performed
assessments. The author also examined how six EU member states (Finland, Estonia,
Latvia, Lithuania, Poland, and the Czech Republic) have approached cybersecurity ca-
pability assessments in their countries (Section 4). The author also researched relevant
cybersecurity evaluation data aggregation practices (Section 5). The author also inter-
viewed experts from the Czech Republic and Estonia. As part of the CHESS program,

Thttps://chess-eu.cs.ut.ee/
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the author also took part in a trip to Brno in Czechia to visit colleagues at Masaryk
University.

11



2 Research Method

2.1 Literature Selection Process

The author performed a literature review following the methods outlined by Kitchenham
[13] to assess the current state of cybersecurity capability evaluation methods and
individual evaluations in the scientific literature.

The author used a previously performed literature review [7] on the topic as a starting
point to find relevant research literature. The author was introduced to the review in a
course on master thesis writing as recommended reading. Furthermore, snowballing was
used to identify more relevant studies in the literature reviews of the methods described
by Leszczyna.

The author performed a keyword search through the Google Scholar database to
cover research published later than the previously mentioned literature review and
the papers described in the review. The keywords used to perform the search were
cybersecurity, information security, assessment, capability, evaluation, measuring, level,
and preparedness. A lower publishing date limit of 2021 was used to limit the results.
The Google Scholar search engine returns the search results it deems relevant to any of
the inserted keywords, not only those relevant to all. The author also tried to maximise
relevant results using search operators and quotation marks. Combining keywords would
yield several thousand results even with the date limit and extra parameters. For example,
the keyword combination "cybersecurity level evaluation organisation" yielded 17,300
results. The search engine places the most relevant results at the top, so the author sifted
through the results until no more relevant papers could be found.

Papers that were not generally applicable or too technical were excluded. General
means that the central method proposed in the paper should apply to any organisation
to help them evaluate their cybersecurity capabilities regardless of specialisation. Also,
methods that relied only on technical measures like network scanning or penetration
testing were excluded.

Following these steps, the author identified nine relevant scientific papers. Four
were through previous literature reviews, three were through snowballing, and one was
through a database search. The nine papers cover eight methods, with two introducing a
method and a pilot study. In addition, the author also decided to include the F4SLE [12]
method in the analysis. Figure 1 illustrates the initial method search process.

Four methods from | Snowballing Three additonal ] Keyword search One additional
literature review methods J method

Figure 1. The initial method search process.

The thesis also reviews the methods of one-off cybersecurity capability evaluations
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found in the scientific literature. To limit the scope of results, the author decided only to
review evaluations performed on the countries described in Section 4. A combination
of the previously listed keywords and the name of the given country was used to find
research literature on specific countries. In the case of the Czech Republic, both currently
accepted international names of the country, the Czech Republic and Czechia [14],
were used in the search. In the case of countries, the focus was on finding performed
evaluations, not methods. Through the database search, the author was able to find seven
relevant papers, but none on Latvia or the Czech Republic.

2.2 Data Aggregation Method Selection Process

The most common cybersecurity capability data aggregation methods are cybersecurity
indices. There are several different approaches to what an index is. For example, the
New York University’s Tandon School of Engineering publishes the Index of Cyber
Security [15], a single numerical value representing the overall perceived threat level of
the current cybersecurity environment. For the purpose of this thesis, the author chose to
focus on indices that rank and aggregate data on countries.

Furthermore, many indices rank countries according to different perspectives, like
the OECD Better Life Index [16]. In this thesis, the author chose to focus on indices that
specifically measure cybersecurity and cyber-related capabilities.

The chosen indices also had to be currently active for a better comparison base and
to ensure relevancy. The author excluded any indices that had not been updated or were
seemingly inactive for over two years.

Based on these observations, the cybersecurity indices for comparison were chosen
based on the following criteria.

* The subjects of the index should be countries.
* The index should be focused on cybersecurity-related capabilities.

¢ The index has to be active.

Through an Internet search, the author was able to find five indices that align with
the specified criteria. These indices are described and compared in Section 5. The
author also supplemented Internet searches with an investigation of literature reviews on
cybersecurity indices [17], [18], but these did not yield any additional relevant indices.

In the case of the National Cyber Security Index, the e-Governance Academy was
contacted directly over email for additional information about the methodology. This has
been pointed out specifically in the text.

13



2.3 Country Selection Process

To compare state-level approaches to cybersecurity capability evaluations, six countries
were chosen: Finland, Estonia, Latvia, Lithuania, Poland, and the Czech Republic.
These particular countries were selected due to their geographical closeness to and the
similarity of their geopolitical situation to that of Estonia. With the main challenge being
the proximity of Russia to the East [19], [20]. The countries also provide a broad base of
comparison in history, size, and economy.

2.4 Validation

The author validated the findings by conducting two semi-structured expert interviews.
The process and results are detailed in Section 6, and the questions can be found in
Appendix 1.

2.5 Limitations

As the author is not familiar with the native languages of the covered countries, this is a
possible limitation of the research: the author cannot be sure that he was able to find all
the related information.

In the case of scientific literature, the author relied on a previous literature review [7]
on the topic to find previous research. This could mean that any literature the review’s
author missed is also missing in this thesis.

Publications by private enterprises specialising in business or cybersecurity consulting
have been excluded from the analysis. Although their methodologies would be relevant
to this topic, the publications are often vague and are mostly marketing material. These
publications aim to attract customers and do not want to reveal their proprietary methods
for competitors to see.

Due to time constraints and in the interest of clarity, the author decided to exclude
cybersecurity maturity models from this analysis. Although some of the described
methods share similarities with maturity models, some are based on one.

The validation was carried out with two expert interviews, and it should be acknowl-
edged that opinions among other professionals might differ. Still, the insights obtained
are a valuable contribution to this thesis.
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3 Literature Review

3.1 Introduction

The following section aims to address two specific research questions. SRQ1: What
methods have been proposed in the scientific literature for conducting cybersecurity
capability evaluations on organisations? SRQ2: What methods have been employed for
one-time capability evaluations in the scientific literature? The section is divided into
cybersecurity capability evaluation methods and performed evaluations. The first part
describes the proposed evaluation methods, and the second part describes the methods
of evaluations conducted on specific subjects. The distinction between these two types
of literature was made because each focuses on a different part of the process. Methods
mainly describe the tools and techniques that could be used to evaluate start to finish.
Independent evaluations mainly describe the results of a single evaluation, with the
methodology not being the main focus.

3.2 Cybersecurity Capability Evaluation Methods in Scientific Lit-
erature

The methods described in this subsection were chosen through the steps described in
Section 2. Each approaches the challenge of cybersecurity capability evaluations from
a different vantage point, giving a varied overview. Although, as will be discussed in
Section 6, there are many issues still left unresolved.

Organisations can vary widely in all their aspects, and what works with one might
not work with another. You et al. [21] proposed a cybersecurity capability assessment
approach that can be tailored to fit the needs of each individual organisation. According
to the methodology, an assessment can be carried out in four stages: the preparation
phase, the check phase, the classification phase, and the improvement and review phase.
In the preparation phase, officials performing the survey determine the criteria and control
items best suited for the assessed organisation. The check phase: The officials compile a
survey based on the identified criteria, distribute it, and retrieve it. In the classification
phase, the officials divide the criteria identified in the first phase into three levels of
importance (mandatory, significant, and recommended). The improvement and review
phase: Based on the survey results and the classifications done in the previous phase, the
organisation’s security level is determined on a scale of O to 1. As validation, the authors
assessed 15 thermal power plants in South Korea.

Conversely to the previous, the following method has the opposite approach. Bernik
and Prislan [22] created a 10 by 10 information security performance model, named
ISP 10X10M in short. The model is made up of ten areas and ten key performance
indicators under those areas, hence the 10 by 10 name. The authors stress the wide scope
and generality of the model. The areas specified in the model are physical information
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security controls, technical and logical security controls, information resources man-
agement, employee management, information risk management and incident handling,
organisational culture and top management support, information security policy and com-
pliance, security management maturity, third-party relationships, external environment
connections. Each area consists of 10 key performance indicators that the respondents
are asked to answer on a scale of one to five, where one means a measure is not adopted
and five means fully implemented in practice.

Prislan et al. [23] followed the initial model development with a study applying
the model in a real-world scenario. The authors carried out surveys among 20 private
enterprises in Slovenia. The authors initially selected 193 enterprises to participate in the
study but were only able to get 20 to respond and fill out the questionnaire. Even though
20 might seem small, it is one of the larger sample sizes that can be found in the existing
literature where proposed methods have undergone real-world testing.

The combined cybersecurity posture of organisations in a country is an essential indi-
cator of the situation as a whole. Recognising this, Jazri et al. [24] further developed the
cybersecurity wellness idea first introduced by ITU [25] with their cyberwellness profiles
(also discussed in Section 5). The authors propose a bottom-up assessment technique
of assessing the critical infrastructure organisations in a country for an overview of the
situation in a whole country. This is opposed to the more typical top-down technique
where legislation and government attitudes are used as metrics for the cybersecurity
posture of a country. The authors compiled a questionnaire consisting of 114 cybersecu-
rity vital signs based on the NIST framework? and ISO/IEC 27001 standard®. There is,
however, no discussion on how the broader evaluation at the state level should take place.
For validation, the authors then conducted interviews among 20 critical infrastructure
organisations in Namibia and determined their cybersecurity wellness index value. On
average, the whole process took a single working day per organisation.

Seeba et al. [12] proposed the FASLE (Framework for Security Level Evaluation)
method, designed to be universally applicable across diverse organisations. Based on
the Estonian Information Security Standard (E-ITS)*, FASLE encompasses ten security
dimensions, each having four possible levels (Initial, Defined, Basic, and Standard). The
dimensions are Information Security Management System, Organisation and Personnel,
Concepts, Operation, Detection and Reaction, Applications, IT Systems, Industry IT,
Networks and Communication, and Infrastructure. The primary goal is to establish a
method that yields comparable results, aiming to evaluate the cybersecurity posture of
entire organisational groups, not solely individual entities. Additionally, Seeba et al.
[26] presented the MASS (Measurement Application for Self-assessing Security) tool,
offering a browser-based environment for organisations to work with F4ASLE. While

Zhttps://www.nist.gov/cyberframework
3hhttps://www.iso.org/standard/27001
“https://eits.ria.ee/
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FASLE is currently in the developmental phase and lacks official adoption, pilot study
feedback from 54 respondents indicates an average completion time of one to two hours.
Responding organisations promptly receive feedback through a spider chart covering the
ten security dimensions mentioned earlier.

Organisations are primarily made up of people, and cybersecurity awareness and
management processes can be as important as technical security measures. Maleh
et al. [27] introduced a capability assessment framework that focuses on improving
management processes and human aspects to increase an organisation’s cybersecurity
capabilities. As validation, a survey was carried out in a large port organisation in
Morocco among 104 IT professionals. Responding to the survey took an average of
30-45 minutes for a stakeholder from the organisation to fill it out.

Moreover, evaluating the cybersecurity awareness of the members of an organisation
can be a way to get a picture of the organisation’s cybersecurity posture as a whole. In
their research paper, Goode et al. [28] introduced a way to assess the human aspects
of organisational cybersecurity capability. The authors devised a way of measuring the
effectiveness of Security, Education, Training, and Awareness (SETA) programs in an
organisation. With the help of a panel of experts, the authors composed a questionnaire
of vignettes to test the respondent’s awareness of security risks and organisational
policy. Vignettes describe hypothetical situations employees might encounter during
their everyday work lives. For example: "Sandy’s supervisor requested her to leave
the office computer unlocked so other employees can use it while she is out to lunch or
away from the office.” As initial prototypes, the authors constructed nine vignettes and
conducted surveys in 21 SME:s for validation.

Another approach is to combine the technical and human aspects. Rae and Patel [29]
developed a cybersecurity rating scheme for small and medium-sized enterprises. The
main difference with other schemes is the addition of behavioural and risk propensity
questions in addition to questions about technical controls. For example, questions that
ask the SME representative if they even consider cyber threats an issue or who they
would go to if they needed help with a cyber issue. The authors created a survey with ten
questions on both the technical and behavioural aspects.

Some authors emphasise producing as little discomfort as possible for the subject
organisations. Like Malaivongs et al. [30], who introduced the Cyber Trust Index (CTI)
in their paper. The authors emphasise speed, flexibility, adaptability, and minimal effort
with their framework. The CTI uses binary question paths and fewer questions to make
the assessment process as easy as possible for organisations. The authors conducted a
pilot study among 35 organisations from Thailand’s critical infrastructure networks.

Following the same ideas, Qiangmin et al. [31] proposed a methodology for optimis-
ing survey-based cybersecurity capability assessments. The authors introduced a system
by which criteria that duplicate others and are of lesser importance can be removed,
thereby reducing the resources needed to fill out the survey and process the results.
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3.3 Cybersecurity Capability Evaluations in Scientific Literature

This subsection describes the methods of one-off cybersecurity capability evaluations
performed and published in the scientific literature. To limit the scope of papers, the
author chose to focus on the countries described in Section 4.

In the case of independent evaluations, the survey is a common method for data
gathering, but it is not the only one. Over the years 2016 - 2019, Szczepaniuk et al.
[32] performed a longitudinal study on implementing Information Security Management
Systems in units of Polish public administration. One part of the research defined the
conditions needed to implement an ISMS, and the second part assessed the efficiency
of information security management in public administration. The second part of the
research was conducted through surveys with 50 public administration units participating.
The authors found that there has been a steady uptake in implementing information secu-
rity management systems in public administration over the years covered. The authors
credit this advancement to increased legal pressure from European Union legislation,
including the GDPR.

With a similar approach as the previously described paper, Chodakowska et al. [33]
performed another research on local government administrators of Poland in 2022. The
study aimed to determine if local municipalities have a cybersecurity policy in place
and if it is actually being applied in practice as well. The research was conducted
through online surveys, and a request to participate was sent to all the municipalities
of Poland. From the 2477 total municipalities invited, 1787 responded, making the
response rate 72.1%. This study supports the conclusions reached by Szczepaniuk et al.
in the previously described study by stating that the majority of municipalities have an
information security management system in place. However, there is still a lot left to do.
On the negative side, the authors list the following: lack of a security policy, lack of a
habit of reporting security-related incidents, lack of security audits, lack of insurance
against the risk of cyber-attacks, and lack of appropriate staff training. The authors also
bring out an interesting paradox concerning evaluating cybersecurity capabilities and
monitoring in general. Those municipalities that have their cybersecurity infrastructure
set up correctly tend to report more incidents than those whose capabilities are lacking
in comparison. This is explained with better capabilities in general, meaning better
capabilities in incident detection, but at first sight, this finding can cause confusion.

As an example of an evaluation performed on a whole economic sector, Gavenaite-
Sirvydiene and Miecinskiene [8] studied the significance of cybersecurity in Lithuania’s
financial sector. Although the authors’ main goal was to get an idea of the significance
of cybersecurity for the financial sector, they also identified relevant risks and assessed
the preparedness of the sector.

The multi-criteria expert decision analysis method, TOPSIS [34], was selected as the
research method. The experts interviewed belonged to financial institutions such as banks
and non-life insurance companies. Furthermore, the experts were required to have at
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least ten years of experience in the financial field and work in leading positions in either
IT security, data protection or risk management. The experts were asked to rank their
institution’s preparedness to face different cyber events for the capability assessment
part. The specified cyber events were listed as malware, insider threats, denial of service,
account takeover and credential abuse attacks, phishing, web application attacks, and
ransomware. As such, the data-gathering method can be categorised as one based on
surveys. In the results of the analysis, the authors state that, in general, the Lithuanian
financial sector is aware of its weak points regarding cybersecurity and is constantly
investing in fixing them.

There are also examples where a survey-based solution is used to evaluate not only
the organisations in a country but the whole country. In 2017, Bada and Weisser-Harris
[9] conducted a cybersecurity capacity review of Lithuania. From April 24 to 26, 2017,
the researchers from the Global Cyber Security Capacity Centre (GCSCC)’ interviewed
stakeholders from the public and private sectors. The stakeholders primarily belonged to
different state government institutions, but some participants were also from the police
agencies, finance sector, academia, and the private sector. No further details are provided
on who exactly participated from the private sector. Lithuania was the 17th country
reviewed by the GCSCC. As of August 2023, the GCSCC has coordinated and facilitated
over 130 reviews worldwide, mostly in countries belonging to the global south.

The researchers used their own GCSCC Cybersecurity Capacity Maturity Model
[35] to perform the analysis. The model specifies five dimensions (Cybersecurity Policy
and Strategy; Cyber Culture and Society; Cybersecurity Education; Training and Skills;
Legal and Regulatory Frameworks; Standards, Organisations and Technologies), which
all consist of more specific sets of factors. The maturity dimensions are assessed along
the following scale: Start-up, formative, established, strategic, and dynamic.

As a result of the analysis, the authors determined that in 2017, Lithuania was in the
process of building up its cybersecurity capabilities, with legal and regulatory aspects
being the most advanced.

Lehto and Limnéll [36] conducted research into the importance of strategic leadership
in cybersecurity. The study was conducted through manual data collection and expert
interviews, emphasising the interviews more significantly. The interviews were carried
out in a semi-structured way with 40 employees in managerial roles in public and private
organisations.

The paper concludes that Finland needs a more centralised approach to cybersecurity
management, with the Prime Minister’s Office being the most likely point of concentra-
tion. According to interviewed experts, the lack of a sufficiently strong central authority
has also been a detriment to the Cyber Security Strategy Implementation Programme.

As can be seen in Section 5, another source of data for evaluations is public records.
This is usually the case when the evaluation is performed on a whole country. In 2017,

Shttps://gcsce.ox.ac.uk/home-page
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Wong et al. [37] benchmarked Estonia’s cybersecurity capabilities and compared them to
those of the USA by reviewing policy changes implemented after the 2007 Bronze Night
cyberattacks. The authors used the cybersecurity strategies of the respective countries
as the primary sources for their study. The authors determined that the USA could
benefit from rapid resource investments in cybersecurity awareness programmes and
public-private cooperation.

3.4 Summary

While there is literature available, it’s worth noting that the scope of existing research in
this area is relatively narrow.

Table 1 compares the described cybersecurity capability evaluation methods. The
column headers are explained as follows:

¢ Authors states who the authors of the method are.

* Year Published states when the study or studies if there are several papers, were
published.

* Number of Questions details how many questions the survey questionnaire con-
tains.

* Answer Scale details the exact answer scale used for the questionnaire.
* Data Collection shows the data collection approach for the method.

* Activity After Study details what further work has been done on the method after
the initial study.

* Time Investment for Subject details the amount of time an evaluation is expected
to take from the subject.

* Feedback for the Subject details the feedback the subject can expect.

* Possible to Implement shows if it is possible to implement the given method using
the information provided in the paper.

¢ Tool Used details what tool is used to facilitate data collection.

» Updating Cycle details the time period after which the method and its components
are reviewed.
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Some patterns emerge from the table. The number of questions can vary significantly
between the methods. From 20 to 200, and some do not specify the amount at all.

The question of time investment for subjects is not a big concern for the authors.
Of the three that specified the possible time investment, it varies from half an hour to a
working day.

Feedback for the subjects is another point of interest. Most authors only specify a
single score the subjects receive back without further discussing how this can benefit the
subject. Three of the methods specify that the subject gets back a separate score for each
aspect of the evaluation, which can be more beneficial.

Only one of the authors considered the updating cycle of the method in their study,
but only in the sense that the survey should be tailored to each evaluation separately. It
should be acknowledged that Seeba et al. later published a separate study specifically on
this issue [38].

Answers to Research Questions To answer SRQ1: The methods described here gather
information from organisations through surveys and interviews using a checklist-based
approach to evaluations. The methods deal with organisations directly, and the product
of the process is an evaluation of a single organisation.

To answer SRQ2: The methods here gather information through interviews or from
public sources. The subjects of the single evaluations are not organisations but local
governments, economic sectors, or countries.
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4 Country Practices

4.1 Introduction

The following section aims to answer SRQ3: What are the practices employed at the
country level for cybersecurity capability evaluations? To answer this question, six
EU member states were chosen for comparison: Finland, Estonia, Latvia, Lithuania,
Poland, and the Czech Republic. In addition to the findings here, Section 3.3 describes
independent evaluations published in the scientific literature on these same countries.

4.2 Finland

In February of 2022, the Finnish Ministry of the Interior and the Ministry of Defense
started a project to assess Finnish cybersecurity capabilities. The project evaluated the
national ability to defend against serious cyber threats and identified areas needing further
development. The workgroup also proposed legislative improvements. In April of 2023,
a preliminary report [39] of the results was published.

The report concludes that Finland is unprepared for serious cyber threats, empha-
sising the need for better cooperation between authorities. Unfortunately, the report’s
methodology section does not specify how the data was gathered. It is stated that a
survey was conducted, but there is no further explanation of who participated and what
the questions were.

As an example of an official tool that helps organisations in the country assess their
cybersecurity capabilities, The National Cybersecurity Centre of Finland is developing
the Cybermeter [40] (Kybermittari in Finnish). The tool uses the NIST’s C2M2 maturity
model as its base for the evaluation, with some adjustments made to fit the Finnish
environment better. One of the primary motivations for developing the tool is the current
fragmented state of capability measurements. Different organisations use different
methods that are not compatible with each other and which produce results that are
not comparable. With Cybermeter, NCSC-FIN aims to create a unified tool that sets a
common language for cybersecurity capability assessments among the organisations in
Finland [41]. In addition to self-assessment, organisations can voluntarily share their
results with NCSC-FIN for statistics and analysis.

Regarding raw data-gathering, Statistics Finland, the Finnish state data agency,
gathers and publishes data on the use of information technologies in enterprises [42].
Statistics have been collected on many metrics, but only one is related to cybersecurity:
the percentage of enterprises that use cloud-based security software.
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4.3 Estonia

In 2020, the Center for Security Studies in Ziirich published a report [43] on the state
of cybersecurity in Estonia. The report is one in a series of reports on the cybersecurity
capabilities of various nations. For example, some other nations assessed by the com-
petence centre are Japan [44] and Romania [45]. The report on Estonia is the latest in
the series, and none have been published since, nor have there been any updates to the
reports published thus far. The report recounts some of the most essential cybersecurity-
related events in Estonian history. It overviews the then-current state of Estonian cyber
capabilities by covering policy, strategy, and international cooperation. The report brings
out the following positive aspects of Estonia’s approach: coherence of strategic planning,
the "just do it" attitude of Estonian bureaucracy, and a commitment to international
cooperation and alliances, including a total commitment to NATO even through limited
resources. The author relied on publicly available sources, including legislation and
official government publications, when writing the report.

The National Audit Office of Estonia [46] has published three audits on the topic of
cybersecurity since 2018. In 2021, the office published an audit on the administration
and reliability of the X-Road® data exchange platform [47]. In 2018, the office published
two audits: one on the security and preservation of critical state databases [48] and one
on implementing ICT security measures in local governments [49].

The Estonian Statistics Board gathers data on ICT integration among enterprises,
including several metrics about cybersecurity. For example, data about the different
cybersecurity measures implemented in the enterprises (user authentication, patch man-
agement, off-site backups) and recent cybersecurity incidents. But also about employee
training and who carries out cybersecurity-related tasks in the enterprise [50]. According
to the methodology [51], the survey takes 67 minutes on average to fill out. It should be
noted that the survey is a lot wider and has many other ICT-related questions that are not
covered here.

In an interview with the author, the cyber risk management leader at the Estonian
Ministry of Economic Affairs and Communication stated that the ministry conducts a
simple survey among some of the ministries, the constitutional institutions and the most
significant local governments. The survey aims to identify weak points and determine
who might need additional help.

4.4 Latvia

The Central Statistics Bureau of Latvia conducts surveys among the country’s enterprises
and individual citizens, and some are related to cybersecurity topics. For example,
enterprises that provide employees with information on ICT security requirements, ICT

Ohttps://www.x-tee.ee/home
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specialists in enterprises, and individuals who have experienced security-related incidents
using the Internet. For individual persons, the data is gathered through surveys, either
done face-to-face or on the phone. For enterprises, the data is collected either through
surveys or through the enterprise’s tax declarations. Each database does not mean an
individual survey. Instead, a single survey covers several topics, separating the answers
into different categories for clarity[52], [53], [54].

In 2022, the State Audit Office of the Republic of Latvia performed an audit [55]
to answer the question: are access to information systems and the receipt of e-services
reliable? The audit concludes that it is impossible to answer this question unambiguously
due to several issues in how the data is gathered and inadequacies in the associated law.
The audit was conducted on-site through interviews and data collection in the Ministry
of Defence and Environmental Protection and Regional Development.

4.5 Lithuania

In 2015, an audit [56] was performed by the National Audit Office of Lithuania. The
audit aimed to determine if an adequate cybersecurity infrastructure has been set up and
if cybersecurity is ensured in public establishments in Lithuania. The audit analysed the
then-current regulations, strategies, management practices, and fund allocations. The
audit was conducted on-site at eighteen public establishments, mainly the Ministry of
Interior and the Ministry of National Defence. The audit covered data from 2011 to the
first half of 2015.

Statistics Lithuania, the State Data Agency, gathers information on various ICT topics
[57], among some cybersecurity metrics. Data on the following metrics is collected: ICT
security tools used by enterprises, methods of cybersecurity training, the performance
of security-related tasks in an enterprise, documentation on different security measures,
enterprises that have suffered cybersecurity-related incidents, and enterprises that have
insurance against cybersecurity-related issues. The data is gathered through a survey
sent out to enterprises in a random sample. In the latest iteration, the survey sample
covered 3100 enterprises with at least ten employees. This represents about 22% of the
total number of enterprises in Lithuania. Filling out the survey took an average of 69
minutes. It should be noted that the survey covers a wide range of ICT topics, but only
those related to cybersecurity are mentioned here [57].

4.6 Poland

Statistics Poland, the Polish Statistics Office, gathers data on several ICT topics, but
only a few related to cybersecurity [58]. In its latest publication on ICT use in the
enterprise, the following metrics related to cybersecurity were measured: enterprises
using artificial intelligence for ICT security purposes and public administration units
carrying out information system security audits.
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The Supreme Audit Office of Poland has conducted audits in the cybersecurity area,
but these have not been published in English, so they are out of reach for the author of
this thesis.

4.7 The Czech Republic

The Czech Statistical Office gathers data on many topics, including cybersecurity [59].
The statistics office records the following statistics related to cybersecurity: enterprises
in the Czech Republic that experienced ICT-related security incidents, enterprises that
experienced unavailability of ICT services, enterprises that experienced destruction
or corruption of data, Selected ICT security measures used in enterprises to ensure
the security of their ICT systems (for example data backup to a separate location,
management of user rights, VPN usage, encryption of data ICT security monitoring
systems, multi-factor authentication, biometric authentication). The statistics office
gathers the data from a survey conducted among a sample of 8000 enterprises with at
least ten employees. The chosen enterprises are also from a variety of industries.

The Czech Supreme Audit Board published an audit in 2020 of the National Cyber
and Information Security Agency and the Ministry of Interior. The audit aimed to
determine how well these entities had performed their task of implementing the National
Cyber Security Strategy of the Czech Republic. The audit was performed through on-site
interviews and data gathering but also relied substantially on surveys conducted by
NCISA. The statistics board conducted the surveys referenced here over the years 2018
and 2019. The survey aimed to determine the budget polled state agencies have for
cybersecurity and the estimated actual budget they need. The author could not find any
further information about the survey from other sources [60].

NUKIB, the National Cyber and Information Security Agency of The Czech Republic,
publishes an annual report [61] on the state of cybersecurity in the country. One part of
the report is a survey of the country’s administrators of essential information systems
and critical information infrastructure. According to one of the authors of the report,
the survey is carried out among several hundred organisations. It can take 2 - 6 hours
to complete, depending on the organisation’s size. The survey is central to the report,
and results from a given year are compared with previous years for analysis. The survey
is also a lot of work for NUKIB, possibly taking several months to complete for one
employee. However, the burden has recently been shared among several employees.

4.8 Summary

This section describes the approaches to cybersecurity capability evaluations of five EU
member-states: Finland, Estonia, Latvia, Lithuania, Poland, and the Czech Republic. The
most common pattern among the described countries is the presence of official statistics.
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The other common practice is one-off reports and audits. The reports can be done
by either interested parties from outside the country or inside, but the audits are all
done by the officially sanctioned state body. The reports’ authors have to rely on public
information and interviews, while the officials performing audits have much more power
and possibilities for gathering information.

Of the reviewed countries, currently, only Finland provides an official tool for self-
assessment to its organisations, and only the Czech Republic performs a yearly evaluation
of its critical infrastructure organisations.

Answers to Research Questions To answer SRQ3: There are several practices in
place on the country level: official statistics gathered by the state statistics authority,
and official tools provided by the state. Surveys carried out by state agencies. The
statistics offices collect information directly from organisations but do not provide any
analysis. The survey conducted by NUKIB is the only broad periodic effort to evaluate
the cybersecurity capabilities of critical infrastructure organisations that the author was
able to find. The only available tool that directly helps evaluate the cybersecurity posture
of an organisation is the Finnish Cybermeter.
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5 Data Aggregation

5.1 Introduction

The following section aims to answer SRQ4: How do data aggregation methods used
in cybersecurity capability evaluations consider individual organisations? The most
common method for data aggregation for cybersecurity capabilities are cybersecurity
indices. Cybersecurity indices measure and compare countries’ readiness to face cyber
threats and respond to incidents. Currently, several different indices are active around
the world. Due to the differences in methodology and sources, a country’s ranking may
differ significantly in separate indices. This section describes and compares five indices:
the National Cyber Security Index (NCSI), the Global Cybersecurity Index (GCI), the
National Cyber Power Index (NCPI), the Cyber Defense Index, and the EU Cybersecurity
Index. The main aim of the analysis is to determine if and how individual organisations
contribute to the score of an entire country.

5.2 National Cyber Security Index

The National Cyber Security Index (NCSI) [62] evaluates and ranks the countries of the
world according to their cyber capabilities. The NCSI was created and is managed by
the e-Governance Agency’ in Estonia. One of the more significant differences between
this index and others is that it is not published periodically but is updated when new
information is made available.

According to experts at the e-Governance Academy, whom the author contacted over
email, the data is gathered from three sources: public sources, government officials,
or cooperative partners. The first refers to data provided by their team or colleagues
(including interns) at the e-Governance Academy. The second one refers to government
employees whom their governments have designated to be country contributors. The
third term refers to private individuals, civil society organisations or private sector
organisations that have been accepted as contributors. The data gathered might differ
from contributor to contributor based on how they interpret the criteria of the indicators.
Any inconsistencies are mitigated by having two experts review the data and accept or
decline based on predetermined criteria.

Figure 2 illustrates the data-gathering process for the NCSIL.

As of November 2023, the methodology of the NCSI was updated [63], and scores
are being updated and added back into the index monthly. As of February 2024, 31
countries have been reintroduced and aligned with the updated methodology. Of the
countries described in Section 4, only Estonia and Latvia are currently present, ranked
3rd and 5th, respectively.

Thttps://ega.ee/
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Figure 2. Diagram of the data gathering process of the National Cyber Security Index

5.3 Global Cybersecurity Index

The Global Cybersecurity Index [64] ranks most of the world’s countries on their commit-
ment to cybersecurity and helps them identify areas for improvement. The information
presented here is gathered from the methodology document of the Global Cybersecurity
Index [65]. The index is composed by the International Telecommunication Union, a
United Nations agency specialising in information and communication technologies. The
index comprises five pillars: legal, technical, organisational, capacity development, and
cooperation.

The data is gathered from a combination of self-assessment by the countries, infor-
mation available to the public, and expert research. Figure 3 illustrates the data-gathering
process.

In 2015, along with the first edition of the GCI, ITU also published a compilation of
cybersecurity wellness profiles [25]. They provided a holistic overview of each country’s
cyber wellness and included the indicators used to compose the index. However, the
wellness profiles were discontinued in the subsequent editions.
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Figure 3 illustrates the data-gathering process for the GCI.
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Figure 3. Diagram of the data gathering process of the Global Cybersecurity Index

5.4 National Cyber Power Index

The National Cyber Power Index ranks countries according to their cyber power capabili-
ties and publishes the top thirty. The index is composed by Harvard University’s Belfer
Center and was first published in 2020. The information presented here is gathered from
the National Cyber Power Index 2020 [66] and 2022 [67] reports. At the centre of the
index are eight objectives that a country might have in the cyber realm: amassing and
protecting wealth, controlling and manipulating the information environment, defining
international cyber norms and technical standards, destroying or disabling an adversary’s

infrastructure and capabilities, foreign intelligence collection for national security, grow-

ing national cyber and commercial technology competence, strengthening and enhancing
cyber defences, surveilling and monitoring domestic groups. The objectives are also
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separately viewed from the angles of capability and intent to fulfil them.

The index is based on publicly available information and thus can suffer from
incomplete data. Several of the measured objectives concern offensive and intelligence
capabilities on which states generally want to remain as opaque as possible. Especially
those states that are more closed to the outside world in general, like Iran and North
Korea. The data for the index is gathered from countries’ websites, public strategy and
policy documents, and comments made by senior government figures. No primary data
collection or surveys are done, and no information is gathered on individual organisations.

Of the countries described in Section 4, only Estonia is present in the NCPI, ranked
25th.

5.5 Cyber Defense Index

The Cyber Defence Index [68] ranks the largest twenty economies of the world in their
cybersecurity capabilities. A nation’s score is given on a scale of 1-10 and is an aggregate
of four pillars: critical infrastructure, cybersecurity resources, organisational capacity,
and policy commitment. The chosen countries also mostly overlap with G20® countries.
The index is developed by MIT (Massachusetts Institute of Technology) Technology
Review, a media company connected to MIT, and sponsored by Code42°, a cybersecurity
software company. The information presented here is based on the description of the
index taken from the official report for 2022/23 [69], which is also the first year the index
was published.

The methodology of the Cyber Defense Index states that the data is collected in two
ways. Secondary source data is collected from publicly available sources, including
other indexes, such as the Global Cybersecurity Index composed by the International
Telecommunications Union. Other public sources include popular data aggregators
organisations such as the Data Center Map'® and Worldometer!'. Primary source data
is collected through surveys conducted with around a thousand senior executives from
organisations from the ranked countries, with an equal number from each country. The
respondents were asked to rate their country’s policy and regulations and their own
organisation’s cybersecurity activities and discuss the priorities for the next few years.
The questionnaire and responses are not public and are unavailable to the author. Due
to this, the author can’t determine how much the survey asks about the organisation’s
cybersecurity posture and the overall cybersecurity environment in the country. This, in
turn, means that the author cannot determine how much of the organisation’s perspective
makes it into the final data. In determining the score, all of the four pillars of the index
take the survey data into account. On the negative side, the report says very little about

8https://www.g20.org/en
‘www.code42.com
10www.datacentermap.com
Hwww.worldometer.com
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the surveyed organisations themselves. It is not stated if they are public or private, their
size, or their area of activity.

5.6 EU Cybersecurity Index

The European Union Cybersecurity Index is a new initiative by ENISA, the EU Agency
for Cybersecurity. As of this writing, the index is in the pilot phase and has not yet
published its first report. The first report is expected to be published in the summer
of 2024. The methodology of the index is also not yet available for review, and the
information presented here has been obtained from interviews with a member of the
index workgroup.

The EU Cybersecurity Index ranks all the EU member-states. The data for the index
is collected through surveys filled out by stakeholders from subject countries. In addition
to the survey, ENISA also gathers information from public sources like Eurostat and
Eurobarometer. The results of the index help the EU make informed decisions and
identify challenges and gaps in its cybersecurity capabilities.

Figure 4 illustrates the data-gathering process for the EU Cybersecurity Index.

5.7 Other Methods

Several private companies worldwide are working on their own cybersecurity index or
performing ratings in another way. These companies mainly work in the consultancy
field, either as a cybersecurity consultancy [70] or, more widely, as a general business
consultancy [71], [72]. But there are also large technology companies that publish
reports on the cybersecurity capabilities of their customers like Microsoft [73] and Cisco
Systems [74]. Private enterprises and organisations use proprietary methods and data
sources to create their ratings and reports. The methodologies and gathered data remain
largely unpublished; only a report and its conclusions are available. For example, the
methodology section of the aforementioned Data Security Index report published by
Microsoft mentions that a survey was conducted to gather data for the whitepaper. Still,
the questionnaire and exact results are not available to the reader.

Several companies provide security ratings as a service. For example, BitSight [75]
is one such company. BitSight analyses individual organisations like companies, gov-
ernment agencies, and educational institutions. Organisations pay a yearly subscription
fee in exchange for their rating and feedback on improvement and risk management.
According to official documentation published by the company [76],[77], the data used
to calculate the ratings is largely telemetry gathered from the Internet and from partners.

This data includes:

* DNS queries and responses
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Figure 4. Diagram of the data gathering process of the ENISA Cybersecurity Index

Malicious traffic like DDOS attacks

Attempts at brute force attacks

* Open ports

Software configuration and versions

Traffic from IOT devices

Known vulnerabilities
The exact process and algorithm are proprietary and not public knowledge.

Some companies publish more thorough reports and assessments that might be more
valuable to cybersecurity experts in general like the Finnish cybersecurity consultation
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company Nixu and their annual cybersecurity index [78]. Nixu’s index was first pub-
lished in 2022. The data was gathered through in-person and online interviews. The
interviewees were mainly from the Nordic countries (Finland, Sweden, Denmark, and
Norway), with 12% of respondents being from other countries. In addition to questions
about their organisation’s cybersecurity capabilities, the respondents were asked more
open-ended questions. For example, what are the topics they feel have been increasing in
importance in the past year and what will matter in the coming year?

While these reports may not have the same level of authority and recognition as
government or international indices like those by the ITU, they can still provide valuable
insights and assessments for decision-making in the cybersecurity domain. Due to their
proprietary nature, it is difficult to rely on them for official strategies by governmental
decision-makers.

5.8 Summary

In summary, this section describes five cybersecurity indices: the National Cyber Security
Index, the Global Cybersecurity Index, the National Cyber Power Index, the Cyber
Defense Index, and the EU Cybersecurity Index. The data-gathering practices of the
indices involve several sources that can be divided into three categories: surveys, public
sources, and evidence provided by the subject. With the exception of the National Cyber
Power Index, which relies exclusively on public data, the indices use a combination of
sources. Table 5 compares the indices and their data-gathering practices. The column
headers are explained as follows:

* organisation is the organisation’s name that manages the index.

* Published Since is the year the first edition of the index was published.
* Publishing Period is the period after which a new ranking is published.
* Iterations is how many rankings have been published.

» Updating Cycle is the period the methodology of the index is updated.

* Subjects are the ranked countries.

* Survey indicates if one of the data-gathering instruments is a survey.

* Public Sources indicates if data is gathered from public sources.

* Individual Organisations indicates if data from individual organisations is re-
flected in the index.
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Time Investment for Subject indicates how much time the survey or information
gathering takes for the respondents.

Feedback for Subject indicates if the respondents receive anything back.

Number of Questions indicates how many questions there are on the questionnaire.

Answers Scale indicates the answer scales of the questionnaire questions.

Some patterns emerge from the table. The updating cycle of the methodologies of
the indices is varied. The NCSI does not have a set update schedule, but this is due to its
rolling nature. It is worth noting that the methodology was only recently updated, and
countries are currently slowly being added back in. The EU Cybersecurity Index and
CDI probably do not have a schedule because they are very new and are still figuring out
their processes.

All of the indices rely on public sources for information in one way or another. The
NCSI and NCPI rely only on public information, while the other indices also collect
data from surveys. The public information includes legislation, official government
announcements and the existence of certain agencies in the country. This approach is
probably due to the high level of abstraction that evaluating large entities requires. This is
perhaps the reason why data on individual organisations seemingly do not propagate up
to the index level. Evaluating the cybersecurity posture of an entire country by assessing
its numerous individual organisations is too resource-intensive.

Answers to Research Questions To answer SRQ4: The methods described here use
public sources and surveys as data-gathering tools. With the exception of the Cyber
Defense Index, the experience of individual organisations in a country does not directly
figure in the indices. The Cyber Defense Index surveys organisations from subject
countries. Still, the survey contents are not publicly available, which means that the
answer remains ambiguous.

This section concludes the three sections describing the different approaches to
cybersecurity capability evaluations on different levels. The following section will
discuss the findings and emerging patterns in the preceding research.
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6 Validation

In sections 3, 4, and 5, the author described the various methods and practices that
have been proposed or used to perform cybersecurity capability evaluations. The author
described the current state on three levels: scientific literature on the organisational level,
country-level practices by the example of five EU member-states, and cybersecurity
indices that simultaneously aggregate data on many countries. This section describes
the validation process and the observations from analysing the methods and practices
from the previous three sections. The author considers the observations from the per-
spective of possible issues and limitations. As the main focus of the thesis is on the
individual organisation, this section also looks at the described methods mainly from that
perspective.

Validation of the findings in this thesis was done through two expert interviews
with stakeholders from Estonia and the Czech Republic. The experts were chosen
based on their knowledge and experience in cybersecurity capability evaluations among
organisations and their familiarity with related issues. The expert from Estonia is
the cyber risk management leader at the Estonian Ministry of Economic Affairs and
Communication. The other is the author of the yearly report on the state of cybersecurity
in the Czech Republic [61] at the National Cyber and Information Security Agency of the
Czech Republic (abbreviated as NUKIB in Czech). The report is more closely described
in Section 4.

The interview with the Estonian expert was conducted in a semi-formal fashion. The
talking points revolved around the current experience governmental agencies have with
cybersecurity capability evaluations and the requirements for any future methods. The
interview with the Czech expert was a formal interview conducted over email. The
questions were about the survey NUKIB conducts among the critical infrastructure
organisations in the Czech Republic every year for the aforementioned report. The
questions used as the basis of both interviews can be found in Appendix 1.

The validation process aimed to provide reflection on the author’s findings and to
help identify commonalities and disparities between the described literature and other
methods and the interviewees’ experiences.

Organisational Demands Recurring throughout emphasises the importance of pro-
viding organisations with a minimally disruptive evaluation process. Of the methods
described in Section 3, two of the described methods [31], [30] explicitly bring out the
need for time efficiency and comfort as key motivators for their creation. In an interview,
the cyber risk management leader at the Estonian Ministry of Economic Affairs and
Communication reflected similar sentiments by highlighting the critical aspect of time
commitment in evaluations. She emphasised that the time commitment extends beyond
just filling out the survey, encompassing preparatory work to provide accurate responses
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and subsequent time investments in result analysis. Furthermore, the interviewee ob-
served that surveys perceived as burdensome by participating organisations might be
hastily completed without due consideration, a phenomenon known as survey fatigue
[79]. This can cause issues with the integrity of the provided data. Recognised as a
known issue with surveys as a data-gathering tool, it emphasises the importance of
creating evaluation methods that lessen the strain on organisations. NIjKIB, howeyver,
does not explicitly track the time it takes for respondents to fill out the survey, saying only
that it can take anywhere from two to six hours, depending on the size of the organisation.
Only one of the methods described in Section 3 included the average time to complete
the survey. Furthermore, none of the methods discussed in Sections 4 and 5 included any
information on probable time investment for subjects.

Additionally, little is discussed about organisations’ fears about sharing sensitive
data, which information on their cybersecurity capabilities definitely is.

Real-world Application The common issue with the methods covered in Section 3
is that only one [22] of them has seen real-world application beyond the initial valida-
tion done as part of the study. Furthermore, the reader can implement only a few of
the methods using the information provided. Most notably, none include the survey
questionnaire used to validate the methods. This severely limits the applicability of the
proposed methods. Additionally, none of the methods describe any tools to help with the
evaluation process, either conducting the survey or analysing the results. In the case of
one method [24], it can be seen from the figures in the paper that an Excel spreadsheet
was used to gather the answers.

Evolving Threat Landscape The cybersecurity threat landscape is dynamic, and new
threats and technologies are continuously emerging. This means that evaluation methods
must also be updated to consider changing circumstances. According to NUKIB, the
survey questions have evolved since they began the survey. Seeba et al. have recognised
this issue and addressed it with their MUSE [38] tool. Of the other methods reviewed in
this thesis, only the cybersecurity indices explicitly stated that methodology is reviewed
periodically to ensure the measures are relevant.

Furthermore, single evaluation results are not very useful in a vacuum. Good cyberse-
curity is not a one-time effort, and making sure weak points are addressed needs periodic
evaluations and analysis.

Data Gathering for Aggregation Three main data-gathering methods for cybersecurity
capability assessments can be differentiated based on the methods reviewed in Section 4
and5. These methods are surveys, analysis of public records, or a combination of the
two. Public records usually mean legislation and official government statements. The
existence of specific institutions in a given country can also be used to assess the state
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of cybersecurity. If a country implements a CERT as an institution, some thought has
probably been put into cyber issues. For example, in Estonia, the CERT-EE constantly
monitors cyberspace as one of its duties. CERT-EE provides daily updates on significant
events and incidents [80], and without it, there would not be anyone to provide this
service. Surveys usually mean questionnaires answered over the Internet or interviews
in person. Depending on the focus, scope, and resources available, the number of
respondents can vary from a few to several hundred.

Bottom-Up or Top-Down Expanding on the previous point, resource constraints affect
not only the subjects of the evaluations but also the ones performing them. Similarly,
performing an evaluation takes time to prepare and analyse the results. NUKIB states that
in previous years, it has taken several months for a single person to gather and analyse
the results of the survey for "several hundred participants"”. Now, they have begun to
spread out the responsibility among several people to ease the workload and "eliminate
quite a critical single point of failure". On the other hand, Estonia lacks experience in
conducting extensive surveys on organisations. In the case of data aggregation, this issue
is mitigated by choosing a top-down approach instead of a bottom-up one. Top-down
means to make generalisations based on the country’s environment to determine its
cybersecurity capabilities. For example, the National Cyber Security Index [62] uses
legislation and policy, among other metrics, but does not use the experience of individual
organisations. Bottom-up means evaluating the respective organisations in a country to
make generalisations about the country’s overall capability. Like the method proposed
by Jazri et al. [24]. This creates a problem where increasing abstraction causes the
cybersecurity capabilities of the grassroots level to get lost in the bigger picture.

Country Perspective All countries reviewed in Section 4 have a cybersecurity strategy
in place, meaning they all have developmental goals. The strategies include a short
section on how reporting on the progress should be done. Generally, once a year,
stakeholders from all areas report to the person in charge of cybersecurity on a state level,
who in turn reports to the appropriate ministry. For example, the current strategies for
both Estonia [81] and Poland [82] follow this pattern. From this, it could be assumed
that a periodic monitoring and evaluation practice is in place. Still, there is no further
elaboration on how exactly this is done.

Another issue for governments is data gathering and analysis. This was highlighted
by the audit conducted in Latvia [55], the cyber risk management leader at the Estonian
Ministry of Economic Affairs and Communication, and also brought out as one of the
motivations for creating the Cybermetre by the National Cybersecurity Centre of Finland
[40]. There are currently no reasonable solutions for a central authority to gather data
from many organisations. Furthermore, no solution would ensure that the collected data
is comparable and can be used for analysis.
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Of the countries analysed, only Czechia has a process in place to periodically evaluate
critical infrastructure organisations in their country. NUKIB concedes that this is a
resource-intensive undertaking, taking several months to complete.

7 Conclusion

In conclusion, this thesis describes the various approaches to cybersecurity capability
evaluations currently proposed in the scientific literature, both as methods and indepen-
dent evaluations. Furthermore, to get a more comprehensive view of current practices,
state-level experiences and cybersecurity indices are also explored. The thesis aims to
analyse the perspective of individual organisations in the context of these methods.

Answers to The Research Questions The primary research question (PRQ): What are
the limitations of presently proposed methods and practices of cybersecurity capability
evaluations on organisations?

Answer: The limitations the author discovered are described in Section 6.

Answers to the subquestions:

SRQ1: What methods have been proposed in the scientific literature for conducting
cybersecurity capability evaluations on organisations?

Answer: Section 3.2 provides an overview of the methods currently
proposed in the scientific literature.

* SRQ2: What methods have been employed for one-time capability evaluations on
organisations in the scientific literature?

Answer: Section 3.3 provides an overview of the methods used for
one-time evaluations in the scientific literature.

* SRQ3: What are the practices employed at the country level for cybersecurity
capability evaluations?

Answer: Section 4 provides an overview of the methods currently
proposed on the country level.

* SRQ4: How do data aggregation methods used in cybersecurity capability evalua-
tions consider individual organisations?
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Answer: Section 5 provides an overview of the methods used for data
aggregation and their consideration of individual organisations.

Several gaps were identified during the analysis:

Future Work The issues discussed in Section 6 reveal several directions for future
research.

* How to lessen the time commitment for organisations participating in cybersecurity
capability evaluations?

* What are the possibilities for automating cybersecurity capability evaluations?

* What methods could be employed to perform evaluations on many organisations
in parallel and bring the results together for analysis?

Suggestions for Method Developers Finally, some suggestions can be gathered from
the previous discussion for developers and owners of future methods:

Consider the organisation’s perspective and the strain the evaluation might put on
them.

Consider how the method can be updated to ensure the timeliness of questions and
results.

Consider how updating the method affects the comparability of results.

Consider the feedback the organisation gets. Does it motivate the organisation to
participate in the evaluation sincerely?
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Appendix

I. Interview Questions

The in-person conversation with the cyber risk management leader at the Estonian
Ministry of Economic Affairs and Communication revolved mainly around the following
questions:

* What cybersecurity evaluation methods are currently in place?
* What is the purpose of the currently in place cybersecurity evaluation methods?

* What are the requirements for any future cybersecurity evaluation methods?

The interview with the author of the yearly survey at NUKIB was conducted over
email and thus was more structured. The questions were mainly about the survey that is
a part of the yearly report:

* How important is the survey in the context of the annual report? How much do the
results of the report depend on the survey?

* Do the organisations participating in the survey receive anything back for answer-
ing the survey (e.g. results, individual report, feedback, statistics, recommenda-
tions)?

* How much time does an organisation take on average to complete the survey?

* Are the results from different years comparable with each other? Do you use the
data to analyse how things have changed over the years?

* Are there any notable issues you are currently facing with conducting the survey?

* Have you made any significant changes to how you conduct the survey since you
first began?

* A wider question. Do you know the general situation regarding cybersecurity
capability assessments in Czechia? Are any other such surveys being conducted
among organisations, or are any other approaches implemented?

* Do the results of the survey also shape policies in some way? Or, are the results
presented to decision-makers who then consider them when making future policy
decisions?
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